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ABSTRACT
Mobile apps are being utilized in different regions around the world
for contract tracing during this COVID-19 pandemic and many of
these apps require personal information to be shared. The COVID19 crisis has demonstrated how critical it is that we embrace virusresponse opportunities given to us through technology, but we
should also keep in mind that while we use these novel technologies
to combat the pandemic, we must also ensure that users’ privacy
and security is contained. Therefore, in this project we assessed privacy controls that are offered in COVID-19 apps and what users are
identifying to be their preferences if they were to adopt a COVID-19
app. Our results show that while the majority of the apps did not
provide adequate privacy controls, users do consider these to be important factors in their decision making. In addition, we believe our
preliminary findings can provide foundation for inclusive privacy
features that is human-centered.

CCS CONCEPTS
• Security and privacy → Privacy protections.
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INTRODUCTION

As the COVID-19 outbreak spreads all over the world, governments
in multiple countries are pushing for location (GPS) and Bluetooth
proximity technology as a form of digital contact tracing in response to the pandemic via mobile applications. A large number of
applications have been developed in the past few months and many
of these apps has been published under government/state support
[6]. For example, a digital contact tracing app called COVIDSafe has
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been developed and announced by Australian Government to help
with the COVID-19 outbreak 1 . While it is vital to contain the virus
spread by using digital tracing as an effective approach, security
and privacy concerns need to be carefully addressed to avoid harm
of users’ personal or sensitive information when developing and
applying such applications [4]. Our literature review reveals that
there is still a lack of guided-control in deploying context-based
privacy controls that are needed as countermeasures of users’ data
[1], [5]. Therefore, there is much work to be done for improving
the scope of privacy protections and placing applicable measures
to minimize users’ security and privacy susceptibility. The United
State is still in an early stage of developing a framework for managing public health safety while preserving users’ privacy, and
thus it is essential and timely to consider privacy protections when
designing COVID-19 apps that involve the use of sensitive and
personal information. Therefore, we sought to assess COVID-19
associated apps to examine their privacy design and to determine
if there are unanticipated privacy risks and compare these to users’
expectations within those risks.
More specifically, the goal of this study is to understand how
privacy protections are addressed as controls on COVID-19 related
mobile applications, and the level of privacy considerations that
users expects from these apps if they were to adopt them. Our
research questions were:
• What type of privacy control are made available in the apps?
• What are users’ privacy expectations for COVID-19 apps?
We believe that learning about users’ expectations on specific
privacy-related controls can be an effective way to design humancentered controls and can be helpful to app developers. This is
particularly important for designing the COVID-19 mobile apps as
the pandemic seems to be a highly politicized matter. In addition,
we believe that by bringing technological development whence it is
aligned with human perceptions and expectations, it would provide
an important step forward towards inclusive privacy in mobile app
environments and development life cycle.

2 METHOD
2.1 Study Design
Step1: To conduct our study, we collected 103 COV I D − 19 apps
from the Google Play Store. Based on the apps that had an APK file
available for further analysis, we selected 48 apps in our sample
which are from different countries. Thus, we analyzed 48 COVID-19
mobile apps for this study. Our investigation was based on three
1 Australian Government Department of Health. COVIDSafe App. 2020. Retrieved June
17, 2020 from https://www.health.gov.au/resources/appsand-tools/covidsafe-app
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specific criteria which are Data retention; Right to opt-in/opt-out
and compliance. The rationale for considering these three privacy
protection criteria was based on two aspects. One being that we
wanted to focus our study on users having more control over their
data and the second was based on previous literature from iapp 2
and NIST 800 − 53 [2] which recommends specific types of privacy
protections that could promote users trust in addition to providing
security requirement for information system [2]. More precisely,
some of the key recommendations by iapp prioritizes fostering trust
in the application in order to uphold transparency, enable users
to maintain their privacy and availing users with mechanisms to
take informed decision upon proper understanding. Further, NIST
also provides models for deploying trustworthiness in the system
level. Therefore, in this study we decided to choose data retention
as our first protection mechanism which includes functionality to
make sure that data is securely deleted when it no longer required
followed by second protection mechanism, Right to opt in/opt out
which infers about decision making based on clear instruction and
finally third protection mechanism, compliance which is to make
sure that app is validated by application/region specific regulation.
These three anticipated mechanisms can be useful to boost users’
confidence during adoption.
Step2: We also analyzed COVID-19 survey responses from a
Midwestern region that included 1550 participants. The survey
data was collected by Dynata, LLC using Redcap survey platform.
The survey was designed to assess individuals’ attitudes toward
using digital tracing apps and COVID-19 status apps, and factors
that might contribute to either positive or negative attitudes towards these technologies. Though our user study is not comprehensive in comparing to our app collection, still we believe, our
initial result might be useful to pin down the preferences of a
particular nation including diverse population in respect to religion, belief, race, ethnicity, educational and professional background. Our sample includes population from United State where
female (49.9%), male (49.2%) and non-binary/self-described gender (1%). It contains population from diverse ethnic background
where White/European-American (68.3%), Black/African American (13.3%), Latino (6.7%), Asian (4.7%), Biracial (4.8%), Pacific Islander/Native Hawaiian (0.5%), Native American/Alaskan Native
(0.5%), self-described/not answered (0.14%) with a age limit from 18
to 90 years (mean: 44.72 and sd: 16.537).

2.2

Privacy Protections in Apps

We focused our initial analysis on three privacy protection criteria
that is related to controls on the apps: data retention, right to optin/opt-out, and compliance. For each app, all the three criteria
were carefully reviewed, and the data was manually collected and
recorded. We also recorded laws/regulations followed explicitly by
the app.
Data retention: For the purpose of this study we refer to data
retention as storage of any user data on the applications for compliance or other purposes. This also implies the preservation of
information as long as it is needed and discarding it in a safely
manner.
2 Mobile
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Right to opt-in/opt-out: The option to opt-in means that customers choose to use the service/ app or sign in and allow the app
to use their information (either for processing or sharing with third
parties), or receiving notifications from the app. The option to optout means that the user has the right/option at any time to direct a
particular provider that is handling their data not to sharing data
personal information with third parties anymore 3 . In case of app,
it does not necessarily to uninstall an app, it also refers to users
right to stop sharing their data.
Compliance: In relation to apps privacy, compliance is adhering
to an existing privacy protection mechanism. So, compliance in
this study means that the app reports conforming to any privacy
regulations and policies to ensure that sensitive data like personal
information is organized, managed, and shared on the app.

2.3

User Perspectives

To understand users’ perspectives, we used responses from a survey
questionnaire that assessed people’s attitudes and opinions related
to privacy protections when using COVID-19 apps. Specifically, we
were focusing on the responses for two questions:
Q1: If you could be guaranteed that you could completely delete
all of your data from this app at any time, would that make you
more likely to use it? (Yes or No)
Q2: COVID-19 Mobile Apps should be regulated for privacy protections. (Strongly disagree, Disagree, Neither agree nor disagree,
Agree, Strongly agree)
While the survey included several other questions related to
privacy protections as well as assessment of users’ concerns and
preferences in adopting COVID-19 apps such as tracking users’
movement, data sharing mechanism and security functionalities,
however, we wanted to focus this study on two questions because
these questions/responses were the most associated ones to our
apps’ (48 selected) analysis which was focused on data retention, opt
in/out and compliance. Hence, we analyzed participants’ responses
for the above two questions (Q1 and Q2) to determine users’ perspectives on the privacy protections that they would prefer when
using COVID-19 mobile apps.

3

RESULTS

Below are the results on the five overlapping categories from both
app controls and user perspectives that mentioned in the Method
section: data retention (app), right to opt-in/opt-out (app), compliance (app), users’ preference for COVID-19 apps retention practices,
and users’ attitude towards privacy protections on COVID-19 apps.

3.1

App Analysis Results

Data Retention: From the results, we could see that the data retention feature is not appropriately addressed in most apps we
analyzed. Only 18 of the 48 apps clearly and explicitly include the
control of data retention in their app. Data retention for 60% (29
out of 48) of the apps is either vague or not mentioned, and thus it
is difficult to report exact results.
Right to Opt-in/Opt-out: Similarly, to data retention, the option to opt-in/opt-out is not included for 69% of the apps analyzed
(33 out of 48). Nearly one-third of apps (13 out of 48) provide explicit
3 California

Consumer Privacy Act of 2018. http://leginfo.legislature.ca.gov/faces/
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StopKorona! from North Macedonia, and an app (non-English name)
from Israel.

3.2

Figure 1: : Number and percentage of apps that included data
retention.

4
Figure 2: : Number/percentage of apps that includes optin/opt-out option.

Figure 3: : Number/percentage of apps that indicates compliance.

selection to the users that allow them to choose to opt-in or opt-out
when using the app.
Compliance: Comparing with data retention and right to optin/opt out, apps analyzed for this purpose are more likely to include
compliance control. Over half of the apps (27 out of 48) explicitly
included compliance in their app service. In our sample, 17 of the
48 apps don’t specify the compliance policy in their app. There
are 4 apps that have no compliance mentioned in the app, which
are COVID-19 Tam from Mexico, Castor COVID-19 from Holland,

COVID-19 user survey results

User Preferences for COVID-19 Apps:: Out of the 1510 response,
65.3% of participants responded “Yes” to Q1. Other 34.5% respond
“No” which mean they would not use mobile apps even if they could
completely delete all of their data at any time. There could be other
reasons behind this response which are trust on app providers;
willingness to use those app based on their individual security
concerns. From our survey, 74.8% participants are concerned about
their security while using those apps. However, analysis of these
factors is beyond this study focus where we only concentrated
on privacy controls they would like to have. On the contrary our
preliminary manual analyses reveal that only 18.38% of the apps
include a data retention policy. Similarly, when examining opt in/
opt out features, only 13.27% out of total apps had this option
available to users. From the results of Q1 in our user survey, we
learned that users prefer to have control over their data and perhaps
this feature may encourage people to use COVID-19 apps.
COVID-19 user survey results While our survey participants had
a mean of 4.03 out of 5 for Q2, only 27.56% of the apps had indicated
that they were compliant with particular laws/regulation.

DISCUSSION

Our initial results show that there seems to be a clear disconnect
between what users’ preferences are for privacy protections in
COVID19 apps and what the apps offer. While over half of the apps
we studied openly include information about their compliance with
a privacy law/regulation the other half did not. The data retention
and the option to opt-in/opt-out is even more detached from users
wishes. As reported above, a small percentage of the apps have the
inclusion of data retention or the opt-in/opt-out option.
From our survey results, it is evident that users do have privacy
protection expectations when using COVID-19 apps. For example,
they wanted assurance that they can delete their data any time they
want which implies the kind of control they wish to have over their
data. Hence, including such potential controls in designing COVID19 apps to increase users’ adoption of this technology might be a
positive step forward. We know from previous studies that imposing
the appropriate privacy compliance on an any apps are a difficult
task because often these apps are developed by different entities, for
example, government, industries or even an individual [7]. Therefore, there is an urgent need for a comprehensive or universal set
of privacy regulations that app developers can use no matter where
the app is developed or what type of inter/national crisis may be
motivating the app development. In addition, it is equally important
to assess and comply with user preferences when designing such
apps with transparent data practices that are easy to understand.
The design of such features would provide not only user-centered
approach but would also satisfy users’ needs for privacy protections
when the app is collecting and processing sensitive personal data.
We believe that our study provides the preliminary steps towards
the development of apps that gives regard to users’ preferences
and expectations on privacy protection in case of using COVID-19
apps. Our initial findings can provide app developers and designers
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user’s perspective that can be taken into consideration if we aim to
increase adoption of such apps.

5

LIMITATIONS

It is important to note that our user survey was conducted in the
united states while our comprehensive set of app collection were
from around the world. Thus, the user’s views and preferences
reported in this study may not be representative of all countries
and people around the world. In the United states, people are more
mindful of privacy and civil liberties while people from the EU
countries like Germany, Italy, Poland and China may view privacy
differently and thus we may have different results in respect to
users’ preferences [3].
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