REPORT R-381 MAY,1968

COORDINATED SCIENCE LABORATORY

OPTIMAL TEST SETS
FOR THE DIAGNOSIS
MULTIPLE OUTPUT
COMBINATIONAL NETS

RICHARD D. ISENHART

UNIVERSITY OF ILLINOIS - URBANA, ILLINOIS



This work was supported in part by the Joint Services Electronics
Program (U.S, Army, U.S. Navy, and U.S. Air Force) under contract

DAAB—-07—-67—C—-0199; and in part by NSF GK-1663.

Reproduction in whole or in part is permitted for any purpose of the

United States Government.

Distribution of this report is unlimited. Qualified requesters may

obtain copies of this report from DDC.



OPTIMAL TEST SETS FOR THE

DIAGNOSIS OF MULTIPLE OUTPUT

COMBINATIONAL NETS



ABSTRACT

Given a set of tests and the faults which each of them partition,
it is desirable to have a systematic method for selecting a subset of
these tests which is minimum in number and which will isolate all
distinguishable faults. Presented in this paper is a tabular method
which selects an optimum set of diagnostic tests from the fault
table of multiple output combinational nets. The procedure first
removes undetectable faults and combines indistinguishable faults.
Then it systematically removes redundant tests and tabulates most
of the essential tests which must be used to isolate certain faults.
From this reduced table the test combinations which isolate each
fault are derived. A search of these test combinations produces
the remaining essential tests which must be used for isolating
certain faults. The essential tests are removed from the test
combinations and are tabulated separately. Then the reduced test
combinations are tabulated and Quine—McClusky minimization is used
to select a minimum set of tests which diagnoses the remaining

faults.
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1. INTRODUCTION

With the increasing size and complexity of digital computers
and with their expanding applications in such fields as telephone
switching, time-sharing, and aero-space guidance has come a need
for automated repair techniques.

The importance of reliability and serviceability of & system
cannot be overlooked. Two basic methods are used to increase the
reliability of digital computers. The first is the use of redundancy
which extends the up—time of the computer. Redundancy is used in
most real-time applications such as telephone switching systems and
in spacecraft guidance where whole systems are duplicated. In
general, redundancy is the addition of extra hardware to mask certain
isolated faults. It has been argued that because of this increase
in hardware the availability of the system will abruptly decrease.
This effect needs further investigation.

The second approach increases the availability of the system
by increasing its serviceability. Automated test routines which
detect and locate faults (diagnosis) are run at electronic speeds

to reduce the system's down-—time.

An extensive bibliography can be found in an article by Robert A.
Short, "The Attainment of Reliable Digital Systems Through

the Use of Redundancy — A Survey" pp. 2-17, Computer Groups News,
Volume 2, Number 2, March 1968.



If a fault has been masked by a redundant path then it
cannot be detected by a diagnostic test. Much work needs to be done
on the application of diagnosis to redundant circuitry. One possible
approach would be to disable the redundant paths before running the
diagnostic tests.

In diagnosis a set of tests is applied to the computer in
the form of inputs and the outputs recorded and compared to the
previously computed correct outputs of the good machine. If they
differ a fault has been detected. How they differ is an indi-
cation of the location of the failure.

In this paper a method is presented which reduces the number
of diagnostic tests needed to completely diagnose a combinational
machine.

Before going deeper into this method, a few definitions and
assumptions will be given.

DEFINITIONS:

Fault: For the purpose of diagnosis a fault shall consist of any
physical defect in the hardware which causes a change in the
logical character of the circuit.

Test: A test corisists of the application of any signal or vector
to the inputs of a logic net and the comparison of the output of
the net with the known correct output. If the actual output and

the correct output are different, then a fault has been detected.



Fault Signature: A fault signature is the response or output of
a faulty machine to a fixed set of tests.
Fault Detection; Fault Detection, sometimes called "checkout" or
"confidence test" on the system level, is the use of a test or set
of tests to determine whether or not a logic net is operating
properly; i.e., if the hardware performs the function it was
designed to implement.
Diagnosis; Diagnosis or fault location is the isolation of faults.
Fault diagnosis is an extension of fault detection.
Stuck—at—-Zero (sa—0) and Stuck—at-One (sa-—1): Abbreviated sa-0 and
sa—1, the failure which causes a logic line to have a permanent
logical value of zero or one respectively is called a stuck—at-zero
or stuck—at—one fault.
Fault Dictionary; A fault dictionary is a lexicographical listing of
fault signatures which correlates each fault signature with its
corresponding faulty machine or machines.
Simulation or Logic Simulation: Logic simulation is the process of
generating the detailed logic net's structure in a general purpose
computer. Using logic simulation one can compute the output of the
good or faulty machine for any input vector.

For the remainder of this paper the following assumptions

will be made:



1) The class of failures is finite and known,

2) The faults are well-behaved or non-transient and are

logical in character,

3) Only single faults are present (this condition will be

examined further in section 4),

4) The test procedure is combinational, i.e., the set of

tests applied is fixed and unordered.

In general for fault diagnosis the first step is to derive a
set of tests using any of several existing algorithms. (5-9) Then
the good and faulty machines can be simulated on a computer, the
test set applied to each machine, and the resulting outputs computed. (5.6)

Another method of obtaining the outputs under fault conditions
is to use the actual machine and have faults physically inserted.

Then the outputs can be recorded as the tests are applied.

Using either method, logic simulation or physical fault insertion,
a table, called a fault table, can be constructed. In a fault
table each test corresponds to a row and each fault corresponds to
a column. For every test a mark (normally a "one") is placed under
those faults which give an output different from a good machine.

Many of the tests derived above are redundant and can be removed
from the diagnostic test set without any loss of information. Using

(1-3) 3

the fault table discussed above, optimum and near—optimum
procedures have been developed for reducing the number of tests in

the test set. The optimum procedures are restricted to machines



which have a smaller set of faults because the procedure must be
exhaustive.

The methods above are developed around a fault table which
contains only information as to which set of faults are detected by
each test. When a test is applied to the machine several sets of
faults often have different outputs or fault signatures. ©) Thus the
test will not only detect all of these failures but will partition (or
isolate) these sets of faults from each other. The purpose of this
paper is to present a method for reducing the set of diagnostic tests
using this added information.

Section 2 of this report discusses the details of the construction
of a fault table which contains this added information and gives an
example of the procedure to follow. The reader who is familiar with
fault tables as presented by Kautz,® Chang, Powell, » or

(4)

Poage should skip section 2 and go to section 3 which gives a
detailed statement of the procedure. Section 4 discusses the

restrictions and applications of this procedure and contains

some concluding remarks apd suggestions for further investigation.



2. A FAULT TABLE FOR MULTIPLE OUTPUT NETS AND AN
EXAMPLE OF THE TEST REDUCTION PROCEDURE

In this section the detailed construction of fault tables for
multiple output combinational circuits will be presented. This will
be followed by an example of a matrix procedure which selects an
optimum set of diagnostic tests. The reader who is familiar with
fault tables can omit this section.

2.1 Fault Table

It is assumed that a set of tests has been derived and that the
output vectors for the good machine and the faulty machines are
known. From this information a fault table is prepared in which
each fault is a column and each test is a block of consecutive rows.
Each test is divided into a block of rows so that the sets of faults
with different outputs can be tabulated separately. It is this
point which causes this method to differ from most other methods of
test reduction.

In each row of each test, 1’s are placed in those columns whose
faults are detected by that test and have the same fault signature.
For a given test, no column in the block of rows corresponding to
this test will have more than one 1 in it. This results from the
assumption that all faults are well-behaved; therefore, for a fixed
input, a fault can have only one fault signature.

Two more columns are added to the fault table for later reference.

The first is a list of the input vectors for each test, and the second



lists the output vectors for each row. After test reduction these
inputs and fault signatures are used to compile the fault dictionary
2.2 Example

As an introduction to this matrix procedure and to illustrate

the approach, a simple example will be given. Consider the full——

adder in Figure 1.

C-in
(Carry 1In)

Figure 1. Full-Adder

It is desired to obtain an optimum set of tests which will
diagnose this circuit for the set of single faults where the outputs
of blocks 1 thru 5 are either stuck—at—one or stuck—at-zero. The
outputs (Sum andOout) resulting from the given faults were derived
for all input combinations. These are tabulated in Table 1. The

fault table (Table 2) is obtained directly from Table 1.
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Test Faults Fault Correct

# Out- Oout-
(lnput) A B C D E F G H I J put put
0 1 1 10 00
(000) 1 11 01 00
1 00 10
1 1 01 10
(001) 1 11 11 10
5 1 1 00 10
(Q10) 1 11 11 10
1 1 0O 01
3 1 10 01
(0il) 1 11 01
4 1 1 00 10
(100) 1 11 11 10
1 1 00O 01
5 1 10 01
(101) 1 11 01
6 1 1 00 01
(110) 1 1 11 01
11

7 1 1 01
G.UL- 1 1 10 11

Table 2. Fault Table
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This fault table contains all the information needed to diagnose
the circuit for the assumed set of faults. For example, if test 3
(input = 0il) is performed and the output is the correct output,

(01), then it is known that the faults C, F, | and J have not occurred
If the output is (00) then we know that either the fault | or the
fault J has occurred, if the output is (01) then fault F has occurred,
and if the output is (11) then fault C has occurred.

Let us assume that test 3 is performed and the output is (00);
another test has to be performed to distinguish between the faults I
and J. Any test which gives different outputs for | and J can be used
Such tests are characterized in the table as having a row which has
a 1 in either column | or J, but not both. In this example, both
test 6 and 7 fulfill this requirement; and therefore when either is
combined with test 3, the faults | and J will each be diagnosed.

To find the minimum number of tests which will isolate every
fault, each fault will be examined individually to determine which
test combinations partition it.

These test combinations will be tabulated and the smallest subset
of them which isolates every fault will then be selected.

The most time consuming part of this procedure is the derivation
of each fault’s test combinations. Because of this, the procedure
will incorporate several table reduction techniques which will reduce

the fault table before performing the search for test combinations.
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The first step in reducing the fault table is to remove any
faults which are undetectable. In the example considered, there
are no undetectable faults since every column has at least one 1 in it.

The next reduction in the table combines indistinguishable faults.
If two or more faults always have identical fault signatures, they
are said to be indistinguishable. Such faults are characterized by
identical columns. In Table 2, columns B, D, and E are identical; and
the three faults can be combined into one column. (See Table 3 where
B' replaces B, D and E.)

The next two reductions in the fault table are interrelated.
The first is the elimination of redundant tests. A test is said to be
redundant if the faults which it detects are detected in another
test and are partitioned into identical groups by both tests. If the
fault patterns of two tests are identical, then either test can be
eliminated. In Table 3, it is seen that tests 2 and 4 and tests 3
and 5 are identical. Therefore tests 4 and 5 are redundant and can
be removed from the table. (See Table 4.)

The next reduction in the table is a result of certain tests
being essential. |If any fault has a single 1 in its column then
that fault can only be partitioned from the good machine by that test
which contains the 1. This test is an essential test and must be
included in the final diagnostic test set. Therefore, any additional

information contained in this test is obtained "at no extra cost,"



Test Faults
# AB* C F G H I J

0 1 1
1
1
1 1
1
1 1
&
1 B'= B, D&E
1 1
3 1
1
4 1 1
1
1 1
5 1
1
6 1 1
1 1
7 1 1
1 1

Table 3. Fault Table with Undetectable Faults
Removed and with Indistinguishable Faults Combined



Test Faults
# &B' C F G H I J

o 1 1
1
1
1 1
1
5 1 1
1 B=B D&E
1 1
3 1
1
A 1 1
1 1
7 1 1
1 1

Table 4. Fault Table with Redundant Tests 4 & 5 Removed
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In Table 4, column I has a single 1 which occurs in a row of
test 3. Therefore test 3 is the only test which will detect fault 1
and is therefore an essential test. Since in the second row of test
3 there is a single 1 which occurs in column F, test 3 isolates
fault F and column F can be removed from the table along with the
second row of test 3. In like manner C is isolated by the third row
of test 3, and this row and column can be removed from the reduced
fault table. The new reduced table is shown in Table 5.

At this point there can be new redundant tests in the reduced
fault table; in general they can be removed. The details of the
restrictions on the removal of redundant tests will be explained in
section 3; at this point an approach which does not incorporate the
removal of further redundant tests will be applied to this example.

All of the table reduction techniques employed above are not
mandatory in the sense that the number of tests chosen for the final
diagnostic test set is independent of these reductions. The following
procedure for deriving the test combinations which isolate each fault
individually can be applied to any fault table whether reduced or not.
In either case, the application of a minimal covering procedure will
always result in the same number of tests in the diagnostic test set.
If no table reductions are made, then in general there will be a
larger number of solutions all with the same minimal number of tests.

Returning to the example, all of the test combinations which

isolate each fault will be derived directly from Table 5. Starting



Test Faults

# A B G H I J
0 1
1
1
B=B, D&E 1 1
) B, 1
Test 3 is Essential
Output 1CHF 5 1
Output 11-C 1
3 1 1
6 1 1
1
1 1
7
1 1

Table 5. Fault Table with Those Columns
Removed Which Are Isolated by an Essential Test
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with fault A, a search is made for tests with I's in column A.

Test 0 contains a row with a single 1 in column A. Therefore test 0
will isolate A from all other faulty machines. Also test 1 and

test 6 will each isolate A. Test 7 contains the only other 1 in
column A, but in that row there is another 1 in column H. Test 7
alone does not isolate A and a search must be made for tests which
will partition A from the remaining faults. Since only fault H
remains unpartitioned from A, only its column need be searched for
tests which detect it and partition it from A. Test 1 is such a
test, but it is already included in the list and need not be considered.
Test 2 isolates H from A and is not a previous member of the list,
therefore test 7 and test 2 together will isolate A from all possible
faulty machines and the good machine. This completes the table for

fault A. The test combinations which isolate A are listed below:

Fault A:

N

In the final minimal covering procedure at least one of these
test combinations must be used; and since the use of any one of them
ensures that all other faults will be distinguishable from A, column
A can be removed from the table (Table 6).

From Table 6, the test combinations which isolate fault B

(B'= B, D, and E) are derived using the same approach as before.



Table 6

Test Faults
# BB G H I J
0 1
1 1

1
5 1

1
3 1 1
6 1 1
7

1 1

Fault Table with, Column A Removed

17



These test combinations are listed below:

Fault B : O
1
2

Now column Bl can be removed from the table and the test

conditions for fault G derived. This process is continued until

every fault has been considered. The results are listed below:

Fault Test Combination

A

~N O - O

From this list a table is made in which the faults are again

columns, but now the rows are the test combinations listed above.

In each row a 1 is placed under those columns which are

that test combination (Table 7).

isolated by

18
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The test combinations which contain more than one test can
isolate more faults than are listed in Table 7. These additional
faults are merely those faults isolated by the individual test
(or set of tests) of that test combination. These additional faults
are included in Table 8. The cost figure in Tables 7 and 8 is the
number of tests in the. test combination (excluding essential tests).
Quine—McClusky minimization or any other prime implicant covering
procedure is used to find the set of test combinations which contains
the least number of tests necessary to isolate every fault.

From Table 8 it is seen that five minimum covers exist. They

are (1,6), (2,6), (7,0)s (7,1) or (7,2). AIll have a cost of two and will

diagnose all distinguishable faults with two tests, in addition to

the previously determined essential tests. In this example only
test 3 is essential. Notice that of the minimal covers the combina-
tion (1,6) tests a particular fault twice, i.e., it has overlap on

two I's in a column (column A). This also occurs with column H when
tests 7 and 2 are used. If this added checking power is desired,
then the test combination 1, 3, and 6 would be desirable. Table 9
lists the tests and the fault signatures that would result from each
fault. This information can be obtained directly from Table 2.

The procedure presented in this example will be formalized in

the next section.



Test Faults

Combination A B G H | Cost = No. of Tests
0 1 1 1
1 1 1 1 1
2 1 1 1
6 1 1 1 1
7 1 1 1 1
7,2 1 2

Table 7. Test Combinations

Test Faults
Combination A B G H 1 Cost
0 1 1 1
1 11 1 1
2 1 1 1
6 1 1 1 1
7 1 1 1 1
L2 1 1 1 1 1 2

Table 8» Test Combinations



Outputs

Table of Fault (Sum, C—out)
Signatures Test 1 Test 3 Test 6
(001) Qil) (HO)
Good Machine 10 01 01
Faulty Machines: A 01 01 11
B 11 01 01
C 10 11 11
F 10 10 01
G 10 01 00
H 00O 01 01
1 10 00 01
J 10 00 00

Table 9. Fault Signatures
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Presented in this section is an algorithm for the selection of
an optimum set of diagnostic tests» It is assumed that a fault
table has been prepared in which each fault is a column and each
test is a block of rows» Each row contains I's under those faults

detected by the same output vector.

3.1 Undetectable and Indistinguishable Faults

To begin with, much useful information can be obtained from
the fault table by inspection. Faults which are undetectable or
indistinguishable can be readily determined and tabulated sepa-
rately. An undetectable fault is a fault whose column contains no
Is. A quick search of the fault table for any blank columns
produces all such faults.

If two or more faults have identical columns then they are
indistinguishable since there does not exist a combination of
tests that will partition them.

Indistinguishable faults can be automatically located by
forming the EXCLUSIVE-OR of every pair of columns (row by row)
and testing each result for all zeros. Possible short cuts to
this procedure exist. For example, when a pair of; faults is found
to be indistinguishable, one of the columns can be removed from

the table thereby reducing the number of iterations in the procedure.
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Another short cut would be to first form the row by row EXCLUSIVE—OR
of only those pairs of columns which have I's in the first row of
the first test and test each result for all zeros. This is then
repeated for all columns which have I's in the second row of the
first test, again checking for a result of all zeros after each
ring—sum. This process is continued thru all remaining rows of the
first test. Then the entire procedure is repeated for the second
test with the exception that those columns which have previously
been examined are excluded. This process can again be repeated
for the next test and so on, until all columns have been examined.
If desired the process can be terminated after any row. Then,
using only those columns which have not been previously examined,
the EXCLUSIVE-OR of every pair of columns must be formed and each
tested for all zeros. Either strategy will greatly reduce the
number of iterations of the procedure at the cost of only a small
amount of memory

The knowledge of which faults are indistinguishable or unde-
tectable is extremely useful in test generation methods as will
be explained later in section 4. The importance of combining
indistinguishable faults at this point in the procedure will be

examined later in this section.
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3.2 Essential Tests

Still another reduction in the fault table can be made by
inspection. Just as undetectable faults are characterized by
columns with no 1’s in them, certain essential tests are character-
ized by columns containing single |I’s.

An essential test is a test which if removed from the fault
table would cause two or more faults to become indistinguishable
from each other or cause one or more faults to become undetectable.

Consider any column which contains a single 1. If the test
which contains that 1 were removed from the table the corresponding
fault would then become undetectable, therefore such a test is
essential. Note that only a certain class of essential tests are
characterized by columns containing single I's, i.e., those which
if removed would result in additional undetectable faults. The
other class of essential tests is characterized by two columns
being identical in all but one test. If that test were removed
from the table the two columns would then become identical and thus
indistinguishable. Therefore the test in which the two columns
differ is an essential test.

Note that this concept of essential tests is different from
the concept of essential rows in a prime implicant cover, in that
the purpose here is not to find a minimal "cover"” for the fault

table, but to find first the test combinations for partitioning
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columns of the fault table and then find the minimal cover of
these tests.
Since an essential test must be included in the diagnostic
test set, all of the information about the faults which it partitions
is obtained at "no extra cost”. If an essential test contains a
row with a single 1 in it, the corresponding faults are isolated
by that row. Thus, that column and row can be removed from the
fault table. It is obvious that this reduction cannot affect the

detectability or distinguishability of faults.

3.3 Redundant Tests

Another important reduction in the fault table is the elimina-
tion of redundant tests.

Let al, az, am be the row vectors of a test A. Test A is
said to be redundant if there exists a test B with row vectors
b~, b2, ..., b (n A~ m), such that for every a™ in A there exists a
set of b:J's in B such that ai:Ubj where Ubj is defined to be the
union of the row vectors in the set b

Note that by definition an essential test cannot be redundant.
In a reduced fault table a previously determined essential test may
"appear" to be redundant. This can occur if a column reduction
results in the removal of the fault which "required" that test to

be essential.
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If a test A is redundant, then it can be removed from the fault
table without any loss of information since every set of faults
which is partitioned by test A is partitioned by test B. If m= n,
then test A is identical to test B and either A or B, but not both,
can be removed from the fault table. (The remaining test might
now become essential.) If m< n, then A, and not B, must be removed
because B has more rows and thus contains more information than
test A.

The most direct approach for finding redundant tests is to
compare every pair of tests row by row. If test A is not essential
and if every row in test A either has an identical row in test B
or is exactly equal to the union of a group of rows in B, then test A
is redundant and can be removed from the table. This procedure can
easily be programmed on a digital computer and short cuts used to
reduce the number of rows considered.

It is obvious that the removal of a redundant test cannot
cause an undetectable fault to become detectable or cause a detectable
fault to become undetectable. Also, if a set of faults is distinguish
able (indistinguishable) before a redundant test is removed from the
table, then they will be distinguishable (indistinguishable) after
the test is removed, because for each row removed from the table,
there exists another row to preserve each column's distinctness. It
could also be shown that the removal of undetectable and indistinguish

able faults cannot affect the redundancy of tests. Therefore,
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redundant tests can be removed before or after undetectable and
indistinguishable faults are removed» Whichever reduction results
in the most simplification in the fault table should be performed
first. In circuitry which is assumed or known to have a large
number of undetectable or indistinguishable faults, column reduction
followed by row reduction would be the more economical approach.

When redundant, tests are foundand subsequently removed from
the fault table, it is possible for new essential tests to be
formed. If columns are removedfrom this table because of these
essential tests, it is possible for new redundant tests to be
formed. Again when these are removed from the table, new essential
tests may be generated. This chain will terminate with either a
complete diagnostic test set containing all essential tests, or a
fault table free of redundant tests and essential tests. When
testing for new redundant tests, the only tests which need be
examined are those which had 1!s in columns which were isolated by
an essential test and consequently removed from the table. Of these
tests only those which are not essential have to be examined since
a redundant test cannot be essential by definition.

Note that the concept of redundancy can easily be extended to
a group of m tests being redundant to a group of n tests where
m” n. The algorithm presented here does not include a check for
the redundancy of groups of tests because to exainine all combina-

tions of two or more tests can be quite a formidable task.



Returning to the example of section 2, and examining Table 5,
the rows of test 1 are found to include the rows of both test 0 and
test 2. Hence tests 0 and 2 are redundant and can be removed» The
resulting table (Table 10) has new essential tests» Test 1 is now
essential due to the single 1 in column B'. Columns A, B*, and H
can be removed from the table since they are isolated by rows of
test 1» The resulting fault table is shown in Table 11. In this
table it can be seen that tests 6 and 7 are identical and either
of them can be removed from the table» Table 12 has test 7
removed. Now test 6 has become essential, and the solution for the
remaining tests is trivial. Note that test 3, which is essential
due to column I, cannot be removed because fault | is not
distinguished from fault J by test 3 alone. The final optimum
solution is tests 1, 3, and 6, which is identical to the solution

given in section 2»

3.4 Search for Test Combinations

At this point all of the undetectable faults have been found
and recorded; all of the indistinguishable faults have been found,
tabulated and combined into one column under one fault heading; all
of the redundant tests have been removed from the original fault

table; and several essential tests have been found, aftd the faults

28



Test Faults

# A B G H I J
1
1 1
1
3 1 1
6 1 1
1
7 1 1
1 1

Table 10» Reduced Fault Table

Test Faults

# G I J
3 1 1
6 1 1
7 1 1

Table 11» Reduced Fault Table

Test Faults

_H# G I J
3 1 1
6 1 1

Table 12» Reduced Fault Table
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isolated by each have been recorded. What is now needed is a
procedure which will systematically find all combinations of tests
which will isolate each fault. These test combinations will then
be tabulated, and the smallest subset of them which will isolate
every fault will be chosen and used as the final product—-an optimal
diagnostic test set. Any procedure which derives all test combi-
nations which isolate each fault must have two basic properties.
First it must be exhaustive in order to ensure optimality. Second
it must be able to examine a combination of tests to determine
whether or not the addition of a particular test aids in the
isolation of a given fault. This second property is obtained with
the use of a "test intersection” procedure which will be explained
later in this section. Optimality is ensured in the exhaustive
approach presented below.

In this approach, each fault is individually examined. The
fault table is systematically searched for test combinations which
will isolate the first fault. Each test is checked in succession
to see if it detects the fault, and each test which detects the
fault is examined to see if it isolates the fault. If it does not,
a search must be made for all possible test combinations which
partition the first fault from the remaining faults. This process
is repeated until all the test combinations which isolate the

first fault have been found. The column corresponding to this
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fault can now be removed from the fault table since the use of any
one of these test combinations ensures that all other faults in the
table will be distinguished from it. With this column removed it
is possible for some tests to become redundant and thus removable
from the table. Again new essential tests may be present after the
redundant tests are removed. After all such reductions are made
the entire procedure is repeated for each of the remaining faults,
each time removing the column after its test combinations are
tabulated and then removing any new redundant tests and faults
isolated by essential tests.

The flow table of this procedure is presented in the appendix
and should be self-explanatory. Basically the procedure searches
columns in the fault table from top to bottom, generating a
decision tree of test combinations as it proceeds. On each branch
of the tree is placed the number of the last test chosen. To
generate the test combination used to reach any node of the tree,
one has only to trace the tree back to the origin. At each node
there is placed an r—tuple, where r is the total number of columns
in the reduced table. This vector contains I's in those positions
which correspond to the faults which have not yet been partitioned
from the first fault. This r—tuple is called the "test intersection”
or just "intersection" (the notation NINT(n) used in the appendix

corresponds to the "New INTersection").
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The test intersection for each node is formed by starting with
an r—tuple of all I's and then setting to zero those positions
corresponding to faults which have been partitioned from the first
column. A short algorithm is used to compute this new intersection
for each node.

Each row of the test to be combined with the last intersection
is examined for a 1 in the first column, and those rows which contain
O's in the first column are inverted. Each row is then ANDed with
the previous test intersection. The result is the "new intersection”
(NINT(n)).

This test intersection contains information as to which columns
should be searched for tests which further partition the first
fault. To ensure that the procedure is exhaustive every column
which has a 1 in the intersection must be searched. When a test
is found and combined with the intersection at the previous node,

the result is first checked to determine if it gives any new infor-

mation. If it does, then it is checked to see if it isolates the
first fault. |If the test does not partition any new columns from
the first column it is discarded and the search continued. If it

does give new information and if it isolates the first column then
a test combination for that fault has been found. The tree is
traced back to its origin, outputing the tests stored at each branch.

If the test gives added information but does not isolate the first



fault then this new intersection is stored at the new node of the
tree and the search resumed»

The above search is continued until every branch terminates in
a test combination which isolates the first fault.

Since all indistinguishable faults have been previously
removed, it is impossible for a path to include every test and
still not isolate the fault. |If it were to happen that the search
used every test and still had an intersection which contained
multiple I's then those columns which contained the 1’s would be
indistinguishable and should be combined» If in programming this
procedure it is found that the initial removal of indistinguishable
faults "costs" more than computing the intersection of every test
for every group of indistinguishable faults, then their removal
should be postponed and the search routine allowed to find them.
This will not be more practical when the fault table has a large
number of tests and a small number of faults.

The search for test combinations for each fault is greatly
reduced by placing all of the essential tests at the top of the
fault table after each table reduction. Since the search routine
starts at the top of the table the essential tests will be used
first. When the first test combination is found it is checked to
see if it contains all essential tests. If it does then this fault
is isolated "free" and the search for more test combinations for

that fault can be terminated.
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The flow table presented in the appendix which illustrates the
above search routine is not intended to be the "best" approach to
the implementation of the procedure but is included merely as an
aid in understanding the mechanics of the search.

Note that if the undetectable faults were not previously
removed from the table, then they would be found by the search
routine.

If the essential tests were not removed from the fault table
and the test combinations for a fault which required some essential
tests were generated, then the essential tests would be those tests
which are present in every test combination. Also, if the redundant
tests were not removed, then the table of test combinations would be
proportionally larger and there could result more optimal solutions
of the cover to choose from. Because of the removal of redundant
tests the procedure cannot generate all possible optimal solutions,
but it does guarantee that at least one optimal solution will be

found.

3.5 Package Level Diagnosis

The procedure presented above is easily extendable to package
level diagnosis. Only two modifications to the strategy must be
made. First a test which if removed from the table would cause two

faults to become indistinguishable is essential only if the two



35

faults are not in the same package. The second modification is
just as trivial as the first. Just as before, when performing the
search for test intersection each and every fault must be considered
individually. Now, when diagnosing to the package, the faults
internal to the package need not be distinguished from each other.
Therefore when examining an individual fault all of the columns
which correspond to faults internal to the first fault's package
can be set to 0. This can be added to the flow table by initially
setting NINT(O) to all I's and then setting to 0O the positions

which correspond to faults inside the first fault's package.

3.6 Fault Detection
For fault detection the search routine is not used. The

essential tests are now only those tests which, if removed from
the table, would result in one or more faults becoming undetect-
able. The fault table can be condensed by forming the OR of each
test's rows. At this point the application of any prime implicant
covering procedure will result in the optimal set of tests which
detect the given faults. This procedure is identical to that of

Kautz (1)



36

3.7 Upper Bound on Search Routine

To determine an upper bound on the total number of test inter-
sections that must be formed, the maximum number of intersections
necessary to find all the test combinations for each individual
fault will be derived. This will then be summed over all faults.

It is conceivable that a fault table exists where all
combinations of tests must be considered. Consider such a fault
table with "n" tests. At the first level of the intersection tree
there are at most n intersections, one for each test. The first
branch of these n corresponds to the first test, the second branch
to the second test, and so on. The first branch or test must be
intersected with tests 2, 3, ..., n. Therefore branch 1 fans out
into n — 1 branches. (See Figure 2.) Since the intersection of
test 1 and test 2 has been included under the first branch, the
second branch or test in the first level need only be intersected
with those tests below it, i.e., tests 3, 4, 5, ..., n. There are
n — 2 such intersections. The third branch in the first level is
intersected with tests 4, 5, 6, ..., n. Therefore the third branch
has a fan—out of n — 3. Constructing the second level of the
intersection tree in this manner, it can be seen that the n branches
in the first level have fan-outs of n-1, n-2, n-3, ..., 2, 1, 0
respectively. In the construction of any level of the intersection
tree, each branch (or test) need only be intersected with those

tests below it. Therefore, the n — i branches (from a node with



Figure 2.

Intersection Tree

co
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fan—out n — i where i < n) will have fan-outs of n — (i + 1),
n—-—(@(i+2)y, n—-((+3), ..., 2, 1, 0 respectively. This process
terminates after n levels.

Summing all of the branches in the n levels of the intersection
tree one obtains the maximum number of test intersections which
must be made in the "worst case" analysis for each fault. The

summation 1is:

+

1(n) 1n - 1) + 2(n —=2) + 4(n —3) + 8(n —4) +

2n~-1n — (n—1 + 1)) + ... + 2n"3(n - (n=-2)) +

+

+ 2" (n - (n=-1)) + 2n'i1(n/?1).

=n+”"~ 2n-1 (n — (n—i + 1))

=n+1 i

It could easily be shown that this summation is equal to 2n — 1.
If there are k faults and n tests and if no table reductions are
made, then the upper bound on the number of test intersections is

k(2 - 1). For large n this approximates k2n.



k If table reductions are made then the upper bound becomes

£ (2M - X) where n. is the number of tests in the reduced fault

j=l
. . _th .
table when the test combinations for the _]t fault are derived.

For any practical circuit it is unlikely that the number of
iterations would ever approach this figure. However, the actual
number can still be quite high,and it is for this reason that the

table reduction techniques are employed.
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4. CONCLUSIONS
> The procedure presented here selects an optimum set of diag-
nostic tests from the fault table of a multiple output combinational
net. Tests may be selected for diagnosis of individual faults, or for
diagnosis to the package level. As with other test selection pro-
cedures which ensure optimality, large nets with numerous faults and
many tests cannot be treated economically. The algorithm proposed
here employs a search procedure which, in comparison to other optimal
test selection procedures,(3) requires considerably less storage but
more computation time. In fact, computation time tends to increase
as 2n, where n is the number of tests.
This optimal procedure, although not suited for large
s'ystems, could find use in the study of such problems as the following:
a) the diagnosability of circuits, in particular the identifi-
cation of undetectable faults and indistinguishable faults,
b) the selection of test points to ensure diagnhosability,
c) the effects of multiple faults,
d) the effects of hardware redundancy,
e) the influence of different packaging schemes on the par-
titioning of faults, and
f) the evaluation of proposed near—optimal selection procedures.
The procedure described here can also be used in conjunction
with a test generation algorithm to construct, rather than select, a
set of diagnostic tests by deriving the fault table ijow by row. The

procedure described in this report can be used to evaluate tests
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supplied by the test generation algorithm and to guide the generation
of new tests.

Suggested topics for further research include obvious
improvements to the procedure, aimed primarily at reducing the computa-
tion time, investigation of alternatives to the search routine, such

(13) and the development of suitable

as the Branch—-and-Bound algorithm,
heuristics to be used instead of the exhaustive search, particularly

for test selection procedures which are not necessarily optimal.
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table of multiple output combinational nets. The procedure first removes undetect-
able faults and combines indistinguishable faults. Then it systematically removes
redundant tests and tabulates most of the essential tests which must be used to
isolate certain faults. From this reduced table the test combinations produces the
remaining essential tests which must be used for isolating certain faults. The
essential tests are removed from the test combinations and are tabulated separately.
Then the reduced test combinations are tabulated and Quine—McClusky minimization is
used to select a minimum set of tests which diagnoses the remaining faults.
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