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ABSTRACT

Three ideal properties characterize a blockchain: decentralization, security,
and scalability. Existing blockchain designs satisfy at most two of the three
properties; as examples, consider: Bitcoin is decentralized and secure, but
not scalable; EOS, TRON, and several proof-of-stake blockchains are secure
and scalable, but not decentralized; Conflux and IOTA are decentralized
and scalable, but not secure. Unsuccessful attempts to build scalable, decen-
tralized, and secure blockchains, constituting all three properties, have led
to a folk theorem known as the blockchain protocol trilemma, which states
that a blockchain can achieve only two of the three ideal properties. In this
dissertation, we disprove this trilemma by proposing Trifecta, a blockchain
architecture that achieves all three properties by being: (1) decentralized,
with a limited amount of compute, storage, and communication resources
per node; (2) secure against fully adaptive adversaries with hashing power
up to the honest power of the entire network; and (3) throughput scaling
near linearly with the number of network nodes. We implement Trifecta
as a full-stack blockchain in Rust and demonstrate a total throughput of
250K transactions per second. A key component of the Trifecta architecture
is Free2Shard, a distributed resource allocation algorithm that ensures that
each shard has sufficient honest mining power under an adaptive adversary.
We show the performance of Free2Shard to be near information-theoretically
optimal by connecting to the classical work of Blackwell approachability in
dynamic game theory.

In a separate line of work, a blockchain economics trilemma is posited in the
literature: at most two of the following three economic properties are satisfied
by any blockchain design — self-sufficient, rent-free, and resource-efficient.
We argue that Trifecta with Free2Shard optimizes the rent and resource cost
per transaction and propose Advocate to minimize the legal costs associated

with bootstrapping PoW blockchains. Advocate is a bootstrapping gadget
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that achieves optimal chain quality even under adversarial mining majority
and can be expended to work on any parallel chain type blockchains. We
demonstrate the robustness of Advocate under a 90% adversarial majority

via a full-stack implementation.
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CHAPTER 1

INTRODUCTION

Fundamental to the development of human society is cooperation, which
is underpinned by trust. Modern platforms such as Uber and Airbnb act
as trust intermediaries, providing trusted services at scale. An unwanted
feature of these platforms is the complete centralization of trust into the in-
termediary, leading to several frictions—the natural direction forward being
the democratization of trust. Attempts to provide democratized services at
scale have had a long history in the form of peer-to-peer services. Peer-to-
peer data-sharing networks such as BitTorrent dominated the internet traffic
at some point in their development. However, they lost to centralized ser-
vices due to a lack of formalized incentives and trusted outcomes. Bitcoin [1]
heralded a new era of democratized trust, where a purely decentralized pro-
tocol guaranteed a secure ledger as well as formalized incentives by rewarding
agents with tradable tokens.

However, several pain points have emerged with Bitcoin and other blockchain
developments such as Ethereum that have led to a belief that decentralized
systems work at a trade-off of certain desirable properties such as efficiency or
wasteful resource usage. These perceived trade-offs have given rise to several
Blockchain trilemmas that aim to highlight the limits of decentralization.

A platform should ideally satisfy the properties of Trust, Democratization,
and Scalability. We observe that none of the three existing paradigms -
Centralized services, peer-to-peer data sharing networks, or Bitcoin satisfy
all these three properties. Given the importance of achieving these properties,
designing a protocol that achieves all three properties has been the subject of
recent interest. Several unsuccessful attempts to get all three properties have
given rise to a folk theorem in blockchain called the Blockchain (protocol)

Trilemma [2] 3, [4]. It can be stated as follows:



Blockchain protocol Trilemma: any blockchain can attain at most
two of the following three properties: Decentralization, Scalability, and

Security.

Decentralization: A blockchain protocol is said to be decentralized if the
power to propose or accept changes to the ledger is distributed to all nodes
in the network. One protocol is said to be more decentralized than another if
it achieves equitable distribution over a shorter time scale. Decentralization
assumes that each participant in the system has access to only O(1) resources,
e.g., an off-the-shelf laptop.

Scalability: A protocol is said to be scalable if it scales the throughput of
the blockchain linearly with the resource per node or with the number of
nodes.

Security: A protocol is said to be secure against adversaries if the safety
and liveness of the ledger can be guaranteed even if nodes holding together a
certain fraction of resources collude maliciously. We note that we will require
the protocol to be secure against adversaries that adapt their corrupted nodes
based on the public state of the protocol. Security ensures defense against
an adversary with O(NNV) resources.

In addition to satisfying the ideal properties of a trust platform, we would
also like the platform to run at a low cost relative to its transaction load.
The analysis of trust platforms from a cost angle has led to the Blockchain
economics trilemma (proposed by [5]). The blockchain economics trilemma
states that no record-keeping mechanism is implementable without rents, so-
cial trust, or a waste of resources. Broadly, the trilemma considers the fol-

lowing three types of systems to highlight this result:

e Proof of Work: Requires use of resources to ensure that the cost of

double spend is non-negative

e Proof of Stake: Needs social trust to ensure that long-range attacks

consisting of a change of genesis stake distribution are not feasible

e Centralized record-keeper: Requires rent to ensure that malicious

behavior may lead to loss of future rent revenue

Our results in this dissertation can be categorized into works aiming at

two broad objectives. (a) Designing a scaling blockchain architecture that



ensures security and decentralization, thereby solving the Blockchain proto-
col trilemma and consequently reducing the resource and rental cost of the
Blockchain economics trilemma; (b) Designing a bootstrapping gadget that
achieves optimal chain quality aimed at reducing the social/legal cost of the

Blockchain economics trilemma.

Decentralization Rent - free

i ; Resource
: If suffi t tral
Security EOS, Tron, Ripple ~ Scalable Self sufficien Centralized efficient

(a) Blockchain protocol trilemma  (b) Blockchain economics trilemma

Figure 1.1: Blockchain trilemmas

1.1 Outline and Contributions

1.1.1  Trifecta with Free2Shard : Solving the Blockchain
protocol trilemma

Popular blockchains such as Bitcoin and Ethereum achieve full decentraliza-
tion and security while being unable to scale. Attempts to scale blockchains
such as EOS and Tron have led to centralizing authority and trust through
a small group of entities. Finally, attempts to get decentralization and scal-
ability in a blockchain system such as the GHOST protocol have proven to
be insecure (for example, due to the balancing attack). The inability of any
of these protocols to simultaneously achieve the three requisite properties is
captured in the Blockchain protocol trilemma (refer figure .

Although no proof of the trilemma is offered in the literature, one can
appreciate its provenance by considering two extreme architectures. The
first architecture is a traditional fully replicated blockchain like Bitcoin [I],

where each additional node replicates the same task as other nodes. Thus,



security increases linearly with the number of nodes (assuming equal hash-
ing power per node), but the transaction throughput does not. The other
extreme architecture is to scale the throughput by running many indepen-
dent blockchains in parallel, with each blockchain being run by a subset of
N/K nodes (each of the blockchains is called a shard). While this scales
the throughput K times, each shard has only N/K nodes, thus reducing the
security. Thus, this tradeoff between security and scalability seems inherent
in a sharded blockchain.

This problem has attracted broad interest in the distributed systems com-
munity, with many sharding protocols being proposed [0, (7], [8, [9]. These pro-
tocols, however, fare poorly against adaptive adversaries, [10] showed that in
the long run, none of these sharding protocols scale better than the blockchain
substrate (base consensus) against an adaptive adversary. In Chapter 2, we
review existing blockchain sharding architectures and learn from their limi-
tations to design, analyze, and implement the Trifecta sharding architecture.
Chapter 3 discusses the liveness limitations of Trifecta architecture and pro-
poses the addition of a critical component to Trifecta, the Free2Shard DSA
algorithm, to resolve the liveness limitation; we analyze the algorithm and
show that it achieves the information-theoretic limit for fair, honest node al-
location. Trifecta with Free2Shard ensures security against an adaptive adver-
sary while scaling throughput by @(logLN) under a synchronous network. In
addition to solving the protocol trilemma, improving performance efficiency
reduces resource cost per transaction, whereas ensuring decentralization with
permissionless competitor entry ensures low rent cost. Hence Trifecta with
Free2Shard also contributes to reducing the rent and resource cost axes of the
economics trilemma.

The core technical result is a complete and striking solution to a dynamic
Stackelberg game [I1]; our approach is distinct but inspired by the classical
Blackwell approachability in game theory [I2]. The material in chapter
and [3|is partly published in [13].

1.1.2  Advocate : Optimal Bootstrapping of PoW blockchains

Trifecta with Free2Shard is a PoW blockchain; while legacy PoW blockchains

such as Bitcoin and Ethereum have satisfied the honest majority assumption



in practice, this may not be true for a nascent blockchain. PoW blockchains
are susceptible to adversarial majority mining attacks in the early stages due
to incipient participation and corresponding low net hash power. Bootstrap-
ping ensures safety and liveness during this transient stage by protecting
against a majority mining attack, allowing a PoW chain to grow the partici-
pation base and corresponding mining hash power. Bootstrapping, however,
incurs social/legal costs associated with maintaining a bootstrapping com-
mittee. The committee members are bound by the legal system to behave
honestly, and maintaining such a system incurs legal costs monotonically
increasing with time.

While relying on the legal cost system is the opposite of self-sufficiency;,
it may only be required at the bootstrapping phase of a blockchain; thus,
minimizing social/legal costs implies minimizing time to bootstrap. Time
to bootstrap can be minimized by retaining existing honest miners and at-
tracting more honest miners; this requires ensuring honest miners are fairly
rewarded for their contribution. Fair rewards can be guaranteed with op-
timal chain quality, ensuring all blocks mined by honest miners are part of
the ledger. In Chapter 4, we propose Advocate bootstrapping gadget to en-
sure optimal chain quality even under an adversarial mining majority. The

material in chapter |4]is partly published in [14].



CHAPTER 2

TRIFECTA UNICONSENSUS
ARCHITECTURE

The fundamental consensus architecture used by most of the protocols [0} 78]
that scale throughput with the number of nodes can be categorized as one
of multiconsensus sharding architecture. The multiconsensus architecture
relies on each shard having a separate consensus engine and has a secure
cryptographic allocation of nodes randomly to shards. A further periodic
random reallocation of nodes to shards protects against a weakly adaptive
adversary. The random reallocation is enabled by a node to shard allocation
engine (N2S) which assigns nodes to shards using a (common) distributed
randomness, generated using a consensus engine shared across all shards and
commonly referred to as beacon consensus engine. A state commitment en-
gine posts root of a Merkle Trie [15] of a shard’s execution state (the so-called
“state commitment”) [16] to the beacon consensus engine at regular intervals;
this facilitates fast reallocation and synchronization to new shards. Figure
illustrates a simple example with a node-to-shard allocation that allocates
nodes to distinct shard, on which independent consensus is performed.

Security. Suppose a (super)majority exists in the overall set of nodes. In
that case, the random node-to-shard allocation engine transfers this property
to each shard (as long as each shard is large enough — this weakness will be
discussed shortly). This guarantees the security of the shard consensus engine
against a static adversary. Periodic reallocation of nodes to shards enhances
the security of shard consensus against a slowly adaptive adversary.

Scaling. Multiconsensus architecture allows nodes to maintain only the

state of the shard consensus engine and the beacon consensus engine, with

Separate Consenus for each Shard

jos .2 Node-to-shard [} [ [
T e g [ = ™

Figure 2.1: Multiconsensus architecture



the beacon consensus engine only containing state commitments and N2S
allocation metadata. Splitting the set of nodes into K different shards enables
parallel execution of K shard consensus engines, thus scaling transaction
execution by a factor of K.

A key question is how large can K be relative to N. With a random
allocation of nodes to shards, a majority fraction of honest nodes overall (eg:
60%) translates to the majority of honest nodes in a given shard with high
probability (eg. 1071%) only if the size of the shard is large (i.e., G = 1100
nodes). Since each shard should have G members, the total number of shards
K has to be smaller than N/G (i.e,, N/1100). This restricts the number of
shards and, thus, the scaling capability.

Elastico [6], and Omniledger [7] pioneered the study and design of sharding
methodologies for blockchain in academic literature. Omniledger, built on
top of ideas from Elastico, runs N2S allocation using Randhound(a random-
ization protocol) on an identity blockchain. The nodes are gradually rotated
between shards to decrease the synchronization load on the network. Rapid-
chain [§] further proposed several improvements by reducing the communica-
tion complexity to sub-linear in the number of nodes and secure reallocation
of nodes to shards building on the Cuckoo rule.

Key Vulnerability. The key property enabling the security of the multi-
consensus architecture is that there is a sufficient honest (super)majority in
each shard (this suffices for a static adversary), and the N2S allocation is
periodically updated (this allows security against a weakly adaptive adver-
sary). However, the scheme is insecure against adaptive adversaries: The
N2S allocation is posted on the beacon chain. Hence, an adversary knows
the list of nodes participating in any given shard. An adversary can then
adaptively target all nodes allocated to a particular shard and completely
corrupt it (this is well within the corruption budget since the total number
of nodes in a shard is small relative to the network size). Once the adversary
takes over a shard, safety (i.e., the adversary can approve invalid blocks) and
liveness (the adversary can block honest transactions) can be compromised.

In permissionless settings, the possibility of the adaptive adversary threat
is severe. This is reflected in the fact that permissionless sharding protocols
have designed heuristic mechanisms to deal with this threat. Consider the
case of Ethereum 2.0 [16] or Polkadot [I7]. In these protocols, the primary

mechanism for dealing with adaptive adversaries is to submit commitments of



shard state into the beacon consensus engine, and any node can contest this
commitment by proving that the state transition from previous commitment
includes an invalid transaction. This short proof is called fraud-proof and
can be posted by anyone to invalidate a set of shard blocks [18].

While fraud proofs can be used to detect safety violations caused due to
an adaptive adversary, they cannot detect liveness violations. Indeed, an
adaptive adversary can corrupt the majority of any given shard and ask
them to censor all honest transactions. Thus, since no invalid transactions
have been included in the ledger, no fraud-proof can be created. Every time
the node-to-shard allocation is rotated, the adaptive adversary corrupts the
newly allocated members, thus imposing a liveness ban on that shard till the
adaptive corruption budget.

While cryptographic scaling alternatives have been proposed, we note that
this liveness attack persists. For example, mechanisms of verifiable comput-
ing [19] such as SNARKs [20], ZK-STARKs [21] and bullet-proofs[22] have
been proposed for scaling blockchains under differing assumptions on trust
and setup. These mechanisms enable scaling by letting the block proposer
guarantee that the posted state accurately reflects the state after executing
the transactions in the block. While these mechanisms can be used as a
non-interactive alternative to fraud-proofs for scaling, they have no way of
guaranteeing that transactions have been censored and are thus subject to
the liveness attack by the adaptive adversary described above.

As shown by [10], none of the multiconsensus based sharding protocols
scale better than the blockchain substrate (base consensus on a fully repli-
cated ledger) against an adaptive adversary and, hence, is not the desired
architecture for Trifecta.

An alternative architecture for sharding is the uniconsensus architecture
(which is propounded to varying degrees in academic papers [23] as well as
practical implementations [24]).

The requirement for node-to-shard allocation in multiconsensus architec-
ture comes from the necessity of allocating nodes to each of the shard con-
sensus groups. The uniconsensus architecture avoids this requirement by
instead relying on a single consensus engine to maintain the ordering infor-
mation of all shard blocks. Thus, the safety of each shard can be directly
derived from the safety of the main consensus engine. The consensus engine

only maintains a log of a hash of shard blocks and hence is scalable. An hon-



est consensus (super)majority is no longer needed in each shard to preserve
safety; thus, each node is free to join a shard of its choice (self-allocation).
Shard block execution is performed by shard nodes and is decoupled from
shard block ordering performed by the consensus engine. This architecture
does not require each transaction in every shard block to be valid, rather
only guaranteeing the order of transactions in the shards. Since the consen-
sus engine only maintains the hash of each block, a separate mechanism is
required to ensure that the full block is available with the shard nodes - this
is guaranteed by a data availability engine.

Security. If a majority of honest nodes exist in the overall set of nodes,
the consensus engine is secure. Consider a shard with less than a majority
of honest nodes, the adversarial nodes in the shard cannot change the log
of shard blocks without violating the safety of the consensus engine; thus,
an adaptive adversary with less than a global consensus majority cannot
violate the safety of any shard. The lack of requirement of an honest ma-
jority constraint within a shard also allows for small shard size. We observe
that uniconsensus architecture solves the shard ledger safety and shard size
vulnerabilities of multiconsensus architecture. It, however, introduces some
liveness vulnerabilities that we will discuss at the end of this chapter.

Scaling. Nodes maintaining the uniconsensus architecture only maintain
the consensus engine and shard log of one shard; the consensus engine con-
tains a log of shard block hashes, the size of which is much smaller than
shard blocks. Thus, K shards can be processed in parallel with each node
processing only one shard log.

Related work. The idea of scaling by a distributed system by maintaining
a single consistent log with distributed data is propounded by distributed
systems architectures like Corfu [25], and Tango [26]. Corfu proposed an
architecture to maintain a log whose data is distributed across a cluster of
flash drives. Tango built a sharded system on top of Corfu, where execution
is decoupled from validity, and application nodes only need to execute the
subset of entries from the log which are relevant to that application. At a high
level, this fits into the uniconsensus architecture described here. However,
Corfu and Tango are designed for resilience to the simpler crash faults as
compared to the more complex Byzantine faults considered in this work.

To handle more complex fault models, works like Aspen [27] require con-

sensus nodes to maintain and compute the entire ledger data. However, the



data is organized like in Tango, so that client nodes running an application
only need to download the relevant data. Lazyledger [23] took this idea fur-
ther to reduce storage and communication burden on the consensus nodes
by allowing data availability proofs [I§].

Recognizing the merits of the uniconsensus architecture, we propose Tri-
fecta: a concrete manifestation of the uniconsensus architecture applied to

Longest-chain and Prism consensus. We describe its architecture next.

2.1 Trifecta Longest Chain

We begin by describing a simple version of Trifecta, called Trifecta Longest
Chain built on top of the classic Nakamoto’s Proof-of~-Work longest chain
protocol. The longest chain protocol has two functionalities: 1) produce a
consensus on an ordered sequence of blocks by an agreement between all
the nodes on the longest chain; 2) validate and add transactions to the
ledger along this agreed ordered sequence. We decouple these two function-
alities by having two types of blocks: proposer blocks and transaction blocks
(Figure . The proposer blocks form a blockchain, and an ordered se-
quence is agreed upon using the longest chain protocol. The proposer blocks
themselves, however, do not directly contain transactions but only references
(pointers) to transaction blocks, which contain the transactions. Each trans-
action block belongs to a shard; hence, we refer to it as a shard block. Once
an ordered sequence of proposer blocks is agreed upon, transaction validity
and state execution can be performed along that sequence by nodes inter-
ested in that shard. If shard blocks and proposer blocks were mined using
distinct mining processes, the adversary could focus its attention on one or
the other, potentially compromising security. In Trifecta Longest Chain, shard
blocks and the proposer blocks are generated via a random sortition of the
blocks mined from the standard hash puzzle solving process (building upon
the 2-for-1 mining idea [28]), so that each block, whether it is a proposer or
a shard block, requires a common proof of work.

This decoupling provides a natural way of scaling by increasing the number
of shard blocks per proposer block and dividing the shard blocks into different
shards (Figure . All nodes in the network maintain the proposer chain

and hence achieve global consensus on the ordering of the proposer blocks.
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Figure 2.3: Sharding the transaction blocks to achieve throughput scaling.

However, nodes only validate and store the transactions in the shard blocks
in their own shard. Hence, security is maintained by the whole network, but
at the same time, the throughput can scale with the network size.

Since any node can mine proposer blocks with references to different trans-
action blocks, it is possible that proposer blocks can refer to transaction
blocks that are unavailable with any honest node. This severe attack can
completely stall the processing of the shard which contained the unavailable
block. The straightforward strategy of each node downloading transaction
blocks of all shards allows immediate checking for data availability, thwarting
this attack. In this case, however, the communication resource used by each
node scales linearly with N. We can adopt the idea of [I8] to apply erasure
coding to the transaction blocks but using a much more efficient fraud-proof
called Coded Merkle tree [29] to obtain an efficient use of the communication
resource.

In order for nodes to self-allocate to shards in an equitable manner, we

incentivize shard transaction block mining through shard-specific transaction
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fees. Hence, shards with low mining rates will have higher transaction fees,
thus incentivizing nodes to shift to such shards. Finally, to support cross-
shard transactions on decoupled ledgers, we build a commitment protocol
inspired by TrueBit [30] and Arbitrum [31], where shard nodes can commit
the state of any shard chain every G blocks, and any node can challenge it
within a time-window, finalizing the correct commitment through a binary

search.

2.1.1 Protocol

The data structure of Trifecta Longest Chain consists of two types of block-
trees, a proposer blocktree consisting of proposer blocks and K shard block-
trees consisting of shard blocks. We split the state (accounts/UTXOs) of the
blockchain into K exclusive and exhaustive subsets (i.e., cross-shard depen-
dencies are not modeled in this description). Clients are free to maintain
their account/transactions in any of the K state subsets.

Proposer blocks constitute the proposer blocktree which is a Bitcoin like
block chain with PoW-based Nakamoto longest chain consensus protocol.
Proposer blocktree is maintained by all the nodes of the network. Proposer
blocks contain pointers to shard blocks, pointer to a parent block in the
blocktree, and a PoW nonce. The longest chain of the proposer blocktree is
used to order the shard blocks in each shard.

Shard blocks, with K different types each corresponding to one of the
K shards, are identified by a ShardId field (an integer ranging from 1 to
K) and contain shard transactions (i.e., state updates corresponding to the
associated shard) and a nonce.

Notice that a shard block does not contain a pointer to parent shard blocks;
this is because shard blocks do not construct the edges/pointers of the shard
blocktree; these edges/pointers are constructed by (the longest chain of) the
proposer blocktree. We create any shard blocktree from the ledger of shard
block pointers created by proposer blocktree. Shard block pointer ledger
is constructed by starting from proposer genesis and following the longest
chain.

The process of adding a shard transaction to the ledger is as follows: First,

the shard block containing the shard transaction is mined; Second, a pointer
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to the shard block is included in a proposer block; Third, the proposer block
is finalized under the k-deep confirmation rule (similar to bitcoin).

Protocol for miner. We describe the protocol for miner in detail in
algorithm [I] The environment is initialized with a genesis block for the
proposer chain. Every miner mines for a proposer block and a block for
one of the K shards simultaneously (to ensure security properties described
later). This is ensured using cryptographic sortition. Each miner mines a
block header which consists of data from both proposer and shard blocks.
After the miner is successful in mining the block, it selectively passes the
payload based on the type of block mined, i.e., if a proposer block is mined,
the miner broadcasts the superblock header along with payload consisting
of proposer transaction and shard block pointers while dumping the shard
transaction payload, vice versa if a shard block is mined. The sortition
happens as follows, id 0 < block.hash() < 1 proposer block is mined and if
71 < block.hash() < T2, a shard block is mined.

Each proposer block has to pass a PoW check followed by content validity
checks before being forwarded to the neighbors. A shard block pointer(content)
is considered valid if the node receives the corresponding shard block (to en-
sure availability) and is not referred by any ancestor of the proposer block.
While this network propagation of the Trifecta Longest Chain environment
is similar to Bitcoin , there are four major differences in validity checks for
shard blocks:

1. Shard blocks have no pointers to parent blocks; hence no parent avail-

ability check is needed.

2. Shard transactions are not checked for validity with respect to state
transition function (UTXO availability).

3. Shard blocks for foreign shards are only required to pass the PoW check;

there is no content validation check.

4. Shard blocks for foreign shards are only stored temporarily (example:

few hours).

The mining rate of each shard is kept constant by adjusting the mining

difficulty for shard blocks (12 — 71) at regular proposer block intervals.
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Algorithm 1 Trifecta Longest Chain Miner

1: procedure MaIN()
INITIALIZE()
while true do
(header, proposerCont, shardCont) = POWMINING()
if header is a proposer block then
block < (header, proposerCont)
else if header is a shard block then
block < (header, shardCont)
BROADCASTMESSAGE(block)

procedure INITIALIZE()
proposerTree < proposerGenesis
proposer Parent < proposerGenesis
shardBlkDb + ¢
unRefShardBlksPool < ¢
shardTxPool < ¢

= =
TUR N O

16: procedure POWMINING()
17: while true do

18: nativeShardld < s

19: proposerCntMT < MerkleTree(unRefShardBlksPool)
20: shardCntMT <+ MerkleTree(shardTzPool)

21: nonce <+ randomsString

22: header < (nonce, nativeShardld, proposerParent,

23: proposerCntMT.root, shardCntMT.root)
24: if Hash(header) < 7; then

25: break

26: else if 7 < Hash(header) < 7o then

27:

break
return (header, proposerCont, shardCont)

28: procedure RECEIVEBLOCK(B)
29: CHECKPOW (B)
30: if B is a proposer block then

31: if B.proposerCont C shardBlkDb then

32: if proposerParent = B.proposer Parent then

33: proposerTree.add(B)

34: proposer Parent < B

35: unRefShardBlksPool.remove(B.proposerCont)
36: else if B.proposerParent & proposerTree then
37: REQUESTNETWORK(B.proposer Parent)

38: else

39: proposerTree.add(B)

40: else if B.proposerCont € shardBlkDb then

41: REQUESTNETWORK(B.proposerCont \ shardBlkDb)
42: else if B is a shard block then

43: shardBlkDb.add(B)

44: if B.Shardld = nativeShardld then

45: shardTx Pool.remove(B.shardCont)

46: unRefShardBlksPool.append(B.hash)

47: NETWORKFORWARD(B)

48: procedure RECEIVETX(tx)
49: if tx.type = proposer then

50: if tz is valid then proposerTxPool.append(tx)
51: else if tz.type = shard AND shardld = nativeShardld then
52: if tz has valid signature then shardTxPool.append(tz)

> shard blocks database
> proposer block content
> shard block content

> node chooses its own shard

> proposer block mined

> shard block mined

> mined on longest chain

> advancing the mining tip

> orphan block
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Figure 2.4: A full node filters to extract valid transactions from the
blockchain.

Transaction validation. Transaction validation for proposer transac-
tions follows the same rule as any bitcoin transaction. However, shard trans-
actions follow decoupled validation rule described in algorithm

The order of shard blocks is the same order of their pointers in the (longest
chain of the) proposer blocktree. Thus, we can construct a shard block ledger
by traversing along longest chain of the proposer blocktree. We then extract
the shard transaction ledger from the shard block ledger. Transactions in
this ledger may be valid or invalid; their validity is checked starting from
genesis and traversing down the ledger, this validation filter (implemented as
shardLedger.checkvalidity (tx) in algorithm [2)) checks the validity of a trans-
action by performing required tests, for example checking signatures, input
availability, etc. This validity check is deterministic once the order of shard

blocks is agreed upon globally. An example of a validation filter is shown in

figure [2.4

Algorithm 2 Tx validation

1: procedure ISTXCONFIRMED(tz, shardl D)
shardLedger < GETSHARDLEDGER(shardID)
return shardLedger.checkValidity(tx) > Validation filter

Ll

: procedure GETSHARDLEDGER(shardID)
longestproposerChain <— LONGESTCHAIN(proposerTree)
orderedShardTxs + ¢ > empty vector
for blk in longestproposerChain do
// Append txs from the native-shard blocks referred by blk.
shardBlocks < blk.shardBlocks(shardID)
orderedShardTzs.append(shardBlocks)
// orderedShardTzs contains ordered txs of the shard shardID
12: return orderedShardTzs

— =
Coowyow
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2.2  Trifecta

Prism is a PoW consensus protocol that provides total ordering at the same
high security as Bitcoin while achieving the physical limits of the underlying
network: theoretic throughput at network speeds and latency at propagation
delay (speed of light)[32] and practical performance of 70,000 transactions
per second at 20-40s latency for confirmation [33]. It is built by deconstruct-
ing the role of blocks in Bitcoin and decoupling validation from transaction
ordering to scale up the performance of each of the transaction, proposal, and
voting functionalities. The result is a PoW consensus protocol that achieves
the maximum possible vertical scaling performance of a blockchain. Below
we systematically replace Bitcoin as the proposer chain protocol by Prism .
The result is Trifecta, which scales optimally both horizontally and vertically.

The key change is in replacing the proposer blockchain to a Prism blockchain
with Proposer and Voter blocktrees exactly as in the description of Prism in
[32].

The shard blocks have the same structure as Trifecta Longest Chain.

Protocol for miner: A formal description of the mining protocol is the
following. The miner mines a superblock, which aggregates all data required
to construct a Shard block, or a voter block or a Proposer block. The block
mined is decided by a 3 interval sortition with thresholds (71, 7o, 73), where
the mined block is:

1. Shard block if 0 < hash(superblock header) < 7
2. Voter block if 71 < hash(superblock header) < 7
3. Proposer block if 7o < hash(superblock header) < 7.

This mining protocol is essentially the same as in Prism [32].

Transaction validation is done using the same rules as Prism . Ordering
for shard blocks is decided by the proposer chain. Shard block ordering
decides shard transaction ordering. Shard transaction validation is decoupled
from transaction ordering, as with Trifecta Longest Chain.

DoS resistance: An adversary can mine shard blocks and withhold them
across a long time span, and broadcast them all at one go, thereby flooding
the shard chain with a large number of adversarial blocks. This attack is pos-

sible because honest nodes cannot detect 'old’ shard blocks. We can prevent
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this attack by making every shard block include a hash pointer to a 11-deep
proposer block. Honest miners will only accept shard blocks that refer to
proposer blocks at most vy deep, hence discarding adversarial 'old’ shard
blocks. Here 1,15 are system parameters with ¢ > /1. This approach
is similar to the one used by Fruitchains [34], where it is used to guarantee

short-term fairness.

2.3 Ancillary modules

This section introduces two ancillary systems needed to operate any uni-
consensus architecture, including Trifecta. A data availability module to
ensure that honest nodes agree on what shard blocks are available and a
state commitment module to ensure that each node can run a light client
on every shard for cross-shard transactions and efficient transfer of nodes to
new shards. We calculate the resources required by each of these modules.

Data availability: We accomplish this availability check by employing
Coded Merkle Trees (CMT) [29]. The key idea is the following: The orig-
inal block is divided into K chunks and is coded to form N chunks. All
nodes select P random chunks to query. The node whose shard block hash
got included in the shard transaction ledger now sends forth small chunks of
the block encoded as requested. The block is coded such that aN (where
a < 0.5) chunks are sufficient to decode the original blocks. If the block is
incorrectly coded, short fraud proofs of the size O(log B) (B= block size) can
be generated, and the block will be considered invalid. A detailed description
of the Data availability module can be found in appendix[A.3] Data availabil-
ity module removes the need for foreign shard block validations mentioned
in section 2111

We calculate the communication, storage, and communication resources
used by the CMT-based Data availability engine as a fraction of those used
by the ledger management of a shard. Let us assume that processing a shard
block utilizes B resources. The data availability engine consists of 2 resource

consuming functionalities:

e Data availability requests: A newly mined block receives requests
for O(N) random chunks for the base CMT symbol of size O(B/N),
resource usage = O(Blog N) per shard. Since each shard has O(N/K)
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nodes, the load can be distributed equally amongst all nodes, resource
usage per node = O(ZE log N). Each node receives K chunks of size
O(£1og N). Resource usage = O(£E log N).

e Data availability fraud proofs: Incorrect coding proofs of size O(log B)

for at most K shards. Resource usage = O(K log B).

Thus the resource usage normalized to the resource usage by shard ledger
processing is: O(% + % log N)) which we will show in section m goes

to o(1) under a setup where B and N increase with K.

State commitment: Although self-allocation nodes in Trifecta do not need
to rotate across shards, we still assume they do as a worst-case analysis.
In the next chapter, we will see that we might want some nodes to rotate.
When nodes rotate between shards or verify the correctness of a transaction
in a foreign shard, they will need to fully download the new shard ledger as
well as execute it from the beginning of history to synchronize to that shard.
This can be extremely resource-intensive and completely drown out any gain
due to sharding. A possible solution is to use verifiable computing primitives
to assert that the state of the shard ledger as executed by another node is
correct [19, 20} 21]; however, these results are still not yet battle-tested for
general program execution, so we resort to a different mechanism for state
commitments.

We employ an interactive fraud-proof-based state commit protocol inspired
by Truebit [30] and Arbitrum [31] to support inter-sharding and shard syn-
chronization in Trifecta. We will continue to assume that each node in the
Trifecta network maintains a complete record of its native-shard chain and
the proposer chain, and it knows nothing about any foreign shard except the
shard block pointers in the proposer chain. State commitments consisting of
the Merkle root of a Merkle Patricia Trie [15] of a shard’s execution state are
posted at regular intervals of E proposer blocks called commitment-epochs.
They serve as checkpoints for fast bootstrap and cross-shard transactions.
The protocol relies on a leader and challengers, randomly chosen using min-
ing linked to block proposals.

The interactions between the epoch leader and a challenger are illustrated
in Figure and can be briefly described as follows:

1. The epoch leader posts S, intermediate states for the challenged state.
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Figure 2.5: State Commitment challenge

2. A challenger responds with a number indicating the first intermediate

state when the challenger’s view differs from the leader

3. The game continues to the next round with the leader posting inter-
mediate states for the smaller challenged state and a new challenger

responding according to 2.

The game ends when the conflict is resolved down to one transaction or
opcode, and that transaction/opcode is posted on the SMR.

State commitments help reduce the burden on full nodes when switch-
ing shards; however, posting state commitments and running the interactive
fraud-proof adds to the net resource usage. We will show that the normalized
resource usage can be made o(1). The state commitment engine consists of

3 main resource-consuming functionalities:

e Shard State commitments: There are O(K) state commitments per
epoch. We set the epoch duration E such that, in expectation, there

is at least one shard block per epoch. Resource usage = O(K).

e State commitment challenge interactions: Consists of challenges
and replies from epoch leaders. There are O(N) challenges in total
which account for R = O(log B) interactions per challenge where B is
the size of the shard block. Resource usage = O(N log B).

e Shard rotation: A node rotating to a new shard needs to synchronize
to the state of the new shard. The synchronization involves download-

ing the state corresponding to the latest state commitment and pro-
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cessing shard blocks proposed after the latest state commitment. The
resource cost is O(1+ B) per new allocation. We set the rotation inter-
val for every T, block for the Free2Shard DSA policy. We set T, = K
to get the resource usage as O(B/K).

Thus the resource usage normalized to the resource usage by shard ledger

processing is: O(leég By =) which we will show in section m goes to o(1)

under a setup where B and N increase with K.

2.4 Analysis of Trifecta

Security Model. We consider a distributed system maintained by N nodes
on a synchronous network. We assume that there is a natural mechanism to
partition the ledger into K distinct shards of equal size (for example, think
of these as distinct applications sharing a common blockchain or as distinct
accounts in a payment system). The goal is to have the total throughput
scaling linearly with the number of nodes, while each node expends only con-
stant amount of resources. We will particularly be concerned about three
types of resources: (1) computation resource - the number of transactions
executed per second, (2) storage resource - the number of transactions /
second that can be incrementally stored by the node [] and (3) communica-
tion resource - the total amount of data communicated by a node. We will
assume that at every node, all three resources are sufficient to run a non-
sharded blockchain with R transactions-per-second. We will assume that, at
any given time, a fraction 3 of nodes are controlled by the adversary - they
can deviate arbitrarily from the proposed protocol. We want to prove secu-
rity against a fully adaptive adversary, which can corrupt any subset of nodes
based on the public state till that time (as long as the total number of nodes
that have been corrupted by the adversary so far is less than its “budget”
BN). Security encompasses two aspects: (1) safety: transactions once con-
firmed remain confirmed forever, and (2) liveness: new honest transactions
will continue to be added within a finite amount of time.

Our main result is that Trifecta maintains the safety and liveness if the

'We will make the simplifying assumption that the storage per node is growing with
time. This is required for Bitcoin, for example. Ideas to relax this requirement, for
example, [35], can be naturally applied to our setting too.
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underlying consensus protocol (Bitcoin or Prism ) is safe and live while fully
scaling horizontally. In short, Trifecta achieves constant throughput per node.
We describe a sketch of the security and throughput analyses below, high-
lighting the novel aspects over and beyond the analysis already conducted
in the underlying consensus protocol. We emphasize that the security holds
under an honest overall majority while only requiring non-zero honest mining
power per shard — this is a very relaxed and practically appealing security
requirement (accounts with significant assets in a shard are incentivized to
maintain that shard). A mathematical formulation of these properties is
conducted in App. within the security model formally described in App.
A1

2.4.1 Security Analysis

Safety: Safety implies that confirmed transactions are not reversed. The
essence of the argument rests on the fact that if the consensus protocol for
the proposer chain satisfies safety property, then Trifecta directly inherits
this safety property. This fact is based on the following ratiocination: Safety
property implies that all honest nodes decide on the same ordering. If the
proposer chain consensus protocol is safe, then all honest nodes agree on the
same sequence of shard headers, which implies that all honest nodes agree
on the same sequence shard transactions (derived from Merkle tree of shard
transactions in shard headers).

Liveness: Again, if the consensus protocol for the proposer chain satisfies
liveness property, then Trifecta inherits this liveness property. The intuition
is based on the following: liveness means that transaction from any honest
node is eventually included in the blockchain. If the proposer chain is live,
then the shard header from an honest node is included in the blockchain, and
an honest miner will include transactions from honest nodes.

We define three security properties: chain growth, chain quality and com-
mon prefix (standard in the analysis of longest chain protocols [28]), and
show that each shard satisfies them. The relations between various secu-
rity properties between the proposer and shard chains is illustrated in figure
2.6, where we observe that the proposer security properties can be directly

derived from analysis of the corresponding underlying consensus algorithm
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Figure 2.6: Abstraction of security properties of shard chain from the
security properties of proposer chain

(longest chain from [28] or Prism from [32]). Succinct descriptions of the
proof techniques are below.

Shard common prefix can be directly derived from proposer common
prefix since if the proposer blockchain share the same prefix, then the shard
blocks pointed by the same prefix will be common amongst the honest blocks.

Shard chain growth can be derived from proposer chain growth and
proposer chain quality, since proposer chain grows and there is an honest
block in the proposer chain at least once every few blocks, the honest proposer
blocks will refer to multiple shard blocks, and hence lead to shard chain
growth.

Shard chain quality is derived akin to shard chain growth. Since there
is an honest proposer block once every few blocks in the growing proposer
chain, it will at least refer to previously unreferred honest shard blocks and
since a non-zero fraction of the shard blocks mined are honest, shard chain
quality is maintained as a function of that shards honest mining fraction.
Note that a shard’s chain quality can be severely throttled by reducing a
target shard’s honest mining fraction; we will discuss this vulnerability in
the next chapter.

Main Result: Trifecta satisfies safety as long as the majority of the total
mining power is honest and liveness when additionally each shard has non-

zero honest mining power.
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2.4.2 Scaling

A Trifecta node will not maintain the shard ledgers of K — 1 foreign shards.
Thus, intuitively, even though the throughput of the system is O(K), the net
resource usage is O(1). A more in-depth analysis is needed once we integrate
ancillary modules like Data availability engine and State commitment engine.

We have the following results:

Proposition 2.1 (Trifecta scalability). Trifecta ensures that the total through-
put of the system scales by O(K') while ensuring that the total resource usage
per node is O(1) if we set N > Q(K log K') and allow for a latency of Q(NK).

Outline of the proof: We define the overhead ratio as the ratio of (the
resource used to maintain the proposer chain and Trifecta ancillary function-
alities such as data availability) to (the resource used to maintain any one
shard). We can assume that the resource rate used to maintain one shard
with a throughput of O(1) is O(1). Ensuring that the total resource usage
rate (sum of resources used to maintain the shard ledger and the overhead)
is O(1) ensures that the system is stable. Ensuring that the overhead ratio
is o(1) ensures the total resource usage rate is O(1).

The leading factor in the overhead is the data availability votes. For an
interval that requires the shard ledger to process one shard block of size B at
a resource usage of O(B), ensuring data availability requires O(N) votes per
shard block for K shard blocks. Hence, scaling the block size B by Q(NK)
leads to a resource overhead of o(1). Since the transaction confirmation and
inclusion latencies are a multiple of £, with v = O(1) we get latency of

Q(NK). The complete proof for this proposition can be found in appendix
A4]l

Corollary 2.1 (Trifecta Latency). Trifecta running at any total throughput
needs to allow for a latency of Q(NK).

Outline of the proof: Irrespective of the system’s throughput, each node
needs to process O(N) data availability votes per shard block for every K
shard blocks in the time it takes each shard to mine one shard block (Hence
leading to K shard blocks in total). Latency L equals a multiple (let us
call it 1/x) of the time it takes to mine one shard block. Thus, each node

needs to use O(NK) resources in a time interval of xL. To set the resource
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overhead of o(1), we need xL = Q(NK), giving us a latency of Q(NK). A
more detailed proof where we reduce throughput and calculate the required
latency can be found in appendix [A.4.2]

2.5 Implementation

We implement a full node of Trifecta on top of the codebase from [33] written
in Rust. Each node belongs to a particular shard in [K], referred to as its
native shard. We first describe the system design and architecture of Trifecta
and then evaluate the performance of Trifecta and compare it with other

sharding protocols.

2.5.1 System Design

Trifecta implements a UTXO (Unspent transaction output) based state model
similar to Bitcoin [I]. The transactions are similar to Pay to Public key hash

(p2pkh) transactions in Bitcoin and have 4 fields:

1. Inputs: Unspent coins with coin identifier, value, owner address.

[\]

. Output: Output coins with value, recipient address.
3. Signatures: by the owners of the input coins.
4. Shard-id: Shard id to which the transaction belongs.

A transaction is valid if all input coins are unspent and all the signatures are
valid. A typical transaction is of size 168 Bytes.

Database: Trifecta maintains 4 databases:

1. Block-structure database: Maintains the blockchain structure required

for consensus.

2. Block database: Stores all the shard blocks of the native shard and the
last 100 shard blocks for other shards.

3. Transaction memory pool: Stores native-shard transactions that are
not yet added to the ledger.
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4. UTXO database: Maintains the state of the native shard by storing all

unspent coins at the current state of the blockchain.

These databases are implemented using a key-value database [36]. Trifecta
has 4 key modules:

Block manager: The block manager maintains the structure of proposer
blocks, voter blocktrees, and shard blocks. When a new block arrives at the
block manager, it adds the block metadata to the block structure database
and stores the block in the block database. Shard blocks from foreign shards
are stored in a fixed-size FIFO buffer assigned to that shard.

Ledger manager: Ledger manager maintains the shard transaction ledger
and runs asynchronously with respect to the block manager. It periodically
polls the block manager to check for new confirmed transaction blocks. For
every transaction in a newly confirmed transaction block, it performs saniti-
zation- a). If all its inputs are unspent, it updates the UTXO set by removing
the input coins and adding the output coins; else, it skips over the transac-
tion. Note that in Bitcoin, all the transactions in the block are valid, whereas
Trifecta decouples consensus from validation, and, hence, blocks can contain
invalid transactions. This is a core idea to achieve scaling.

Network manager: Network manager communicates blocks and trans-
actions with its peers. On receiving a new block, it checks for proof of
work. It then checks if all the blocks referred by this block are present in
the database. If not, it adds the block in a buffer and processes it after all
its referred blocks arrive. It is then sent to the block manager. The network
manager also checks the signatures of shard blocks belonging to native-shard
and forwards the signature verification results to the ledger manager.

Miner: At any given time, it maintains three types of blocks: a) Proposer
block, b) Voter block, and ¢) native-shard block - which contains the latest
transactions from the memory pool. It continuously ‘mines’ to find a nonce
which satisfies PoOW. When it successfully mines a block, it sends the block

to its peers (ref lines [16}27] in Algorithm [1]).

2.5.2 Evaluation

Our experiments validate that Trifecta scales security and throughput with

respect to the number of nodes while using constant computation and state-
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storage resources. Although the CMT library has been implemented in Rust
[29], we have not fully integrated the library with cross shard transactions,
and experimental results to scale communication is left for future work.

In our experiments, we specifically answer the following questions:
1. How does the throughput scale with the number of nodes?
2. How does the security scale with the number of nodes?

3. How will an increase in the number of nodes affect computation and

storage requirements?

Testbed: We run our experiments on c5d.4xlarge AWS instances. Each
instance has 16 cores, 32 GB of RAM, 400 GB of NVMe SSD storage, and
network bandwidth of 10 Gbps. We connect |[A| of these instances via a
4-degree random graph network. We limit the bandwidth of each instance
to 400 Mbps and simulate an edge latency of 60 ms to reflect the real-world
networks. We run the Prism proposer chain with 100 voter chains and a

mining rate of 1 block/10 seconds on proposer and voter chains.

Experiment 1: Horizontal scaling

Each shard has 2 nodesE| and supports 1100 transactions per second. On
varying the number of shards from 1 to 99, the throughput of the whole
system scales linearly in the number of shards, while resources used by each
node remain the same (Figure . For 99 shards, the system achieves
100,000 transactions per second. From Theorems (A.10, |A.11] |A.12) we

know that the security of the whole system scales with the number of nodes.

We perform data availability of non-native-shard blocks by naively down-
loading the whole blocks and storing them in a fixed-size FIFO buffer. This
extra step increases the computation overhead due to (de)serialization and
PoW check of non-native shard blocks. Also, this fixed-size buffer has a small
storage overhead, increasing with the number of shards. The effects of these
overheads are observed in Figure[2.9. The computation increases from 1.12 to
2.33 core utilization, and the storage increases from 1.4GB to 2.6GB, which

is less than a 2x increase for a 99x increase in throughput and security. We

2This is kept small to save on AWS costs.
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Figure 2.7: Horizontal scaling can be combined with vertical scaling of
Prism to obtain higher throughput.

want to stress that these experiments show that the resource requirements
of Trifecta are the same as that of Bitcoin and Ethereum; hence, it can be
run on a regular laptop.

The experiments are run on a 4 degree graph network; thus, the delay
across the diameter increases with the number of nodes in the system. Since
the forking rate is proportional to the average delay in the network, forking
increases with the number of nodes. If we maintain a constant delay along

the diameter, the forking rate should remain constant for all network sizes.

Experiment 2: Horizontal 4+ Vertical scaling

We run each shard with a throughput close to its capacity i.e, 45k trans-
actions per second; such high throughput is possible because Prism [32] is
vertically scalable. In this setting, too, the throughput of the whole system
scales linear in the number of nodes, achieving a throughput of 250k tps
using 6 shards. This shows that Trifecta can simultaneously achieve both
horizontal and vertical scaling. Figure [2.8shows the performance dashboard
of experiment 2 run for 15 minutes with 36 nodes, with 6 nodes per shard.
We observe that the total throughput of the system is 250k tps, with each
shard contributing 42k tps and the confirmation latency of the system is 25

seconds.

27



Total confirmed transactions

103.7 Mil transactions
Total Throughput Total Throughput Confirmation Latency

e
‘ ‘ g-
254792 2500 152 2100 152 528 9 e 152500 25 152600 152630 700 52730 15280 52830 15290

Shards
Shard 1: Throughput Shard 1: Throughput Shard 2: Throughput Shard 2: Throughput

41837 I A | ‘ 42222 5

Shard 3: Throughput Shard 3: Throughput Shard 4: Throughput Shard 4: Throughput

42812 . ‘ 42812 S
= = 1526 = 1528 1529 =

Shard 5: Throughput Shard 5: Throughput Shard 4: Throughput Shard 6: Throughput

Figure 2.8: Performance dashboard for Experiment 2: horizontal+vertical
scaling. The dashboard captures a time span of 5 minutes of a running
experiment through the time plots of various performance metrics. The
dashboard shows the total throughput, confirmation latency, and individual
throughput of all 6 shards.

CPU utilization

Figure [2.9| plots the breakdown of CPU utilization across different modules
of Trifecta. It confirms that the compute resources required by block manager
are constant with respect to the number of shards. Note that the compute
utilization for the network manager increases with the number of shards
since the amount of communication increases; Coded Merkle Trees proposed
in section [2.3] will ameliorate this effect. The integration of CMT library
(written in Rust) [29] is left for future work.

Table shows the CPU usage breakdown across different operations,
and we see that it is dominated by the database read/write operations. Our
implementation uses a standard off-the-shelf key-value database, and further

optimization of the database can potentially reduce CPU usage.

Adversarial behavior: Performance under a liveness attack

In Section 2.4 and [A.2] we prove that each shard in Trifecta is secure — safe
and existentially live — as long as the majority of the nodes across all the
shards are honest. Unlike other sharding protocols, each shard is secure even
if a majority of miners on that shard are dishonest as long as the shard has

at least one honest node and the system has honest overall majority. These
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Figure 2.9: Compute usage required by Ledger and Blockchain modules
remain constant with an increasing number of shards; however, compute
usage by network module increases.

‘ Module ‘ Operation H # Cores (1 shard) ‘ # Cores (99 shards) ‘

RocksDB Read/Write 0.823 0.782

Ledger+Block (De)serializa{ion 0.097 0.122
manager Miscellaneous 0.183 0.206
RocksDB Read/Write 0.001 0.132

Network (De)serialization 0.001 0.520
Cryptography 0.008 0.1125

Miscellaneous 0.006 0.28

Miner Block Assembly 0.002 0.026
Miscellaneous 0.061 0.041

Table 2.1: CPU usage breakdown of Trifecta implementation with 1 and 99
shards.

security properties protect our system against a fully adaptive adversary who
can choose to concentrate and attack specific shards.

We simulate an adaptive attack in a system with 6 shards, with each shard
having 6 nodes. In this attack, the adversary progressively targets and cor-
rupt the shards by first corrupting 5 out of the 6 nodes in shard 1, then
corrupting 5 out of 6 nodes in shard 1 and 2, and finally corrupting 5 out
of 6 nodes in shard 1, 2 and 3. In this attack, since most of the nodes are
running the honest protocol, as predicted by the theory, we observe that
no transactions are reverted in any of the shards despite the adversary con-
trolling the majority of nodes in multiple shards. Figure [2.10] shows the
throughput of each shard during this attack and we observe that the attack

only results in throughput reduction - representing a reduction in chain qual-
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H Protocol ‘Security(adaptive) Throughput Latency + shards H

Elastico O(1) 40 tps 800s 16
Zilliqa O(N) 2500 tps 120s 6
Omniledger O(1) 3500 tps 63s 3
Rapidchain O(1) 7380 tps 8.7s 16
Trifecta O(N) 110,000 tps _ 22.7s 99

Table 2.2: Comparing Security and performance of Trifecta with other
sharding protocols. Data about throughput and latency for Elastico,
Omniledger, and Rapidchain is obtained from [8] and from [9] for Zilliga
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Figure 2.10: The pie chart at the top describes the adversarial distribution
across shards, the numbers on the circumference of the pie charts represent
a fraction of adversarial power in that shard. The histogram at the bottom
shows the throughput per shard according to the given adversarial
distribution

ity; the throughput of a shard reduces to 1/6-th when the adversary controls
5/6-th of the nodes in that shard.

We simulate another attack where the adversary attacks in a different
manner. The 14% adversary corrupts 3 nodes in shard 1 and 1 node each
shard 2 and 3; on increasing its power to 28%, it corrupts a total of 4 nodes
in shard 1, 3 nodes in shard 2, 2 nodes in shard 3 and 1 nodes in shard
1. Finally, a 42% adversary corrupts 5 nodes each in shards 1,2,3. The
throughput of each shard for this attack is shown in figure [2.11]

30



o 017 o5 003
aﬂ !n !n !n
B=0 p=0.14 p=028 p=0.42
‘ ‘ " Shard| mmmm
Shard2
Shard3 ==
Shard4 ==

Shard5 ——
Shard6

300000

250000

200000

150000

100000

Throughput (tps)

50000 -

0

0% 14% 28% 42%
Total adversarial power /3

Figure 2.11: These charts depict similar adversarial experiments as
described in Figure albeit with a different adversarial distribution as
depicted in the pie charts at the top

2.5.3 Performance comparison with other sharding protocols

All sharding protocols of which Elastico, OmniLedger [7], Zilliqa [9], Rapid-
Chain [§] are a few examples, are based on node-to-shard allocation. We note
that due to their utilization of node-to-shard allocation, all these protocols,
while making significant progress, suffer some issues in all three axes of the
trilemma: (1) not secure under adaptive adversaries (2) scaling efficiency
limited by shard with a large number of nodes and (3) requiring identity
management. Furthermore, none of these protocols give a global ordering
of transactions across various shards, thus making them highly susceptible
to fatal synchronization attacks and message replay attacks, as recently re-
ported in [37]. We note that due to the global ordering of all blocks, these
attacks do not work on Trifecta.

Table compares Trifecta to other sharding protocols such as Elastico [0],
Omniledger [7], Zilliga [9] and Rapidchain [§]. The performance numbers of
these protocols are as reported by the respective authors; we briefly describe
the testbed used in each of the protocols:

Elastico: Elastico has a C++ implementation of their full node. They run
experiments on AWS EC2 c4.large with each instance runs two nodes. In
total, they run 16 shards with 1600 nodes. As explained previously, they need
a large number of nodes per shard because they use node-to-shard allocation.
They achieve a total throughput of 1 block (size IMB) every 50s, and, for a
transaction size of 512 Bytes [§], this translates to a throughput of 40 tps.
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Omniledger: Omniledger has an implementation in Go. Their experi-
ments run on a network of 1800 nodes on 60 physical machines with 24GB
of memory running a network with 10Gbps links throttled down to 20Mbps
with a latency of 100ms. Their best-performing configuration achieves a
throughput of 300K tps with 4 nodes per shard; however, since they have an
honest shard majority assumption, this configuration is not secure. A more
realistic experiment with 600 nodes per shard achieves a total throughput of
around 3000 tps on running the first 10,000 blocks of the Bitcoin blockchain.

Rapidchain: Rapidchain implements a prototype in Go. A network of
4000 nodes is simulated using 32 machines, each with 64-core processors
running on a network throttled to 20Mbps with 100ms latency. They achieve
a throughput of 7380 tps using a configuration with 16 shards.

Zilliga: Their testnet is implemented on Amazon EC2 instances and it
comprises of 3600 nodes split across 6 shards. They achieve a throughput of
2,488 tps.

We note that these protocols are implemented in different languages, and
their experiments are run on different testbeds. However, the machines and
network used in these experiments are similar to that used in the Trifecta ex-
periments, and we observe that Trifecta achieves 10 — 152 gain in throughput

and simultaneously achieves low confirmation latency.

2.6 Conclusion

In this chapter, we studied the security drawbacks of existing scaling pro-
tocols that utilize multiconsensus architecture for sharding. We proposed
Trifecta a concrete manifestation of the uniconsensus architecture applied to
Longest-chain and Prism consensus. Trifecta is decentralized, scales through-
put almost linearly in the number of nodes, and is safe against fully adaptive
adversaries. Hence it satisfies all three properties of the protocol trilemma
except liveness under adaptive adversaries. We implemented Trifecta in Rust
and achieved a total of 100,000 transactions per second on 200 EC2 nodes
while each node only executes 1000 transactions per second, uses less than
3GB memory, and less than 3 cores on an AWS cbd.4xlarge instance.
Trifecta is existentially live, i.e., as long as there is one honest miner in a
shard, it will mine a shard block that will be included in the shard ledger
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eventually. However, liveness measured by chain quality can be made very
low by adversaries congregating in a shard. Adversaries can reduce the chain
quality of the target shard by O(1/K). Although total throughput is not
affected, we do not know in advance what shard can be attacked; this is
similar to DOS attacks. As a result, application developers assume worst-
case performance for all shards; hence, the realized throughput drops by a
factor of K, and we have O(1) throughput. We cannot prevent adversaries
from congregating into one shard since this goes against the principle of self-
allocation. It is also difficult for honest nodes to replicate the behavior of
adversarial nodes to try to balance them out, since the adversary is in a
Stackelberg position; it takes action AFTER observing honest behavior. In
the next chapter, we propose Free2Shard DSA to resolve this vulnerability.
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CHAPTER 3

FREE2SHARD: DYNAMIC RESOURCE
ALLOCATION FOR TRIFECTA

A uniconsensus architecture such as Trifecta removes dependence on N2S
allocation by relying on nodes to self-allocate. The freedom to allocate intro-
duces a serious liveness attack on a shard where an adversary can concentrate
its mining power on one shard and drown out the generation of honest shard
blocks. In this attack, the fraction of honest blocks to the adversarial blocks
is significantly reduced due to a large fraction of adversarial nodes in the
shard. Since the shard has limited resources, it can only support a fixed
number of shard blocks; hence a low honest block to total block fraction
would lead to a throttling of the number of honest shard blocks added to the
shard log and hence throttle chain quality and consequentially the shard’s
throughput. An example of this attack is shown in Figure [3.1a]

Concretely, each shard has a fixed block throughput of v and a transaction
throughput of Bug = v. Application deployment on the blockchain assumes
that a certain level of honest transaction throughput is maintained on average
across time. If the average throughput is less than the anticipated transac-
tion load, the standard queuing theory dictates that the pending transaction
queue will continue growing. Thus, the deployment rests on the worst-case
assumption, where application developers assume that the shard in which
the application runs will be under attack by adversaries. An adversary can
decrease the instantaneous honest transaction throughput 9;(¢) by not allow-
ing any honest transaction to be included in a shard block generated by the
adversary. Considering only honest shard blocks can carry honest transac-
tions 0;(t) = v *r;(t), where 7;(t) is the shard-normalized rate of production
of honest blocks in that shard. Since the mining process ensures that the
rate of production of shard blocks is proportional to mining power, r;(t) is
also equal to the shard-normalized honest mining power, i.e., the ratio of the
mining power of honest nodes in shard ¢ to the total mining power in shard

i.
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Thus, the metric of concern for application deployments on a shard ¢ is
the time-averaged throughput at which honest agents can post transactions on
that shard denoted by v;(t) = + 2321 0;(j) = vr;(t). Not knowing in advance
the adversaries’ attack target shard, application deployment will assume that
the selected shard will be the shard under attack, i.e. anticipated honest
throughput for the selected shard is equal to min; 9;(¢) = v min, 7 ().

We propose Free2Shard, a distributed miner resource allocation algorithm
enabled using a dynamic self-allocation (DSA) engine, to Trifecta to remove
its liveness vulnerability. The following section will discuss the DSA engine,

the focal point of Free2Shard architecture.

3.1 Free2Shard DSA

The dynamic self-allocation (DSA) engine is a sequential algorithm that
guides honest nodes to (re)allocate themselves to shards in different pro-
portions, adapting to the past adversarial allocation behavior. The DSA al-
gorithm aims to guarantee that any shard’s long-term chain quality is above
any desired level. Since the shard blocks follow the same structure as “fruits”
in Fruitchains [34] and “input endorsers” in Ouroboros [38], we can expect
the chain quality of the shard ledger to be equal to the fraction of honest
mining power in that shard; we call this metric the honest fraction for that
shard.

Security Model. We make similar security assumptions as the previous
chapter, stated briefly; we consider a distributed system maintained by N
nodes on a synchronous network. We assume that there is a natural mecha-
nism to partition the ledger into K distinct shards of equal transactional load
(e.g., distinct applications sharing a common blockchain or distinct accounts
in a payment system). We assume that at any given time, at most § fraction
of the nodes are controlled by the adversary (i.e., they can deviate arbitrarily
from the DSA protocol). We consider a fully adaptive adversary, which can
corrupt any subset of nodes based on the public state till that time (as long
as the total number of corrupted nodes till that time is less than its “budget”
BN.

The proposer chain is divided into epochs where each epoch lasts A pro-

poser blocks. Honest nodes allocate themselves to a new shard at the be-
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ginning of an epoch. This assumption of synchronized time for allocation is
made for analytical simplicity, and we later discuss that honest nodes can be
allowed to allocate themselves at any time.

Let us denote by ~ the net honest mining power and ~; and ; as honest
and adversarial mining power in shard ¢. For analytical brevity, we have
supposed that each node has the same mining power.

The adversary’s goal is to minimize the ratio of honest nodes to total nodes
in any shard, thereby minimizing that shard’s chain quality. The adversaries
can collude, observe the honest node allocations, and then allocate them-
selves accordingly. Honest nodes can switch shards every epoch; however,
adversaries can switch shards at a faster rate than honest nodes - almost
instantaneously. We show later in this section that this agility advantage
cannot reduce any shard’s long-term chain quality further than reallocating
themselves at the same rate as honest nodes.

We assume a timescale where one proposer chain epoch takes unit time.
We estimate the chain quality in each shard at integer times ¢; this fraction
should correspond to the ratio of honest blocks to total blocks in any shard
formed in time [t — 1,¢); referred to as epoch t. Let r;(t) denote the honest

fraction at time t in shard 7 and 7;(¢) denote the average.

~ | =

ri(t) = m7 Ti(t) = ;H(]) (3.1)

J

Let v(t) = [ri(t),ro(t), ..,k (t)] and T(t) = [F1(t),72(t), .., 7k (t)] denote the
corresponding vectors encompassing all the K shards.

We define the main optimization objective function, the solution of which
is the honest strategy that can achieve a worst-case shard chain quality of

¥(T') given any worst-case adversarial action:

T)=max min min{r;(1T)}. 3.2
v(T) {fide {Bi®)}ie @ {r(T)} (32)

A DSA algorithm specifies the honest node re-allocation strategy: for each

t the re-allocation is a function as follows:
feo (B), .8t —=1),v(1),...v(t—=1)) = ~(?), (3.3)
satisfying the constraint Zfil ~i(t) = 7.
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We define ¢, (K): the honest fraction of the worst performing shard under

a worst-case adversary on running the re-allocation function f; as follows:

U (T) = (Anin min {r:(T)}. (3.4)
Note that the adversary action in round ¢ is allowed to depend on the honest
node re-allocation policy at round ¢ since an adversary can observe the action
of honest nodes and act accordingly.

We are specifically interested in a class of DSA algorithms which do not
require special access to the adversary fraction (since this may be unobserv-
able). The adversary agnostic DSA algorithms will have the property that f;
is a function only of {B(j) + v (j) ;;11 The reason for this choice being that
{B(j) +~v(j)})=} correspond to the net mining power per shard, which can
be easily estimated. The key question is the following: how to convert any
given f; to be adversary agnostic? We begin with any function f; and
arrive at an adversary agnostic allocation function g; as follows. Suppose,
conservatively, the total honest fraction v = ), 7i(t) = 1/2 (in practice this
fraction could be larger if the adversaries are fewer). A recursive estimate
on the adversarial nodes in a shard can be obtained as follows: At round-1:
we know that the v;(1) = 1/2K honest mining power is uniformly allocated
(since we know that ). v;(t) = 1/2). Hence we can get the adversarial min-
ing power as (7;(1)+3;(1) —1/2K). In round 2, the honest mining power can
be calculated using (2) = ({B(1)+v(1)} — g1, 91) = g2({B(1) +v(1)}, g1),
here g, is the adversary agnostic allocation during epoch 1.

This sets up the recursion where the data till the previous round is enough
to calculate the honest power at a given round ~;(t) and using 7;(t) + 3;(¢);
we can calculate (;(t). We note that for any given f;, this creates a new
allocation function g;, which only requires the total mining power per shard
and the initial condition for round 1. The performance ¢ (T) achieved by
this g; when v > 1/2 is the same as the performance achieved by f; when
v = 1/2 (since we are using the conservative estimate in calculating g;). A
precise definition of g; as a function of f; is in Appendix

Information-Theoretic Limits. We see that any optimal honest strat-

egy cannot obtain a time-averaged honest fraction greater than ~ in the
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worst-performing shard under an optimal adversarial strategy:

W(T) <. (3.5)

The above inequality is obtained since, irrespective of the honest allocation;
an adversary can simply replicate the honest node allocation and set §;(t) =
gfyi(t), thus rendering the honest fraction of each shard as .

The key question is whether this upper bound is actually achievable. If so,
this would be a striking and positive result: the honest nodes can re-balance
the allocations optimally, i.e., the time average fraction of honest nodes in
each shard is always the same as the overall fraction of honest nodes (which is
7). This result would imply that the adversary is ineffective in overcrowding
any shard, even minimally. This section’s main result is that this is indeed
achievable for a large enough time window 1" over which the average is taken.
Towards building an intuition towards this result, and the nature of the
optimal honest policy and the corresponding performance, we discuss next a

few baseline honest node strategies and analyze their performance.

3.1.1 Simple Strategies

Static strategies. Consider a static self-allocation scheme where honest
nodes allocate themselves uniformly to one of K shards, i.e., v;(t) = £Vi €
[K]. This strategy is vulnerable to adversarial action: an adversary simply
targets shard 1 and throttles its honest fraction by allocating all its power

to this shard (i.e., B1(t) = ). This renders the honest fraction of shard 1

/K
v/ K+B
compared to the information-theoretic limit. Thus the honest nodes have to

as = O(1/K) which approaches 0 for large K and is very sub-optimal
adapt to adversarial action.

A simple dynamic strategy. A simple adaptive action by the honest
nodes is the following: half the honest nodes distribute themselves uniformly
randomly across K shards, and the other half follows the adversarial distri-

bution of the past round.

o= ult) = {ghilt = 1) + 5. (3.6)
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The idea is that if the adversary congregates in one shard, then at least half
the honest nodes react to this congregation and ameliorate any degradation

in performance in that shard. We can show the following performance result.

Proposition 3.1. For large enough T,

log log K
o8 08 ) (3.7)

1
¢ <1ogK) < vn(T) < O( log K

Outline of proof: We define a g-good instance as a time instance where
the instantaneous honest fraction is greater than a threshold g. We then
show that the adversary cannot force 7 consecutive g-bad instances; thus,
every T + 1 time-instance will have at least one g-good instance. For =
0.5 and g = 1/4, we get 7 = O(log K'), hence average honest fraction is
> O(1/log K). To get the upper bound, we find an adversarial strategy that
achieves an average honest fraction of O(loglog K/log K'). The adversarial
strategy works by gradually increasing its mining power in the target shard
by a constant multiple and resetting periodically when the total mining power
limit is achieved, i.e., 3;(t) follows the sequence I, I, Ir?, ..., Ir",0,1,lr, .... The
complete proof can be found in Appendix [B.2.1]

These inequalities show that this dynamic allocation policy is much im-
proved compared to the static allocation policy (from O(1/K) to O(1/log K)).
However, the performance still degrades to zero as K grows, while the information-
theoretic limit is a constant (independent of K). An adversarial attack on
%) is illustrated in Fig-
ure [3.1b] We see from the proof in Appendix that the analysis is very
specific to the structure of the dynamic honest policy in Equation and

this does not provide any intuition towards designing an improved honest

shard 1 which renders a honest fraction of O(

policy. We make connections to game-theoretic literature next, which pro-
vides us a broader view of this problem and classical results associated with

this class of max min games.

3.1.2  Online Convex optimization and Dynamic games
We make two major observations on our problem:

e The honest-fraction r(¢) can be thought of as a reward vector with

shards as dimensions. The maximization in Equation (3.2]) is over a
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Figure 3.1: Throughput Suppression and an example of a simple DSA
policy where the adversary gradually attacks shard 1, and honest nodes
follow it with a delay of one round, the attack is reset when the adversary
has allocated all of its power to shard 1. Red and green dots correspond to
adversarial and honest nodes, respectively. Orange-cyan-..-purple circles
correspond to a unique shard. Honest block in a shard has a shard-defining
colored boundary, whereas adversarial blocks have a red-colored boundary

combinatorial minimum across the dimensions of the reward vector.

e Along each dimension, a game is played between honest players and
adversarial player; if we consider honest parties as one, the game is
a two-player zero-sum game (honest reward is r;(¢) and adversarial

reward is 1 — r;(t)).

e Adversarial player gets to see honest player’s action before playing its

action: a Stackelberg game.
We want to design algorithms under the following constraints:

e The two-player zero-sum game can be expanded as a distributed n-
players vs. 1l-player game (where the n-players setup represents the

non-coordinating distributed honest nodes);
e The allocation function f; can be adversary agnostic, as defined above

Our core optimization problem in Equation (3.2)) looks somewhat similar
to an online convex optimization (OCO) problem [39]. In this setting, there
is a convex domain F € R¥ and an arbitrary sequence of convex functions

hi : H — R which may be chosen adversarially. The decision-maker (honest
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party here) picks an action x; € H without the knowledge of the future and

aims to minimize regret.

T T
Z he(xe) — minyer Z he(y)
t=1 t=1

The second term corresponds to optimal reward in hindsight with a station-
ary policy. However, note that our maximization problem has a combinato-
rial optimization min; 7;(7T") outside the summation. Thus, it is not possible
to represent the average payoff in the form of Zthl hi(z;), which is a key
aspect of departure from the online convex optimization setting, rendering
that approach nowhere immediate.

One way to integrate combinatorial optimization in OCOQO is to implement
them as sample-path constraints. Constrain 7;(7") for every shard i to be
greater than a threshold (say 7/2); in this formulation, the problem will
have K long-term sample-path constraints. Thus, OCO with (time-varying)
long-term sample-path constraints is a possible route to solve our problem.
OCO with sample path constraints was first explored by [40], which showed
an impossibility result that the best reward-in-hindsight is not attainable.
Later work showed positive results when considering OCO with long-term
sample-path constraints but only when the constraint function is fixed [41]
or stochastically chosen [42]. [43] proposed a modification to the path con-
straints by reducing the window length from 7" to o(7") and showed that it
is possible to minimize regret w.r.t. reward in hindsight. This result is not
sufficient to yield strong throughput guarantees for our problem.

The key conceptual difference is that in our problem, the structure of the
reward is known apriori as a function of the strategy; this difference between
known games and unknown games turns out to be crucial. Dynamic Stack-
elberg games provide an alternative view [I1], with zero-step rewards and
a terminal reward of min; 7;(7"), where the adversary can take action after
knowing the action of the honest nodes. However, solving the optimal honest
policy iteratively (dynamic programming approach) does not yield an analyt-
ical form due to our specific reward design. If the reward of min; 7;(7") were
replaced by the vector 7, then this game is related to the classical Blackwell
approachability [I2] (an extension of von Neumann’s classical minimax ma-

trix game [44]). Along these lines [45] gave a reinforcement-learning based
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strategy that leveraged Blackwell approachability in Stackelberg Stochastic
games; their solution is general for known kernels but geared towards being
amenable to learning for unknown transition kernels at the cost of slower
than the desired rate of convergence and a policy that may be difficult to im-
plement in a distributed manner across honest nodes. Equivalency between
Blackwell approachability and online convex optimization without sample
path constraints has been shown in [46] and [47].

Our problem has a known transition kernel, which allows us to design a cus-
tom allocation algorithm that can converge fast and be simple enough to be
provably implemented in a distributed setting. Proofs of classical Blackwell
approachability guide how the scalar reward of min; 7;(7") can be attained by
defining the target convex set as a K-dimensional cube with lower boundaries

at . This is the crux of this chapter’s main result, presented next.

3.1.3 Free2Shard Dynamic Self allocation

Consider the following Free2Shard policy, f£? where 7;(t) is generated as

follows:

tFQS: (1) = - :
) Pyzz‘:lui(t_l)

The main idea is to allocate honest power to shards performing the worst,

w(t—1)=(r—rt—1)*  (38)

i.e., shards with the highest lag from the target honest fraction =, and
not waste any honest power by allocating zero power to shards with time-
averaged honest fraction greater than the target. Our main result is in the

following theorem.

Theorem 3.1. For any adversarial strategy,
| K
@/)ftF,QS(T) > Y ( - ?> . (39)

We observe that ¢rs(T) > cy for all T' > ﬁ, this means that we
achieve ftF,QS(T) is arbitrarily close to the information-theoretic limit of ~ for
T large enough, thus providing tight bounds on approaching the information

theoretic limit.
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Figure 3.2: #(t) and r(t + 1) lie on different sides of the hyperplane P,

Proof: We show that following f/*% allocation, the average honest fraction

vector 7(t) approaches the convex set C., in R¥ defined as follows:

so 7(t) € C, implies min; 7(t) > . Let 7 (t) denote the Euclidean projection
of 7#(t) to the convex set C,. Let P;4q(x) denote the hyperplane perpendic-
ular to 7w (¢t) — 7(t) and containing 7 (t). Observe that 7 (t) — 7(t) = u(t):

Py(z) : u(t).x —~y Z u;(t) = 0. (3.11)

We show using the strategy space inequality in Appendix (Equation (B.11)),
set s = K), the following:

u®) - rt+1)—v> wt) >0 VB(E+1) (3.12)

u(t) - 7(t) — VZ ui(t) <0

The above two inequalities imply that 7(¢ 4+ 1) and 7 (%) lie on different sides
of P41 as depicted in figure [3.2

Let us define d; as the euclidean distance of 7(¢) from the convex set C,,
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Figure 3.3: Evolution of (r;(t),r2(t)), observe that the distance of
(r1(t),r2(t)) from (0.5,0.5) reduces with time (arrows signify causality)

ie. dy = ||F(t) —w(t)|| , d(a,b) = ||a — b|| for any a,b € R¥. we show that

&, = dP(F(t+1), 7 (t + 1)) < dP(F(t + 1), 7w ()
= [F(t +1) — = (8)];

Ht"'l 1r(t—i—l)—ﬂ'(t) z

() () + 1<r<t+1>—w<t)>:

= (P () = 7 @)+ () et + 1) = m (D)
)~ () (x( + 1) = ()

(t+ 1)y — tody < [|r(t +1) — w(t)]5

20 ((m(8) — F(8)) - ((t) — x(t + 1)),

r(t + 1) and #(t) lie on different sides of P;41 hence,

2t- (e, (8) = T(t)).(7o, () —r(t +1))) <0

Moreover, [[r(t+ 1) — ¢, (t)H; < 4*K and combining the above two in-
equalities, we get: (¢t + 1)*d7,, — t?d} < +*K. Summing terms over ¢ €
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{1,..T — 1}, we get dr < v,/% and observe that dy > (y — min; 7(T))™.
Equivalently, min; 7(T") > v — dr and thus wftpgs(T) < (1 — 4 /%)

The convergence of 7;(t) for 2 worst performing shards is illustrated in

figure [3.3

3.1.4 Free2Shard Distributed Dynamic Self Allocation

Thus far, we have studied the dynamic self-allocation policy through the
lens of the mean fraction of the honest nodes. What we really need is a
(randomized) DSA policy that can be run by each node locally. A natural
strategy is the following: each honest node uses the Free2Shard DSA policy
to calculate the honest node fractions for each shard and then randomly
allocates itself to one of the shards, proportional to the fractions prescribed
by the Free2Shard policy. While this strategy is natural and performs well in
experiments (cf. Section [3.2)), we have not been able to evaluate its theoretical
performance formally. A slightly modified strategy, described below, does
enable a theoretical evaluation.

Free2Shard-dist DSA policy diverges from Free2Shard DSA policy in the
following way: The policy aims to achieve a honest node fraction in each
shard of h, strictly smaller than the information-theoretic optimal value of
v. With a slight abuse of notation, we define u;(t — 1) = (h — 7;(t — 1))+.
The algorithm allows honest nodes to focus on s out of K shards at a time;
we order the quantities uy(t—1),...,ux(t—1) and define 4;(t—1) = u;(t —1)
if the index 7 is in the highest s order statistics. For other indices i, we set
4;(t — 1) = 0. We follow the Free2Shard policy by substituting ;(t — 1) in
place of u;(t — 1) in Equation , S0 7; = Y=mi—. Moreover, to ensure

Zi:l Uj
that each of the s prioritized shards get some honest nodes, we lower bound

their prescribed honest policy to ¢/(1 + 2q)s, for some constant ¢ close to 0.
We ensure this by projecting the non-zero prescribed honest power 7;(t) to
the set Cy/s; we use the notation Proj(9(t), Cy/s) to denote such Euclidean
projection. In summary, Free2Shard-dist DSA policy is the following:

{2 g, s) () =
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Notice that the honest node fraction is no longer deterministic since the hon-
est node allocation is randomized (and follows a multinomial distribution);
each shard’s marginal distribution of honest power is I';(¢) is distributed as

+Binomial(n, 7;(t)) and each shard’s marginal distribution of honest node

T;(t)
Di()+8:(t)
dom variable, and we show a concentration bound below; the proof is de-

ferred to Appendix [B.2.2] This result shows that with high probability, the

information-theoretic upper bound of + can be achieved by the appropriate

fraction r;(t) is distributed as Notice that ¢ resa is now a ran-

honest policy.

Theorem 3.2. For any adversarial strategy, with probability 1 — 9,

h 1 K 2 2
¢ff25-dZ-<t(h,q,s) (T) 2 Yy ; — ;\/hQT + 4h8 f IOg 5 (314)

We note that h = (1 — s "Treas (etelegetD)

by choosing the variables ¢, s, c appropriately.

K(1f2q)7 can be set close to vy
Outline of Proof. Following the same pattern as the proof of Free2Shard
DSA, we show that the average honest fraction vector 7(t) approaches the
convex set (.

We first prove a strateqy space inequality which states the following:

§+ Ei (t—1) (3.15)

maxnrunZuz t—1) i
Vi

We then modify the target allocation policy as v which ensures that ~; > Z;’
as shown in Equation (3.13]) where b is a constant and ¢ = b/(1 — 2b). The

new allocation policy leads to a modified strategy space inequality given by:

manuZ t—1) )J(rt)ﬁz( 52 %7(1 — 2b) Zui(t —1) (3.16)

We now show that if every honest node chooses a shard randomly according

to a choice distribution given by ~ defined in Equation (3.13), we get a
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stochastic strategy space inequality given by:

K
E minu(t — 1).7(t)| > h U;, 3.17

DR ERECIEDY .17

This is similar to Equation (3.12)) in Free2Shard DSA proof. We then show
that following the above honest allocation strategy, time-averaged honest
fraction approaches the convex set C}, with distance decreasing with time T’

as:

S

_lt
T
1

d3 < h*—= + (Yz) (3.18)

S
S

t

where Y; = (Er,¢ [, wi(t — 1)ri(t)] — ((w(t — 1)) - r(t)) is a martingale
difference sequence with respect to the history at time ¢ and |Y;| < 2hs.

Using the Azuma- Hoeffding inequality, we have

1
Pl=
(7

This allows us to conclude that with probability (1—0), the distance to convex
set converges to 0 as d3. < h*& + 4hsy /2 log(2). We observe that dp > (v —

T-1

Yy,
t=1

Te%,L
> €y | < 2e w022, (3.19)

min; 7;(7))*. Equivalently, min; 73;(T") > v — dr and thus ¢ gresas, g () >

v (g — 5\/112% +4hs,/%1og§>.

3.1.5 Number of Shards and Nodes

Conventional modeling (and the corresponding sharding literature) supposes
that the number of nodes N is much larger than the number of shards K.
This modeling is central to the working of node-to-shard (N2S) allocations:
this way each shard has a sufficient number of honest nodes. In practice, one
can imagine several shards being inactive during certain periods of time and
conceivably K > N. In this scenario, we can derive a tighter information
theoretic bound than the one in Equation since ¥ (T) = v implies that
each shard remains active at all rounds even if there aren’t sufficient honest

nodes to maintain all the shards in any round; this is done next.
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Information Theoretic Limit The sum of honest nodes of all shards is
limited by the total number of honest nodes in the system since, at every
round, there will be at most N shards which can be maintained by honest
nodes, and the adversary can set its policy: B;(t,[;(t)) = gfi(t). Thus, the
honest fraction of the N out of K shards which are non-zero is 7, yielding

the following bounds:
max min Z {r:(T)} <N (3.20)

1
max min min7(7T) < — (T
{ft}e {B:(®)}ie 2 ( ) KZ ( )

W(T) < YN/K. (3.21)

We note that the Free2Shard-dist self allocation strategy smoothly meets this
new upper bound; this is done via the honest nodes focusing only on a subset
of shards in a round to achieve ¢ res.aisi(y, 4 (1) Which is within a O(log;N>
multiplicative factor of the improved information theoretic upper bound:
Theorem states that for large enough T', ¢ prasai g o (T) > 0.5h. We

observe that h > log“ N% where a depends on the choice of ¢, q and s = 415,; N
Thus, ) gresaspq6(T) > ﬁ%’y which is within O(@) multiplicative

factor of the information theoretic limit in Equation (3.21]).

3.1.6 Discussion

A small minority can ensure sufficient throughput for each shard.
For Free2Shard-dist DSA results to hold, not all honest nodes need to fol-
low Free2Shard-dist policy: Theorem remains true even if a small (but
constant) fraction of the honest nodes follow the policy. For example, the
Free2Shard-dist policy allows us to set v = 0.1. We note that this is very
valuable in a practical setting since many blockchains have their own founda-
tions that own sub-majority stakes. In contrast to existing protocols, even a
small minority following the rotation policy can ensure sufficient throughput
across all shards in Free2Shard. Note that we still need an honest majority
of nodes running the full node for Trifecta to ensure safety; however, live-

ness is guaranteed even if only a small fraction of those honest nodes follow
Free2Shard-dist DSA.
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Slow rotation. Free2Shard-dist DSA results hold true even if honest
nodes rotate slowly at a rate of A and adversaries rotate instantly. The
results hold since an optimal adversary will modify 3 at the same rate as ~.

We will now prove this argument. Let ;(t) = vi[n] Vt € {(n—1)A+1,..,nA}
and G;[n] = f:A(n_l)AH < B;(t) We observe that W(tﬁ)(t) is convex in f3;(t),

thus, the time-average of a given round is lower bounded as follows:

nA ,.Y[n] nA fy[n]
t:(n;;AJ,_l m = t:(ngA-f-l m (3.22)

Thus, the optimal adversarial strategy is to modify 3 at the same rate as
~; Moreover, the results hold when nodes randomize their rotation choice
(choosing to rotate with probability %) This makes for a distributed imple-
mentation and has the added benefit that asynchronous rotation alleviates
network load by preventing all state synchronization communication load

from being focussed simultaneously.

3.2 Simulations

We run a simulation of DSA based on the parameters observed from the
system experiments. The code is available at [48]. The theoretical analysis
for Theorem [3.2] takes into account various randomness observed in practice;
we empirically verify the robustness stated analytically and add in further
realistic effects to estimate the performance of DSA in the real world.
Simulated adversary: The adversary controls 50% of the nodes in the
network and undertakes censorship attacks where it tries to throttle the
throughput of the worst-performing shard. It can switch shards instanta-
neously as opposed to honest nodes, which takes five inter-proposer-block
times to reallocate to a new shard. The adversary has a global view of the
honest node allocation at any time and uses that information to take its next
step according to an adversarial strategy aimed at introducing a liveness at-
tack by decreasing the honest fraction of a target shard. The space of such
adversarial adaptations is infinite (thus cannot be empirically evaluated); we
show mathematically that the worst-case throttling of the honest node frac-

tion in any shard can be at most as small as %65 here 7 = 6K The
K loglog K
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formal statement is below

Proposition 3.2. Consider an adversary that works in periods of length
7. In any pertz'od at round t, the adversary uniformly allocates its power on
the K (log1K> worst-performing shards. The period ends at t = T and the
adversary restarts with t = 1.

Then for any honest policy, the worst-case shard’s honest node fraction is

less than O(*2X) for all rounds t < 7.

The proof can be found in Appendix [B.2.3] The adversary follows the

above strategy to attack the worst-performing shards.

Simulated Realistic effects

e Link latency: Information propagation is assumed to happen over a
synchronous network. However, the adversary can control the delays
between nodes within the synchronous network assumptions to ensure
that half of the nodes receive a message from the adversary just before
the end of an epoch and the other half receives the message just after
the end of an epoch. The adversary can use this advantage to mount an
attack where it releases a proposer block containing a lot of adversarial
shard blocks at the boundary of an epoch, such that half of the nodes
receive it by the end of the epoch and the other half do not. This attack
ensures that the mining power estimates of these two cohorts of honest

nodes are different hence deviating from the analytical assumptions.

e Native-shard shift latency: When a node changes its native-shard at
the end of an epoch, it needs to reset various transaction and state
databases and receive verified latest state checkpoint (Section 2.3)) for
the new native-shard from its peers; moreover it needs to catch up to
the latest state by validating the transactions confirmed after the state
checkpoint. The transfer of state and state verification involves updat-
ing the UTXO database and verifying the state Merkle trees. Based on
the resource usage breakdown from table and other profiling data,
we estimate that under a state size of 18M accounts and a proposer
block interval time of 10s, such transfer should take approximately 50s
or 5 proposer blocks. We set an epoch length of 100 proposer blocks to

reduce the fraction of the time needed for state synchronization.
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o Mining difficulty adjustment delay: In our analysis, we assumed that
the mining difficulty is always adjusted instantly such that at any time a
constant rate of blocks (from honest and adversarial miners) are added
to the shard ledger. Instant difficulty adjustment cannot be imple-
mented in practice since there is a delay in observing the increased
mining power and setting the difficulty. For our experiments with Tri-
fecta proposer blocks, each proposer block refers to 3000 shard blocks
per shard; given such a large number of shard blocks referred, we up-
date the shard block difficulty at the interval of every 10 proposer block
(equivalent to 30K shard blocks; contrast with Bitcoin where this is
done every 2016 blocks).

1.0
—— Free2Shard n175
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(a) Worst-case average honest fraction (b) Mean transaction inclusion latency

Figure 3.4: Left: We observe that the chain quality of the worst performing
shard improves to the desired level (0.56) around epoch 50 while running
Free2Shard-dist, whereas Free2Shard performs similarly and stabilizes at
0.54 at epoch 400. Right: Transaction inclusion latency for Free2Shard-dist
is uniform across shards and with no shard experiencing unreasonable
latency

Homogeneous sharding with N > K: We simulate the dynamic adver-
sarial strategy above and the distributed (randomized) versions of Free2Shard
and Free2Shard-dist as the honest policy. We aim to maintain the same hon-
est fraction in each shard (equal to 0.5 = ~ here). We plot the time average
honest fraction of the worst-performing shard as a function of time in Fig-
ure and make the following observations. (a) Free2Shard-dist performs
slightly better than Free2Shard — this is because Free2Shard-dist sets a lower
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bound to the honest power allocation on the allocated shards, this ensures
that the increase in mining power across epochs is by a smaller factor, (b)
Free2Shard and Free2Shard-dist achieve an honest fraction of 0.56 and 0.54 as
compared to the worst-case 1/K. We also plot the average latency of trans-
action inclusion defined as the time taken between transaction generation
and transaction inclusion in the shard ledger in Figure [3.4b] We notice that
the mean transaction inclusion delay between the worst and best-performing
shards differs only by 100s, demonstrating uniformity across shards. We show
that the performance of Free2Shard-dist is consistent even with 100 shards in
Appendix [B.3]

Heterogeneous sharding with N < K: With N < K, under a homoge-
neous setting, all shards will attain an honest fraction around 7% as guided
by the information-theoretic limit in equation [3.21], however, we might want
some shards to attain higher honest fractions. In practice, different shards
have different activity levels, demanding different target levels of participa-
tion from the nodes. We propose the target honest fraction of each shard to
decrease as 1/([i/5] + 1), with N = 25, K = 100,38 = 0.5; where i is the
index of the shard. We simulate DSA with the adversary stated in with
instant state transfers and mining estimation. The plot of the time average
honest node fraction across the shards at the end of the simulation is shown
in Figure We make the following observations. (a) Free2Shard supports
heterogeneous honest fraction allocation across shards; (b) even though N
is sufficiently smaller than K, we can set some shards to achieve a target
honest-factor of v, which is the best we can achieve even with N > K. We
see that the performance in meeting the targets is strong; a theoretical jus-
tification for this strong performance for heterogeneous sharding is of great

interest and is deferred to future work.

3.3 Conclusion

In this chapter, we proposed Free2Shard DSA to resolve the liveness vulner-
ability of Trifecta . Free2Shard ensures that the long-term honest fraction of
the worst performing shard is O(1), hence achieving performance arbitrar-
ily close to the information-theoretic bound. It achieves this while ensuring

that honest nodes are free to self-allocate, maintaining identity-free partici-

52



03 —— Free2Shard

target
0.4

0.3

0.2

01

0.0

Figure 3.5: Comparison between target honest fraction set for
heterogeneous sharding and average honest fraction achieved at the end of
the experiment

pation of consensus nodes, and ensuring dynamic availability. Additionally,
Free2Shard works even if a small fraction of the nodes participate in DSA
and rotate at a much slower rate than the adversaries. Simulations with
parameters inspired by systems experiments show that Free2Shard converges
fast against a latency-optimal adversary even under some practical effects
not modeled during mathematical analysis. Thus, Trifecta with Free2Shard
satisfies all three properties of the protocol trilemma.

Additionally, achieving near-optimal throughput in the number of nodes
implies that the resource cost per transaction of Free2Shard is very low, thus
minimizing the resource cost axis of the economics trilemma. Moreover, the
identity-free, self-allocation principle ensures that shards seeking high rents
through transaction fees can see the rents competed out by additional miners
joining that shard. This competition reduces the rental cost per transaction,
minimizing the rental cost axis of the economics trilemma.

Trifecta with Free2Shard is a PoW blockchain; PoW blockchains are difficult
to bootstrap since the initial mining power is low enough for adversaries to
gain a mining majority. In the next chapter, we discuss Advocate, which is

an optimal bootstrapping gadget.
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CHAPTER 4

ADVOCATE

The focus of this dissertation so far has been on PoW blockchains since as
epitomized by Bitcoin, they have proven themselves to be a successfully secure
blockchain design. The security has been shown in theory [49] as well as in
practice (Bitcoin has not seen any safety or liveness incidents in more than
13 years of being online). An important, and less studied, aspect of PoW
blockchains is that they are very hard to bootstrap: at the early stages of
a PoW blockchain, there is not much participation (measured in terms of
mining hash power); making it relatively easy for an adversary to procure
mining power and overpower the honest majority.

If the PoW blockchain can avoid the dangers of such attacks in its infancy,
eventually significant hash power is attracted to participate in the mining
process and the security is correspondingly strengthened. Thus secure boot-
strapping is crucial to the successful development of any PoW blockchain.

Principled approaches to bootstrapping PoW blockchains is the focus of this
paper.

Related Works

Checkpointing. Checkpointing is a standard technique used in state ma-
chine replication protocols [50], where a centralized server issues checkpoints
attesting to the recent state of the protocol. In blockchains, checkpoints
attest to the hash of well-embedded blocks every so often that new users
can securely bootstrap using a recent execution state of the protocol. A key
benefit of such checkpointing is that an adversary, even with super-majority
mining power, cannot create a long-range reversion attack (i.e., forking from
a block created long ago). Since such a long-range fork will deviate from
the stated checkpoint, clients will reject them. Practical blockchains utiliz-
ing checkpointing include Bitcoin [I}, 51], Peercoin [52], Feathercoin [53], and
RSK [54]. Satoshi Nakamoto themself (presumably honest) maintained a cen-
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tralized checkpointing mechanism until late 2014. Additionally, checkpoints
of some form have been central in the context of Proof-of-Stake (PoS) proto-
cols, including Ouroboros [55], Snow White [56], and Ouroboros Praos [57],
as well as e.g. in hybrid consensus [58], Thunderella [59], ByzCoin [60], and
Algorand [61]. In a related context, Fantomette [62] employs distributed
checkpoints to secure a blockDAG-based ledger.

Finality Gadgets: A crucial problem in checkpointing is ensuring the safe
delivery of checkpoints to the blockchain client. A new generation of blockchain
algorithms has sought to decentralize this process by designing a separate dis-
tributed consensus protocol to issue checkpoints. We will refer to this class of
solutions as finality gadgets, which are comprised of a Byzantine Fault Toler-
ant (BFT) protocol for finalizing blocks created by a Proof-of-work (PoW) or
Proof-of-stake (PoS) chain protocol. They have become prevalent methods
for combining the best features of the BFT and PoW protocols. They are
proposed for deployment in many major blockchains, including Ethereum 2.0
[16, 63]. Depending on the context, the checkpoint committee can be com-
prised of a fixed committee (for example, run by independent community
leaders), or the committee itself can be elected using stake deposits.

Rationale for Finality Gadgets. There are multiple reasons for utilizing
finality gadgets, and different protocols emphasize different properties. We
enumerate the properties that motivate the development of finality gadgets

as follows.

1. Safety against long-range attacks;
2. Economic finality;
3. Availability vs. Finality tradeoff capability;

4. Responsiveness: low-latency block confirmation;

The raison d’etre of finality-gadgets (including centralized checkpoints) is
to provide property (1): safety against long-range attacks by an adversarial
majority. In a Proof-of-Work system, this is a crucial safeguard since an ad-
versary can temporarily control a super-majority mining power, for example,
by renting cloud mining equipment. Finality gadgets and checkpoints can
prevent such attacks.

Beyond this basic reason, different protocols optimize for different criteria.

Casper [64], [65] focuses on (2) that ensures that if safety is violated, the

95



malicious action is detected, and at least one-third of the staking nodes
will lose their stake, a similar approach is taken by GRANDPA [63] and
Afgjort [66]. Recent works [67), 68] have identified general BFT protocols
which have such detectability. Some protocols like [69] [70] focus on (3)
by designing gadgets that let users prioritize adaptivity or availability by
implementing different confirmation rules. Some protocols like Winkle [71]
guarantee (1) by utilizing transaction traffic for voting. Finally, other finality
gadgets (e.g. Afgjort [66]) are optimized for property (4): responsiveness,
the ability of the BF'T to confirm blocks produced by the PoW chain near-
instantaneously.

Bootstrapping gadget: A bootstrapping gadget is a finality gadget with one
additional property: Liveness despite adversarial majority. During the ini-
tial stages of a novel PoW protocol, liveness is required to ensure that honest
miners are rewarded for their effort even under an adversarial majority. Lack
of a live checkpointing protocol creates an undesired spiral: Low honest par-
ticipation — > Low honest miner rewards — > honest miners leaving (lower

participation).

Motivation and contributions

Key shortcoming of existing solutions. While all the aforementioned pro-
tocols satisfy several properties of finality gadgets, none of them can work as
bootstrapping gadgets. This was observed in a recent paper [72] for even the
simple centralized checkpointing protocol. An adversary controlling a ma-
jority mining power can issue a long private adversarial chain that does not
contain honest transactions. When such a chain is checkpointed repeatedly,
honest clients lose liveness in the system. The paper proposed the inclusion
of a random nonce as well as a checkpoint certificate (issued by the central
checkpointer or BFT) to reduce the impact of this attack. The key idea is
that since this random nonce needs to be included in the next block, this
creates a renewal event where the adversarial blocks stored prior to the event
have to be disregarded, creating a new race between the honest and adver-
sarial chains at each checkpoint. While this approach can ensure a non-zero
chance that the honest chain can win, thus giving asymptotic liveness, the la-
tency of transaction inclusion as well as the chain quality (fraction of honest
blocks in the final ledger) and the corresponding mining rewards for honest

miners decrease exponentially as mining power increases beyond 50% or as
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Figure 4.1: Chain quality (CQ) of fruitchains deteriorates to 0 when
B > 0.5; an upper bound on CQ of previous work [72] deteriorates rapidly
with epoch length and §; CQ of Advocate is optimal

the inter-checkpoint interval increases.

Main Contributions. This chapter focuses on building a bootstrapping gad-
get that achieves safety and liveness under an adversarial majority. We pro-
pose Advocate, a new scheme that achieves optimal chain quality. The core
idea is the inclusion of appropriate reference links to checkpoint blocks. Vari-
ations of this idea have been proposed in different contexts in the literature:
in [49] for achieving a 1/2 threshold Byzantine Agreement, in Fruitchains
[34] for designing incentives, in inclusive protocols [73] for minimizing block
wastage due to forking and in general DAG (directed acyclic graph) proto-
cols, such as Conflux [74], for improving throughput. We prove that Advo-
cate achieves optimal chain quality while ensuring transaction inclusion for
all honest transactions within two epochs even under a 99% mining adver-
sary. The plots for chain quality of related works are in Figure .1 an upper
bound on the chain quality of [72] diminishes rapidly with adversarial power
(B) and epoch size (e), whereas Advocate achieves the optimal chain quality
equal to the honest mining power (1 — ).

General applicability. We create appropriate blackbox interfaces through
which our protocol can employ any BF'T protocol for checkpointing, thus
making our construction widely applicable. We also demonstrate that our
bootstrapping gadget Advocate can work with various PoW protocols beyond

the Nakamoto consensus protocol.
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System Implementation. We perform extensive experiments on a dis-
tributed testbed to demonstrate the robustness of our protocol under and
up to 90% adversarial mining majority and compare performance gains with
prior state-of-the-art. To demonstrate the compatibility of Advocate with
high throughput parallel-chain architectures, we implemented Advocate on
Prism and demonstrated an honest throughput of 8,200 tx/s under a 70%

adversarial majority. The system implementation code is available at [75].

Organization

The rest of the chapter is organized as follows. Section provides an
overview of the preliminaries used in our work, including the threat model
and the distributed ledger’s properties and block production mechanisms.
Section describes Advocate under a single checkpointing node and pro-
vides its security analysis to show safety and liveness with optimal chain
quality. Section extends Advocate to ensure similar performance and
security guarantees under a committee based BFT-SMR protocol by pro-
viding a unified network functionality. Section integrates Advocate into
parallel-chain architectures by providing a meta-protocol that can be readily
integrated into Prism, OHIE and ledger-combiner to achieve high throughput

under an adversarial majority.

4.1 Preliminaries

4.1.1 The Distributed Ledger Model

The distributed ledgers analyzed in this chapter are constructed as blockchains.
A ledger is formed as a hash chain (or tree) of blocks containing transactions
that alter the ledger’s state. New blocks, which extend the chain, are cre-
ated by mining parties at regular intervals. Given a tree of blocks, each party
chooses a single branch as the main chain; blocks that are not part of the
main chain are called uncles.

We assume that the ledger protocol is set in the synchronous setting just
as in the previous chapters, with a delay upper bound of A. Specifically,
the execution proceeds in rounds. On each round, every party is activated

to participate in the protocol. Communication is performed via a‘“diffuse”
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functionality, i.e., a gossip protocol, such that no point-to-point communica-
tion channels exist, but rather a peer-to-peer network is formed. Therefore,
every message produced at round r is received by all other parties by round
r 4+ 1. We also assume that the number of participating parties is fixed for
the duration of the execution.

The ledger’s core properties are described in detail by the Bitcoin Backbone
model [49].

Definition 4.1 (Stable Block and Transaction). A block is stable if it is
k-deep in the main chain. A transaction published in a stable block is also
stable.

Definition 4.2 (Safety). A transaction reported as stable by an honest party
on round r s reported as stable by all honest parties on round r + 1, at the

same position in the ledger.

Definition 4.3 (Liveness). A transaction which is provided continuously as

input to the parties becomes stable after u rounds.

An important property of interest is chain quality (Definition [49, [76].
Briefly, this property ensures that the number of blocks that each party

contributes to the chain is bounded by the party’s mining power pu.

Definition 4.4 (Chain Quality (g,()). Let q be the proportional mining power
of A. Chain quality with parameter | states that for any honest party P with
chain C, it holds that, for any l consecutive blocks of C, the ratio of adversarial

blocks is at most 1 — q.

4.1.2 Threat Model

Our work considers polynomial-time executions, such that all parties, includ-
ing the adversary A, are locally polynomial-bounded. On each execution
round, the adversary may “corrupt” a party, at which point it accesses the
party’s internal state; when the corrupted party is supposed to be activated,
the adversary is activated instead. Additionally, A is “adaptive”, i.e., cor-
rupts parties on the fly (till the total corruption budget of §), and “rushing”,
i.e., retrieves all honest parties’ messages before deciding its strategy at each

round.
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A controls 8 of the network’s mining power and tries to break safety and
liveness. To break safety, A forces two non-corrupted nodes to accept dif-
ferent chains as stable, i.e., to report different transactions as stable in the
same position in their respective ledger. To break liveness, A attempts to
prevent a transaction from becoming stable within v rounds. We explore
settings where the honest majority assumption is violated, i.e., when the
adversary may control more than 1/2 of the net mining power. In those
settings, the ledger cannot be secure in a standalone fashion, hence the need

for the checkpointing protocols presented in this work.

4.2 Advocate: Optimal bootstrapping of PoW
Protocols

Our main contribution is a novel protocol, Advocate, that ensures safety and
liveness against a super-majority mining adversary on the PoW chain. This
section considers a single (honest) checkpointing node in order to clearly
present the main innovations, while the following sections relax this assump-
tion by proposing a distributed checkpointing federation.

Checkpointing in Advocate is performed via certificates. Specifically, at
regular intervals of e blocks on the main chain, the checkpointing service
issues a signed certificate, which is published on the chain within ¢ blocks
on the main chain. The certificate defines the canonical chain that parties

should adopt. Advocate is parameterized by the two values ¢ and e.

4.2.1 Checkpointing Party Behavior

The checkpointing party is connected to the blockchain network, so at each
round t it holds a view of the PoW chain. Therefore, on any round, the
checkpointing party maintains a list of leaves L£(t) of its local block-tree.
The party issues a checkpoint certificate at regular intervals (i.e., every
e blocks). The i-th checkpoint certificate issued by the party is denoted
C;. A checkpoint certificate is constructed as follows: C; = {B;, R;, S;}; B;
is the checkpointed block, i.e., the block of the main PoW chain that the
party checkpoints; R; is a list of references of blocks that are not part of

the main chain, i.e., leaves of the block tree which are not checkpointed; .S;

60



is the signature of the certificate. The initial, bootstrapping certificate is
Co = {0,{0}, Sp}. For the rest of the paper, a checkpointed block is a block
which is either referenced in a checkpointing certificate or exists in a branch,
a block of which is referenced in a certificate.

In summary, the checkpointing party behaves as follows:
e It runs a full node on the PoW network.

e When it receives a block B; from the PoW node, which is least ¢ blocks
downstream of the previous checkpoint and the chain contains the

previous checkpoint certificate, it issues a new checkpoint certificate
C; ={B;,R;, S;}, which finalizes B;.

e The list R; C L(t) contains references to all the leaves of the block tree.
In practice, it suffices to reference only R; \ R;_1, i.e., the incremental
information since the previous checkpoint; we ignore this distinction

for conceptual clarity and set R; = L().

4.2.2 Main Chain behavior

With the introduction of checkpoints, the PoW node behavior needs to
change appropriately. The key change is that, once a new certificate check-
points block B;, it should be published in at least one of the ¢ blocks that
immediately extend B;; the first block that includes the certificate is called
the referring block. The nodes follow the longest checkpointed chain. In

summary, Advocate modifies the main-chain rule as follows:
e Go to B; in the blocktree.

o If there exists a descendant block B! within ¢ blocks of B; that contains
C;, pick the longest chain which contains B} as the main chain. (Note:
A block B} which contains C; but is more than c blocks after B; is not

acceptable.)
e If no such B exists, then either of the following holds:

1. B; is not c-deep in the longest chain: pick the longest chain con-

taining B; as the main-chain.
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2. B; is c-deep in the longest chain: pick one of the chains which
is (¢ — 1)-deep and contains B; as the main chain (breaking ties

arbitrarily).

Mining behavior Miners follow the main chain rules described above. Ad-

ditionally, w.r.t. a checkpoint certificate C;, two cases exist:
1. the main chain contains C; in some block B}: proceed mining as usual.

2. the main chain does not contain Cj;: include C; alongside the list of

transactions to be mined.

We suppose that when a miner creates a new block, the block contains all
transactions in the miner’s mempool (in practice, this requires sufficiently
incentivized transaction fees). With hindsight, this assumption will prove
useful to argue that a transaction is published in the first honestly-generated
block that is produced after the transaction’s creation.

Let main chain oracle F,., represent the view in the execution of the
underlying consensus algorithm (Nakamoto) and the public global tree G, at
time ¢ is received by time t + A (by the synchronous network assumption).
The main chain oracle gets the additional checkpointing information from
Advocate . The interaction of a main chain oracle (F,,.,) with the Advocate

functionality can be formalized using a functionality Fagvocate described next.

Advocate Fizocate

Fadvocate and F},,., interact using various push-pull messages as de-
scribed below; message delay is considered zero since both the modules

use the same machine

1. potentialCandidate: F,,., sends this message as soon as it receives

a new block B, that satisfies the checkpoint criteria

2. candidateFinalized: Fagvocate Sends this message as soon as it re-

ceives a new checkpointing certificate C,

3. sendReferences: On receiving a a potential candidate, Fagyocate M-
mediately checks with the F,., to see if there are any unreferred

uncle blocks; F},., replies immediately with unreferredBlocks
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4. isCertValid: On receiving a checkpoint certificate C,, on the main
chain, F,,., immediately requests Fadyocate t0 check if it’s valid (cor-
rect signatures, etc.); Fagvocate immediately replies in boolean using
certValidity.

5. isValidBlock: Triggered when Fagvocate T€CEiVEes a new checkpoint
certificate; it sends the above message with block hashes to the
main chain oracle, to see if those blocks are valid. The main chain

oracle replies with validBlock

6. wvalidBlock: Response to the above; if F),., has not received the
block yet, it waits for A before the reply. If the block is not yet
received or is invalid due to main chain consensus protocol, it replies

False, else it replies True.

7. certRequest A query to the certificate database stored by Fagvocate,

the response requestedCert is immediate.

Note that all the interactions between Fjiocate and Fieo are immediate
except for isValidBlock which has a maximum delay of A; delay bound of
the synchronous network. The checkpointing party maintains the same func-
tionalities Fj .o and Fagpocate With an additional checkpointing service func-

tionality Fips.

Checkpointing module F,,

F,ps receives the checkpointCandidate and unreferredBlocks in the form
of inputValue message from Fagyocate- This message takes zero delay once
FAdvocate Teceives potentialCandidate from F,e,. Fops queries Fagyocate T€-
garding the validity of this input using the isInputValid and input Validity
messages and gets a reply after a delay t.,. If the input is valid, Fp,

immediately certifies the input and sends the message to Faguocate-

Note that the above process will happen within a time ¢, with ¢.,,/A < 1,
since the process is in the same machine. The message isInputValid and
input Validity seems redundant for now; however, we will see in section [4.3]

that this message classification is critical.
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4.2.3 Decoupled Validity: Ledger Creation

Without loss of generality, we assume that the execution completes with the
issuing of a final checkpoint. To construct the aggregate ledger at any point
of the execution, the blocks of the main chain are concatenated with the
blocks of the non-main branches. In the aggregate ordering, the main chain
blocks, up to and including the referring block (i.e., the block which includes
the checkpointing certificate), are prioritized over the blocks which are not
part of the main chain (i.e., the “uncle” blocks).

Formally, let T'(L;) be the tree corresponding to the leaves £;. Let the for-
est F; be the difference between T'(£;) and the previously checkpointed tree:
F, . =T(L;)\{T(L;-1) UChain,}, where Chain; is the main chain up to (and
including) the referring block for checkpoint C;. m(-) denotes a topological
sort of the blocks in a forest, with ties broken in a universal manner (e.g. via
block hashes). The aggregate ledger is constructed by concatenating the re-
ferring block (i.e., Chain;) with 7(F;). Therefore, when the referring block
for certificate C; is read, the blocks referred by C; (i.e., the blocks in m(F}))
are also read in the order defined in C;. We assume that the (honest) check-
pointing node follows the universal topological sorting m when constructing
the reference list of certificate C;. Note that we can follow other universal
ordering approaches for blocks in F; (e.g. sort by hash) without affecting the
security of our protocol.

Figure depicts the ledger construction, s.t. the sanitized ledger is ob-
tained by parsing the main chain and referenced blocks and removing invalid

(e.g. double spending) entries.

4.2.4 Security Properties of Advocate

In this section we show that Advocate, under the centralized setting of a
single honest checkpointing party, satisfies a host of desirable properties.
First and foremost, Theorems 4.1 and prove that Advocate satisfies safety
and liveness (cf. Section [£.1.1]).

Theorem 4.1 (Safety). Let B be a block that is checkpointed by Advocate
via certificate C. If B is part of the main chain, then B is stable (cf. Def-
inition . If B is an uncle, then B is stable if C' is published in a block
which s k-deep, with k = e — c.
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Figure 4.2: Advocate protocol: 30% honest mining power ensures 30% of
the blocks in the ledger are mined by honest miners. Ledger sanitization
ignores/removes invalid transactions post ordering.

Proof: Let C; = {B;,R;,S;} be the i-th certificate and B a block check-
pointed by C;. By the definition of the protocol, all honest parties eventually
accept a chain that contains a referring block Bg, which contains C;. Ob-
serve that, once C} is created, the ledger position of B; is finalized, given the
ledger construction description in Section [4.2.3] Therefore, if B is part of the
main chain, its ledger position is also fixed as soon as C; is created. If B is
an uncle, its ledger position depends on the referring block B¢. Specifically,
the ledger construction rules enforce that the uncle blocks, which are check-
pointed by C; are appended in the final ledger after the referring block for Cj.
However, a referring block can be reverted if a chain appears which is both
valid (i.e., contains a correct referring block) and long enough. Therefore,
the position of uncle blocks, which are checkpointed by Cj, is finalized only
when the certificate C;,; is issued, which occurs after, at most e — ¢ main
chain blocks. [

Theorem 4.2 (Liveness). Let h be the probability that at least one honest
block is created per round; Advocate satisfies liveness (cf. Definition
2

with parameter u =[] - e.

Proof: The proof follows directly from the ledger construction (cf. Sec-
tion and Theorem . Specifically, let ¢ be the round when block B
is created. If B is a main chain block, then it becomes stable with the issu-
ing of the first checkpoint after ¢ which, by definition of the checkpointing
behavior (Section , occurs at most 7 rounds after ¢. If B is an uncle
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block, then, as shown in Theorem [4.1] it becomes stable with the issuing of
the first checkpoint after B becomes checkpointed; in other words, B be-
comes stable when 2 checkpoints are issued after it is created. However, the
chain growth depends at worst on the honest miners’ mining power (e.g. if
the adversary abstains), therefore two checkpoints are issued on expectation
at most [%W -e rounds after ¢. Finally, as mentioned in Section , a trans-
action is published in the first honestly-generated block, which is produced
after the transaction’s creation. In turn, this block is checkpointed, either as
part of the main chain or as an uncle block, by the upcoming checkpoint. [

The next property that we explore is chain quality (cf. Definition .
First, we observe that Advocate cannot guarantee chain quality over any
fixed window of [ consecutive blocks of the final ledger. Briefly, the adver-
sary can produce blocks in private and release them, such that the checkpoint
certificate refers to all of them at once, hence temporarily flooding the ledger
with adversarial blocks. However, as Theorem [4.3|shows Advocate does guar-
antee chain quality over the entire ledger. This is a direct improvement of
the checkpoint protocol in [72], which guarantees safety and liveness but not

chain quality.

Theorem 4.3 (Chain Quality). Let 5 be the adversarial power. For ev-
ery execution, during which | blocks are created in aggregate by all parties,

Advocate satisfies chain quality (cf. Definition[4.4)) with parameters 1, (1— ).

Proof: During the entire execution, the honest parties collectively create
(on expectation) at least (1 — ) - blocks. At the end of the execution, a
checkpoint is issued, referencing all main chain and uncle blocks that are not
checkpointed. After the issuing of the last checkpoint, the aggregate ledger
at the end of the execution contains all blocks created by all parties; hence

the ratio of honest blocks in the final aggregate ledger is at least 1 — 5. [J

Advocate with hooks. To achieve chain quality for smaller windows of
blocks, we propose a slightly modified version of Advocate. Each block now
contains a reference to the latest checkpoint certificate C; when it was mined.
Next, such block can be referenced by a certificate C; only if i —j < ¢, i.e., it
can be referenced only by one of the t certificates that immediately follow
C;. This constraint, called a hook, prevents A from releasing old blocks.
Theorem shows that Advocate with hooks ensures chain quality for any

window of blocks containing ¢ consecutive checkpoints.
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Theorem 4.4 (Short Term Chain Quality). Under Advocate with hooks, the

ratio of honest blocks in any window of | consecutive blocks, which includes

(1=p)-(t=1)

Al where 3 is the adversarial power.

t checkpoints, is at least

Proof: Let T be the maximum number of blocks produced on expectation
by all parties (honest and adversarial) between two consecutive checkpoints.
Without loss of generality, assume a window of blocks which begins with the
checkpointed block of certificate C; and ends with the checkpointed block of
certificate C;,4. C; can reference at most t-/3- T adversarial blocks (i.e., which
have been created after certificate C;_;) and at minimum 0 honest blocks
(i.e., if all honest blocks created between certificates C;_; and C; are part of
the main chain). Also, certificate Cj; can reference at most (1— )T honest
blocks and at minimum 0 adversarial blocks (i.e., if all honest blocks created
between certificates C;y; 1 and Cj, are uncle blocks and all such adversarial
blocks are part of the main chain). In this case, the above window of blocks

contains 2 -t - -1 adversarial blocks and (¢t — 1) - (1 — ) - T honest blocks,

(1-8) (-1)
t+p+t-p-1" -

Finally, we introduce two performance metrics accentuating the function-
ality of Advocate. First, the chain inclusion gap (Definition |4.5|) expresses the
expected number of blocks until a new block is stable. Corollary shows

that plain Advocate cannot ensure a chain inclusion gap, whereas Advocate

hence the ratio of honest blocks is

with hooks guarantees a chain inclusion gap of (8-t —+1)-T blocks, where
T is the maximum number of blocks that all parties produce on expectation
between two consecutive checkpoints; the proof follows directly from The-
orems and .4, We know that the chain grows at the normalized rate
1 — ; thus, the maximum number of blocks mined between two checkpoints
is ﬁ = T. Observe that the chain inclusion gap increases linearly with
T and, consequently, with the epoch length, i.e., the time interval between
two consecutive checkpoints; as shown in Figure this is a direct improve-
ment on the result of [72], where it increases exponentially under adversarial

mining majority.

Definition 4.5 (Chain Inclusion Gap). Let party P with a main chain C' of
length [, which creates a new block B. The chain inclusion gap with parameter
g states that, when B becomes stable, its position in the aggregate ledger is

at most | + g.
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Figure 4.3: Chain inclusion gap increases linearly with epoch length;
compare with Figure 4 in [72] where it increases exponentially in epoch
length.

Corollary 4.1 (Advocate Chain Inclusion Gap). Advocate guarantees chain
inclusion gap (cf. Definition with parameter g = oo. Advocate with
hooks guarantees chain inclusion gap with parameter g = (8-t — 5+ 1) -
ﬁ, where (3 is the adversarial power, t is the hook parameter, and e is the

checkpoint epoch length.

Second, optimistic serializability (Definition ensures that the check-
pointing service does not trivialize the ledger maintenance. Specifically, un-
der fully honest conditions, i.e., § = 0, transactions are ordered in the ledger
in the order of their arrival, if such arrival order exists. Permissionless pro-
tocols like Nakamoto longest chain ensures optimistic serializability and the
checkpointing service does not affect the block ordering; playing a supplemen-

tary role. Evidently, Advocate satisfies optimistic serializability by design.

Definition 4.6 (Optimistic Serializability). For two transactions tx, tx’' such
that tr was given as an input to all honest nodes at a round r and s valid
w.r.t. ledger Lp(r) at round r and tz' was given as an input to all honest
parties after round r, then it holds that for any r' > r the ledger Lp(r') of
any honest party P cannot include tx’ tx in this order, given that the network

consists of all honest node.

Corollary 4.2 (Advocate optimistic serializability). Advocate guarantees op-
timistic serializability (cf. Definition .
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Consider a Nakamoto longest chain protocol; it is easy to show that it
guarantees optimistic serializability. Since the honest nodes received tx be-
fore ta’, all miners will mine ledger with ¢z before tz’. Even when the ledger
is forked, within each fork, the parent is known and, hence, the order is
maintained for all parties.

In Advocate, the certificate may refer to a transaction tx again; hence the
ledger Lp(r) might have transactions tx, tz’ in that order. However, since
the base consensus is Nakamoto, it will ensure that tx, ta’ exists in that order
before checkpointing. Thus the tx’ referred by the checkpoint C, will be a

second occurrence and will be removed by ledger sanitization.

4.2.5 Contrast with Fruitchains and Conflux

In terms of safety, the transaction inclusion from F; has similarity to fruits in
Fruitchains [34] and DAG references in the pivot chain of Conflux [74]. How-
ever, we note that if the adversarial mining power is greater than 50%, the
adversary can always beat honest nodes by creating a mainchain in Fruitchain
and a conflicting pivot chain in Conflux, thus violating safety.

In terms of liveness, Fruitchains has a chain quality of 1 — 3, which is en-
sured because all blocks created by honest miners are eventually included as
fruits. This chain quality however is reduced to 0 for § > 0.5. To understand
this abrupt loss of chain quality, let us consider an attack by a 51% adver-
sary. The adversary creates a longer blockchain consisting of only adversarial
blocks, and the adversarial blocks do not include references to fruits mined
by honest miners. Since the longest blockchain is chosen to create the fruit
ledger, it will not consist of any honest fruits, rendering the chain quality 0.
Similar arguments can be made for a heavier pivot chain generated by ad-
versaries in Conflux. This abrupt loss of chain quality for g > 0.5 is depicted
in Figure [4.1]

4.3 Advocate with BF'T checkpointing

Although Advocate, as described above, satisfies the desired security proper-
ties, it assumes a single checkpointing node. This centralized design is prob-

lematic, especially in systems like distributed ledgers, whose primary purpose
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is decentralization. In this section, we present Advocate with Byzantine Fault
Tolerant (BFT) checkpointing, which extends the single checkpointing node
with a committee of n nodes. Although this extension might seem trivial,
certain fine points (for example, running a BFT-SMR with external state
validation) need to be analyzed to establish this equivalency. In contrast
to other checkpointing protocols, Advocate -BFT allows multiple checkpoint-
ing candidates since a candidate includes both the checkpointed block and
the reference links, thus increasing the input space for the BFT committee
nodes. The committee achieves consensus on the contents of the checkpoint
certificate, which is then published on the main chain.

The adversary A controls up to f of the committee nodes, such that n >
3f + 1, and a fraction 5 € [0,1) of the PoW mining power. Note that
the committee running BFT is independent from the committee of miners.
Hence, it is probable for the committee of miners (i.e., a small community
for novel PoW chains) to be in an adversarial majority, in contrast to the
BFT committee (consisting of well-established and legally bound validators)

to will be in an honest supermajority.

4.3.1 Advocate-BFT

The committee nodes act as full nodes for the PoW main chain and run a
separate SMR (BFT-based State Machine Replication) protocol; any generic
BFT-SMR protocol should suffice. On receiving a valid PoW block, the
committee node posts a transaction (Blockhash, Depth) on the SMR chain,
which is finalized after some rounds as per the BFT-SMR’s rules.

The SMR chain announces a new checkpoint when a transaction containing
a block with depth e more than the previous checkpoint is posted on the SMR,
chain. A checkpoint transaction tC; = {H(B;), M (R;)} is posted on the SMR
chain, where R; consists of all the main chain blocks referenced on the SMR
chain between the references for B;_; and B;, M (R;) denotes it’s Merkle root
and H (B;) denotes hash of block B;.

The checkpoint certificate C; = {{tC;}, R;, w;} consists of the checkpoint
transaction tC; = B;, M(R;), a witness w; stating that it is finalized on the
SMR chain, and the list of references R;. C; should be posted on the SMR
chain before the depth of d(B;) + ¢, where d(B;) is the depth of checkpoint
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B;.

The validity rules for block inclusion on the SMR chain are as follows:
e Data availability: The block should be available.

e Block validity: The block should have valid PoW; note that full trans-

action validity is not required.

e No checkpoint conflict: The block should not be at the height of d(B;)+

e and extend a chain that does not contain B;.

The BFT checkpointing service realizes in a distributed manner the check-
pointing node of Section Specifically, the BF'T service collects all leaves
which are not checkpointed, including the main chain and uncle blocks, and
issues a certificate which references them. Assuming the BFT protocol is
secure, the committee will i) issue a certificate which ii) references all non-

checkpointed blocks, so the analysis of Section 4.2 also applies here.

Main chain behavior The main chain miners act as light nodes for the
SMR chain. They include C; in the main chain as soon as tC; is finalized
on the SMR chain. We assume that the main chain nodes are connected to
at least one honest SMR chain node, to get the references from M(R;). The
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mining behavior and validity rules, including the ¢ constraint on checkpoint

inclusion, remain the same as described in Section [4.2]

Latency To compute the latency for a transaction, let 7,, be the time until
a block B containing the transaction is mined. Let 7, be the time until a
transaction containing the hash of B is posted on the SMR chain and 74 be
the time until that transaction is finalized on the SMR chain. The total time
until an honest transaction is considered for checkpointing is 7; = 7, +7 +7¢.
Observe that the value 7; is not affected by the adversarial mining fraction.
Finally, the transaction is confirmed when the next checkpoint is posted on
the SMR chain, i.e., after time 7, until the checkpoint is finalized. Therefore,
the overall latency of a transaction is 7 = 7;+7.. We note that, in accordance
to the discussion in Section [4.2] the parameter ¢ depends on the BFT latency,
i.e., Agpr. We propose another variant of Advocate-BFT in Appendix

that uses lower BFT resources at the cost of higher confirmation latency.

4.3.2 BFT integration

We abstract the BFT functionality Frpr and show equivalence with the
checkpointing service F,, described in Section

BFT-SMR service Fppr
Fppr is a part of a network of P replicas participating in BFT-SMR.

Fprr takes an input Igpr and outputs Ogpr after a delay bounded by
Agpr. Fgpr may take no input and still output Ogpr depending on
the state Sppr and [;gppr: an input received by some replica. Fgpr
checks validity of Igpr and/or I;ppr with respect to Sppr stored locally
using Vgpr, i.e., the input validity predicate. A message from one replica

implementing Fgrr to another takes a maximum delay of A.

We now establish an equivalence between Fppr and Fi,s. tnputValue in
F,ps is equivalent to Igpr in Fppr, while commitDecision is equivalent to
Oprr. However, a major difference is that the delay between the two is
Appr in Fgpr and Ay in Fop, s.t. Agpr/Agps > 1. A major deviation is in
regards to the implementation of Vgpr, which corresponds to the isInputValid
and input Validity messages in F,s. Since the state is not in the same module

and the input may be indirectly received from a different replica (created
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by other node), the data needed for validating [;prr may not be available
t0 Fudvocate, thus returning inputValidity may take unknown time. This is
resolved via a unified network functionality N,,; (Figure [4.5)) to which each

BFT replica connects.

Unified network functionality N,

Nuni gets messages from the nodes connected to it. The message han-
dling is split in 3 levels. The first level is the Network Handler, which
manages network functions like message downloading and forwarding.
Once the message is downloaded, it is passed to the Validity Handler,
which verifies the message w.r.t. a well-defined validity predicate Vgpr,
which utilizes isInputValid and input Validity. Once the checks pass, the
validity handler forwards the message to Fgpr, marking the message as

received.

Note that N,,; ensures that, once a message is received by Fpr, checking
Verr is instantaneous, thus replicating a local state. Moreover, N,,; does
not change the synchronous setting delay. Specifically, let ¢ be the first
honest node to receive a message m at time ¢t. By definition, Fagvocate Sends
input Validity to node i at some time ¢’ < ¢t. Now, the message m propagates
across all nodes in a synchronous manner, hence it is downloaded by each
honest node j at the latest at time ¢t + A. Therefore, F,gocate 1S queried by
node j regarding isInputValid of m at time ¢t + A. Since Fagyocate replied
input Validity to node ¢ at time t, it will also reply inputValidity to j at
t + A. Thus, m is marked as received by node j by time ¢t + A, ensuring
that the network is A-synchronous under N,,;. Note that N,,,; only requires
the input to be received by node j (validity is deterministic once input is

received) hence constraining the system by maximum delay in broadcast A.

Properties of the BFT service

As discussed above, as long as the BFT-SMR protocol is secure, i.e., sat-
isfies safety and liveness, it securely realizes the single checkpointing node in
a distributed manner. However, our integration of the federation BFT into
checkpoints affects the values of the parameters c,e. Specifically, ¢ should
be at least 7;/7, larger than in Section , 7 being the time required for a
transaction to be finalized by the BFT and 7, being the size of each round of
the ledger protocol. Therefore, faster BFT protocols are preferable in order

to minimize the time until the checkpoint certificate is finalized.
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Figure 4.5: The network layer of BFT is modified to accommodate the
isInputValid functionality; the end impact on BFT replica process is
equivalent to being connected to a synchronous network without Fagyocate

So far, we assumed that enough committee members are honest, such that
BFT protocol is secure; in the following section [£.4] we relax this assump-
tion by considering cases when the BFT security may be violated. In that
direction, we explore trust that is brought from established blockchains, e.g.,

Bitcoin or Ethereum.

4.4  Advocate with BF'T checkpointing and External
Trust

In the previous section, we presented a federated variant of Advocate, which
assumes a secure execution of a BFT protocol. We relax this assumption
by considering cases when the BFT threshold may be violated. In that
direction, external trust is brought from established blockchains, e.g. Bitcoin
or Ethereum.

To this goal, [72] proposes a timestamped ledger where main chain nodes

use an established ledger to timestamp main chain blocks, hence using the
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timestamps as checkpoints. Deriving checkpoints from timestamps allows
one to fully decentralize the checkpointing mechanism. However, as we show
next, the proposed mechanism can be susceptible to data availability attacks,

even when a small fraction of the main chain nodes are adversarial.

4.4.1 Timestamped ledger

The decentralized implementation of a timestamped ledger requires main
chain miners to post a blockhash on the Bitcoin chain to generate a logical
timestamp which comprises of the block’s depth. The main chain follows the
oldest timestamped chain rule summarized as follows: “Start the chain from
genesis, at a fork, parse both the chains until a timestamped position is found,
select the chain with the oldest timestamped block; if no such timestamp is
found select the longest chain”. Thus the timestamped blocks can be treated

as checkpoints, with timestamps being used for deterministic fork resolution.

Data Availability Attack Consider an adversary A that mines a block
B, and posts H(B,) via a transaction on Bitcoin, though without revealing
its contents. The blockhash gets timestamped, so honest miners should try
to build on top of it. Specifically, forking away from B, will lead to a DoS
attack at a later point, i.e., when the adversary releases B,’s content and the
timestamped chain rule prioritizes it. However, since B,’s contents are cur-
rently unavailable, honest miners cannot validate any pending transactions,
which may depend on B,’s transactions. Therefore, the ledger is effectively
stalled; the attack is depicted in Figure [4.6] Note that this attack does not
require a 51% mining adversary since only one adversarial and unavailable
block can stall the blockchain, which can be produced even with low mining

power.

4.4.2 Advocate-external

We now present Advocate-external, which is resistant to the data availability
attack described above. To construct it, we utilize a committee in addition
to an external, secure ledger. The former guarantees liveness and safety, as
long as the honest threshold is guaranteed, while the latter ensures safety

even when the adversary controls a super-majority both in the PoW chain
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Figure 4.6: DA on timestamped ledger: Ledger sanitization stalls since
transactions in B, are not available

and the committee.

Advocate-external is similar to Advocate-BFT of Section [4.3] with one no-
table difference: a commitment of each checkpoint is first published on the
external ledger before being considered.

As before, a new checkpoint is signed by enough committee nodes, i.e., above
the threshold required by the BFT protocol, which produces a threshold sig-
nature tC;. Observe that, in the case of an adversarial majority among the
committee nodes, multiple signatures may be posted on the external ledger
for conflicting yet valid checkpoint candidates. Once the transaction which
contains the threshold signature is finalized in the external ledger, a certifi-
cate to this (timestamping) transaction is created and posted on the main
chain as C; = {tC;, W;}, following the ¢ constraint (cf. Section [4.2)). If
multiple valid signatures exist for the same block depth, the one that was
timestamped first is picked. Finally, in addition to following the described
checkpoint and chain validity rules, each honest node, i.e., both committee
members and main chain miners, adopts a block only if it has access to its
full content. Figures [4.7] and provide further intuition on the design of

Advocate-external.

Security Properties of Advocate-external We now show that Advocate-
external satisfies the desired ledger properties, namely safety and liveness.
Specifically, the former is always guaranteed, while the latter is ensured only
when a majority of federation nodes are honest. Additionally, since only
a hash and a signature are posted on the external ledger, the state that is

required is minimal. However, the PoW and committee nodes are required
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to act at least as light nodes to the external blockchain so as to be able to

verify the checkpoint certificate (timestamping) proofs.

Theorem 4.5. Let B be a block which is checkpointed by Advocate -external.
If B is reported as finalized by at least one honest party, then every honest

party reports B as finalized after at most one round.

Proof: Let B be a block which is checkpointed by Advocate -external and
is reported as finalized by at least one honest party. Consequently, first,
the block is checkpointed via a certificate signed by a majority of committee
nodes and posted on the external blockchain. Second, since an honest party
P reports it as finalized, then, by definition of how mining nodes behave,
the B’s content is available to P. However, P can send B’s content to all
other honest parties who, upon receiving it, will also report B as finalized.
Finally, since the external ledger is secure, the certificate ordering will remain
safe; thus, a checkpoint that is confirmed by honest PoW nodes will remain

confirmed.

Theorem 4.6. Let T be the security threshold required by the BF'T protocol
employed by the checkpointing committee of Advocate-external; if more than

T committee members are honest, then Advocate-external provides the same
liveness guarantees as Advocate-BFT (cf. Section .

Proof: The proof follows directly from the security properties of Advocate-
BFT; since Advocate-BF'T satisfies liveness (without the need of an external
ledger), then Advocate-external does so too if both the BFT protocol and the
external ledger are secure.

So far, we have designed Advocate to Bootstrap a PoW chain running on
a single longest chain consensus. Advocate can be easily extended to other
PoW protocols. The following section presents a variant of Advocate for

multi-chain systems.

4.5 Advocate: Bootstrapping for Parallel-PoW chains

¢

Many emerging PoW blockchains rely on a “parallel-chain” architecture for
scaling, where multiple chains run in parallel and are aggregated. Two suc-

cessful parallel-chain architectures are Prism [32] and OHIE [77]. Although
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these two protocols are significantly different, we demonstrate the generaliz-
ability of Advocateby extending Advocate to both these settings by propos-
ing a meta-protocol Advocate-PC for integrating Advocate to parallel-chain
architectures. For simplicity, we design Advocate-PC using a single (honest)

checkpointing node, which can be readily extended to a BFT federation as
described in Section 4.3

4.5.1 Advocate-PC: Meta-protocol

Consider M parallel chains, with mining power sortition across them. A
block is labelled as B,, j s, if it belongs to branch f; of chain m and has rank
J- fv is a function of parent of By, ;. The rank R(B,, ) = j of a block
is determined by the parallel-chain protocol’s specifics and is deterministic

when a block is mined. We highlight the first important meta-principle:

Rank criterion: Blocks mined by honest miners have monoton-

weally increasing rank within a chain.

Block ranks are used to determine epoch intervals with a checkpointing epoch
spanning blocks with a rank difference of e. We denote a chain as payload-
carrying, denoted by Y (i) = 1 if its blocks are designed to carry a transaction
payload. We set one chain (chain 0) as a base-chain, which may or may not

be payload-carrying.

Checkpointing party behavior.

e Upon receiving Block By ; 5, at rank R(C;_1)+e, where C;_, is the latest
checkpointed base-chain block, it creates a new checkpoint certificate
C;, the block By, is the checkpointed block C;

e The certificate C; = {R(C;), R;, B;} defines: (a) a vector of M — 1
parallel-chain blocks B;j, i.e., one tip block from each parallel chain
except the base-chain, (b) the reference list R; of all payload-carrying
blocks not referenced by any checkpoint until Rank R(C;), (c) a refer-
ence R(C;) to the checkpointed base-chain block C;.

Validity rules.

e All chains extend the latest checkpoint;
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e A base-chain block is invalid if it extends the chain past rank R(C;)+ ¢

and does not contain Cj;

e A non-base-chain is invalid if none of its blocks refer to the base-chain

block containing the certificate C; by rank R(C;) + ¢;

e A non base-chain tip block B,, j s, is valid for inclusion in B; only if

chain m has referred to C;_;.

The ledger creation rules are similar to Advocate; the checkpoint certificate
brings in all the referred blocks R; in the respective payload-carrying chain’s
ledger. We now use the above meta-protocol to integrate Advocate to OHIE

consensus.

4.5.2 Advocate-OHIE

OHIE composes M parallel instances of Bitcoin longest chains. Miners mine
on all M chains in parallel by utilizing mining sortition. Under an honest
majority assumption, each honest chain has the same security properties as
the longest chain protocol. Total ordering between the chains is necessary in
order to create one ledger. OHIE achieves this by requiring blocks to have a
tuple (rank, next-rank). We note that next-rank is always higher than
rank and rank of a block is at least as high as the next-rank of it’s parent.
Therefore, we can conclude that the rank monotonically increases along a
chain. We can see that this rank satisfies the Rank criterion for R defined
above.

OHIE achieves total ordering by generating a sequence of confirmed blocks
amongst the parallel chains. Confirmation rank is decided based on the k-
deep rule of the individual chains, and blocks are ordered according to their
ranks for ranks below confirmation rank, breaking ties by chain-id. The
protocol security breaks down if we have an adversarial mining majority;
a confirmation rank can no longer be defined. Observe that rank in OHIE
satisfies the rank criterion and thus can be treated as R.

We set chain 0 as the base-chain arbitrarily and implement Advocate-PC.
C; is generated with a rank difference of e on chain 0. We can directly use
the checkpointing party behavior and validity conditions from Advocate-PC.

C; sets the checkpointed confirmation rank. The references will have the
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same rank as the block B,, ; r, in chain m referring/including the checkpoint
certificate. The protocol is safe since the chain order beyond the confirmation
rank cannot be changed; live with optimal chain quality since all the uncle
blocks in all M chains will be eventually included in their respective ledger.

Although OHIE achieves high throughput, it also presents high latency.
Hence, next we consider Prism, a parallel-chain architecture-based consensus

protocol that achieves optimal throughput and latency.

4.5.3 Advocate-Prism

Prism consists of 3 categories of blocks: Proposer, Voter, and Transaction
blocks. Transaction blocks assemble transactions and do not have an inherent
order. Proposer blocks refer to transaction blocks and indirectly assemble
transactions; they do not form a chain natively but rather are arranged
in levels L; each level can contain multiple proposer blocks, of which one
will be chosen as a leader. Voter blocks form a bitcoin-like longest chain.
There are M — 1 such voter chains. Votes from the voter chain decide the
leader proposer block at each level, thus forming the proposer chain. A
fundamental design decision is which type(s) of Prism blocks to checkpoint,
i.e., transaction, proposal, or voter blocks. Since transaction blocks have
no inherent order, checkpointing these blocks does not directly result in a
well-defined ordering of transactions. Therefore, our protocol checkpoints
voter blocks and proposal blocks instead and considers transaction blocks as
a part of proposer blocks. Thus, we are left with M parallel chains with 1
payload-carrying chain: the proposer chain.

Proposer levels follow the Rank criterion since honest miners always mine
blocks with increasing proposer levels. Moreover, voting blocks can derive
their level from the level of the latest proposer block they vote on (or the
parent voter block level if they vote for none). The proposer level (or proposer
level voted) can be used as R. Thus, we can integrate Advocate-PC by setting
the Proposer chain as the base-chain. Since the Proposer chain is the only
payload-carrying chain, R; refers to only proposer blocks.

The checkpoint certificate C; consists of a checkpointed proposer block
P;, a list of referred proposer blocks R;, and a M — 1 dimensional vector of

voter blocks. The ledger is created from the list of references in checkpoint
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certificates—probabilistic confirmation (for § < 0.5) is done for blocks not
checkpointed yet. Using the Prism confirmation rule guarantees low latency.
The protocol is safe since the checkpoint cannot be altered and live since
honest proposer blocks will be included in the ledger via references in the

checkpoint certificate.

4.5.4 Checkpointing Party Behavior

As before, the checkpointing party connects to the Prism main chain net-
work and maintains the tree of blocks. On regular intervals, i.e., every e
proposal blocks, the node creates and signs a checkpoint certificate, which
includes references of all non-checkpointed proposal blocks, as well as the
latest valid voter blocks for each voter chain. In summary, the checkpointing

party behaves as follows:
e [t runs a full node on the Prism network.

e Upon receiving a proposer block P; at level L(P, ;) + e, where P;_;
is the latest checkpoint, it creates a new checkpoint certificate Cj; the
block P; is called the checkpointed block.

e The certificate C; = {R(P;), R;, Vi} defines: i) a vector of voter blocks
Vi, i.e., one voter block from each voter chain (following the longest
chain rule for each), ii) the reference list R; of all proposal blocks not
referenced by any checkpoint until level L(P;), i.e., the level of block
P, iii) a reference R(P;) to the checkpointed proposal block P;.

e [t maintains the list of blocks confirmed by the voter chains till Vj.

4.5.5 Prism Main Chain Behavior

Intuitively, the checkpoint certificate for a proposer block P; should be in-
cluded in at least one proposer blocks in the range of levels (L(P;), L(P;)+ ],
which should then be voted by all voter chains. Specifically, regarding block
validity:

e A proposer block, which is created by an honest miner at some level in

range (L(P;), L(P;) + ¢, either refers to a proposer block that contains
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the checkpoint certificate for block P; or, if no such block exists, it

contains the certificate itself.

e A proposer block at level L(P;) + ¢ is valid if and only if it refers to a
proposer block that contains the checkpoint certificate for block P; or

contains the certificate itself.
Voter chain validity rules are modified as follows:
e Honest miners vote for a valid proposal block at level L(P;) 4+ ¢, if such

block exists.

e A voter chain is valid if it extends the latest checkpointed voter block

for that voter chain.

e A voter chain can be checkpointed at level L(F;) if and only if it is
valid and it has voted for a valid proposal block at level L(P;_1) + c.

4.5.6 Ledger Creation

Given the checkpointing process described above, the final ledger is created
as follows (Figure [4.9):

e For the proposal blocks at levels up until the latest checkpointed block,

the ledger is derived from the checkpoint reference list R;.

e For proposer blocks at levels beyond the latest checkpointed block, the

ledger is derived from the confirmation rules of Prism.

e The checkpointing node follows the confirmation rule of Prism for
blocks confirmed by Vj; thus, R; will not conflict with the blocks con-
firmed by V;.

4.5.7 Security Properties of Advocate-Prism

The guarantees for Advocate-Prism are similar to Advocate. The additional
guarantee that Prism offers is that the normal mode latency (when the adver-
sarial ratio is zero or negligible) is near-optimal (a constant factor of network
latency A). The main claim here is that the guarantee continues to hold for

Advocate-Prism for appropriate parameter choices.
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Theorem 4.7 (Safety). Every transaction which is referenced by a proposal

block B, which is checkpointed by Advocate-Prism wia certificate C, is stable.

Proof: It suffices to show that, as soon as a certificate is issued, the block B
cannot be reordered. Hence any transaction referenced by B is finalized in the
sanitized ledger. If B is referenced by certificate C, then its ledger position
can change only if i) B is referenced by a future checkpoint certificate C” or
ii) C is replaced by a different certificate. However, since the checkpointing
node is honest, it does not create conflicting certificates. At the same time,
by definition of the Prism main chain behavior, C' is eventually included
in a proposal block. Therefore, the position of a proposal block B (and
its referenced transactions) is finalized as soon as a checkpoint certificate

references to it.

Theorem 4.8 (Liveness). Let h be the probability that at least one hon-

est proposal block is created per round; Advocate-Prism satisfies liveness (cf.

Deﬁm’tion with parameter u =[] - e.

Proof: The proof follows similarly to Theorem [4.2] Specifically, a transac-
tion becomes stable after an honest block B is created and gets checkpointed,
which happens on expectation after f}—ﬂ - e rounds. Additionally, the check-
point certificate should also be live, i.e., it should be included in the proposal
chain and get voted on. By definition of the main chain node behavior, a

valid voter chain contains a reference to a certificate C; by proposal level
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L(P;) 4+ ¢. Additionally, if at least one honest voter block is created, then
it will reference Cj; however, since the honest mining power percentage is
1 — B > 0, the honest miners will eventually mine a voting chain that con-
tains C; and, in the absence of any other voting chain containing C; (even a

longer one mined by the adversary), this chain is considered valid.

e Normal Mode latency: Checkpoint certificate C; maintains the pro-
posal block order till the voting blocks Vj, thus if the proposal block is
confirmed by prism voter chains, the checkpointing node will confirm
it. Under normal mode, the proposal blocks are confirmed with op-
timal latency using prism voter rules and the checkpointing rules will

not violate that confirmation.

e Optimistic serializability: Prism ensures optimistic serializability
since any honest miner mining t2’ will have tx or will refer to a proposer
block (reference ordered first) containing tx indirectly. Advocate-Prism
can refer to tx after tax’. However, optimistic serializability of Prism
ensures that this won’t be the first occurrence of tx and will be removed

from the ledger by sanitization.

4.6 Implementation

We implement Advocate on a codebase in Rust and compare its performance
with various existing checkpointing techniques. To test the performance of
Advocate to the limit, we integrate Advocate-Prism along with the high per-
formance implementation of Prism written in Rust [78]. We describe the
system design and architecture of Advocate and Advocate-Prism and then
evaluate the performance of Advocate by comparing it with other check-

pointing protocols. The code is available at [75].

4.6.1 System Design

Database Advocate maintains the following databases: (1) Checkpoint database,
(2) Block-structure database, (3) Ledger-database, (4) Transaction memory
pool (Prism), and (5) UTXO database (Prism) in rocksDB key-value store.
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The transactions in Advocate-Prism have a similar structure as the pay-to-

public-key-hash(p2pkh) transactions in Bitcoin.

Block manager. Blocks have an additional option field containing a check-
point certificate. When a new block arrives at the block manager, its validity
is checked according to the validity conditions in Sections and [4.5] For
Advocate-Prism, the manager maintains a separate structure for proposer,

voter, and transaction blocks.

Network Manager. The network manager communicates blocks, trans-
actions(Prism), and checkpoint certificates with its peers. On receiving a
block, it performs PoW and parent checks. It also performs data-availability
checks for block parents and checkpoint references. If the reference data is
not available, it stores the block in an orphan buffer and processes it when
the dependencies arrive. The orphan management is derived from the Uni-
fied network functionality mentioned N,,; in Section [4.3]

Integrated checkpointing module. The integrated checkpointing module
runs [y, along with F,gycate. The checkpointing party is implemented as
a single full node described in section For all nodes barring that one,
F,,s is inactivated. The checkpointing module is alerted with a potential-
Candidate when a block at the requisite height is received; it generates a
certificate by signing the candidate and references. Effects of a BFT-SMR
based checkpointing committee on our performance metrics are emulated by

delaying the broadcast of checkpoint certificate by Agprp.

Ledger manager. Ledger manager in Advocate implementation integrates
the checkpoint reference in the block ledger. Since we do not aim to check
performance limits in Advocate implementation, we do not implement trans-
action execution. Advocate-Prism implementation aims to check performance
limits and hence implements full-stack transaction execution. The ledger
manager runs asynchronously with respect to the block manager. It runs
on a separate thread and periodically polls the block manager for newly
confirmed transactions. When a checkpoint certificate is received, the block
manager sends an update to the ledger manager to include the checkpoint

references at a determined location. The ledger is assembled, and transac-
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tions are sanitized.

Miner receives ledger tip updates from the block manager (including check-
point updates). Miner in Advocate mines a single block at a time, whereas
a miner in Advocate-Prism mines three types of blocks Proposer, Voter, and
Transaction using mining sortition described in [32]. If the miner has not
received a new certificate when its mining tip reaches level e 4+ ¢ — 1 past the

previous checkpoint, it pauses mining and waits for the checkpoint certificate.

4.6.2 Comparison baselines

We implement two other checkpointing protocols as baselines to compare
performance metrics of Advocate . Below, we briefly describe these baselines
and their integration with Prism.

Stochastic-checkpointing. Derived from [72], the checkpoint certificates
referring to a single Block-hash(checkpoint) are introduced in the ledger. The
certificates add randomness at every epoch, ensuring the adversary cannot
implement a front-running attack described in [72]. Stochastic-checkpointing
is implemented by modifying the Advocate F,,, to generate checkpoint with-
out references.

Nakamoto-checkpointing. Derived from the off-chain checkpoints pub-
lished by Nakamoto in the early days of bitcoin (checkpointing via GitHub).
The checkpoint certificates are posted off-chain and consist of a block’s
hash. The full node codebase recognizes these checkpoints and only con-
siders chains extending these checkpoints as valid. Nakamoto-checkpointing
is implemented by modifying code for Stochastic-checkpointing not to include
the certificate on-chain. The Block manager and miner are notified of the
latest checkpoint when the Network manager receives a checkpoint-certificate

message.

4.7 Evaluation

Our evaluation answers the following questions:

1. How do performance and security metrics of Advocate compare to state-

of-the-art checkpointing and finality gadgets?
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2. How does the performance of Advocate react to a slow checkpointing

service?
3. How does Advocate perform with large epoch sizes?

4. How does Advocate integrate with very high throughput PoW blockchains,

e.g., Prism? How is the performance overhead?

Testbed: We run our Advocate experiments on chd.large AWS instances.
These instances have 2 cores, 4 GB of RAM and 50 GB of NVMe SSD stor-
age, and a network bandwidth of 10 Gbps. We run our high-performance
Advocate-Prism experiments on more powerful c¢5d.4xlarge instances with 16
cores, 32GB of RAM, 400GB NVMe SSD, and 10 Gbps total bandwidth.
We connect these N instances using a random-regular overlay network with
degree 4. For Advocate experiments, we set the block arrival rate as 1
block/second (very low size blocks and low network latency) due to time

restrictions.

Adversary model: The main advantage of Advocate is to ensure security
under an adversarial mining majority. Hence we run all our experiments with
£ > 0.5. To model perfect coordination between adversaries, we implement
the adversary as a single node with appropriately high mining power. We
implement private mining adversaries for all three protocols under contention.
The adversary mines a private chain and broadcasts private blocks in bursts
of epoch length when a specifc trigger is initiated. The private chain resets if
an honest block is checkpointed. The differences between triggers for different

protocols are described below:

e Trigger for Nakamoto-checkpointing: The honest public chain is about

to mine a checkpoint candidate.

e Trigger for Stochastic-checkpointing and Advocate: adversary’s private

chain has a block at the checkpoint level.

Performance metrics: We use three metrics defined below to measure

performance:

e Fractional Goodput (FG): Let Goodput (G) be the number of honest

transactions confirmed per unit time and optimal throughput (7) be
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Parameters € = 5, ABFTZO € = 5, ABFTZQ € = 10, ABFTZO
Metrics FG IL HW FG 1L HW | FG IL HW
Nakamoto-cp | 0.148 | 67.14 | 0.7032 - - - - - -
Stochastic-cp | 0.323 | 6.688 | 0.3539 | 0.204 | 13.76 | 0.594 | 0.227 | 21.53 | 0.546
Advocate 0.588 | 3.611 0 0.514 | 2.546 0 0.475 | 6.712 | 0.048
(a) 5 =0.5
Parameters e=>5, Agpr=0 e =>5, Agpr=2 e =10, Agpr=0
Metrics FG 1L HW | FG IL | HW | FG 1L HW
Nakamoto-cp 0 o0 1 - - - - - -
Stochastic=cp | 0.101 | 43.11 | 0.696 | 0.033 | 24.43 | 0.9 0 00 1
Advocate 0.389 | 3.491 0 0.330 | 3.217| O |0.311 | 6.512 | 0.056
(b) B = 0.67
Parameters e =5, Agpr=0 e =>5, Agpr=2 e =10, Agpr=0
Metrics FG IL | HW | FG IL HW FG IL | HW
Nakamoto-cp 0 00 1 - - - - - -
Stochastic-cp 0 00 1 0 00 1 0 00 1
Advocate 0.102 | 2.849 | 0 |0.072|4.319 | 0.278 | 0.087 | 6.467 | 0.13
(c) 5=0.9

Table 4.1: Advocate evaluation for varying adversarial power

the maximum throughput in the absence of an adversary. We define

fractional goodput as G/7T.

e Ledger Inclusion latency (IL): for an honest party P is the time taken

(measured in terms of mean block arrival time A 4) between transaction

generation and inclusion in the ledger of P.

e Honest block wastage (HW ): Fraction of honest blocks that are not
part of the ledger.

The performance metrics are tabulated in Tables|4.1al |4.1b] [4.1c for a variety

of experimental settings: varying adversary mining power, BFT network

latency, epoch size. Each experiment was conducted over a range of 50-100

epochs. We observe that Advocate is far superior to its competitors in all

settings and metrics. We make the following more nuanced observations from

the data.

Favorable parameters (¢ = 5, Agpr = 0) . Low epoch size and zero

certificate generation delay are favorable parameters for any checkpointing
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protocol. We observe that Nakamoto-cp performs well when g = 0.5; how-
ever, the performance deteriorates rapidly with 8. Stochastic-cp performs
better than Nakamoto-cp; however, the gap between Stochastic-cp and Ad-
vocate increases rapidly as [ increases. Next, we analyze the performance
penalty on introducing unfavorable parameters such as large epoch size and

large checkpoint certification time.

Slow BFT-SMR (e = 5, Agpr = 0) . The delay for producing a cer-
tificate is set to be around 40% of the best inter-epoch time. As expected,
Stochastic-cp and Advocate perform worse than the previous setting; how-
ever, the performance hit in terms of F'G and HW is higher for Stochastic-cp
as compared to Advocate since all blocks in Advocate will eventually be in-
serted on the chain. In Advocate the difference in performance between the

two settings can be attributed to the blocks at the end of the experiment.

Large epoch size (e = 10, Agpr = 0): Fig. explains the effect of
epoch size on Stochastic-cp. Intuitively, larger epoch size leads to the honest
minority losing the race to the next checkpoint more often. Observing the
performance of Stochastic-cp on increasing e from 5 to 10 with g = 0.5, its
IL increases from 6.688 to 21.53; whereas F'G of Advocate only increases

from 3.611 to 6.712; an increase proportional to epoch lengths’ as discussed
in Section 4.2

Unexpected behavior We observe that IL for Advocate decreases on in-
creasing 3. Counter-intuitively, it happens because our adversarial strategy
(for Stochastic-cp and Advocate ) releases the private chain as soon as it
reaches the depth of an epoch; hence, a more powerful adversary will mine
the private chain faster hence lowering the /L in the experiment. This is
because, in Advocate , any checkpointing event will bring in all references to
honest blocks. A smarter adversary can wait till the honest chain is about

to complete the epoch and increase latency by a factor 1/(1 — ) as shown
in Theorem

Prism The Prism full-stack implementation can achieve a throughput of
70K tx/s; coupled with Advocate an optimized implementation should achieve
a throughput of (1—5)-70K tx/s. However, checkpointing adds to the validity
rules, leading to loss of throughput. Our implementation of Advocate-Prism

aims to develop a proof-of-concept, s.t. checkpointing can be integrated into
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high throughput parallel chains without much expense of throughput. To
this end, we design an adversary A for Prism who censors honest trans-
action blocks. For such A with 5 = 0.7, our full-stack implementation of
Advocate-Prism (with UTXO at the application layer and p2p networking at
the networking layer) can achieve a goodput of 8200 tz/s with a confirmation
latency of 120s. While 8200 tx/s with a 70% adversary is much higher than
any existing protocol can achieve, we believe it can be further improved by
optimizing the interaction between the ledger manager and the integrated

checkpointing module. This direction can be explored in future research.

4.8 Conclusion

In this chapter, we proposed Advocate - a bootstrapping gadget that achieves
three main results: (a) optimal liveness under a super-majority adversary for
the Nakamoto longest chain protocol with a BF'T checkpointing committee,
(b) extension of Advocate to use existing external consensus such as Bitcoin
for bootstrapping, and (c) immediate black-box generalization to a variety
of parallel-chain based scaling architectures, including OHIE [77] and Prism
[32]. We demonstrate the robustness of Advocate via a full-stack implemen-
tation tested under a 90% adversarial majority. Optimal liveness ensures

social/legal cost of bootstrapping is minimized.
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CHAPTER 5

CONCLUSION

In this dissertation, we propose Trifecta uniconsensus sharding architecture
with Free2Shard DSA to solve the Blockchain protocol trilemma. We use
Trifecta with Free2Shard along with Advocate with a design objective to min-
imize the three properties of the Blockchain economics trilemma.

In chapter [2| we proposed Trifecta sharding architecture. This architec-
ture is motivated by the drawbacks of Node-to-shard allocation in the more
prevalent multiconseneus sharding architectures. Trifecta is a concrete man-
ifestation of the uniconsensus architecture on Longest-chain and Prism con-
sensus. It is decentralized since it supports identity-free consensus nodes
and dynamic availability; it is scalable since its throughput scales almost
linearly with the number of nodes, and it is partially secure - it is safe and
existentially live.

In chapter [3, we proposed Free2Shard DSA to resolve the liveness vul-
nerability of Trifecta. Free2Shard achieves performance arbitrarily close to
the information-theoretic bounds and retains the decentralization, scalabil-
ity, and safety properties of Trifecta, hence solving the blockchain protocol
trilemma.

In chapter [4 we proposed Advocate as a bootstrapping gadget for PoW
protocols. It achieves optimal chain quality even under an adversarial mining
majority. We show that Advocate can be easily extended to parallel-chain-
based scaling architectures, thereby showing compatibility with Prism and
Trifecta .

We used the Blockchain economics trilemma’s cost dimensions as a moti-
vation to select the layer 1 problems to work on, thereby aiming to design
systems that optimize each of these properties. To that end, we briefly dis-
cuss each of these costs and how our protocols optimize it:

Optimizing resource cost with Trifecta. The resource-efficiency axis of

the economics trilemma considers the cost an adversary under a PoW system
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has to bear to double-spend a transaction whose value has been transferred.
Enabling the attack requires the attacker to spend mining costs that might
have been otherwise used to gain additional transaction and mining fees. A
model incorporating characteristics such as the number of ancillary transac-
tions on the record-keeping system will capture the optimization in resource
cost per transaction by optimizing throughput. Trifecta with Free2Shard op-
timizes throughput, minimizing the resource cost per transaction.

Free market for rent with Trifecta. The rent analysis lends itself to the
result that the rent, i.e., transaction fees, has to be high enough so that
the record-keeper is incentivized not to cheat lest it may lose future rent
revenue. This model thus sets a lower bound on the rent. This rent model
can be expanded to incorporate competition between different record-keeping
systems (shards) and the ease of entry for rent-seekers in a record-keeping
system as demonstrated by [79]. Trifecta enables multiple record keepers
competing for accounts and a low friction way of transferring accounts from
one record-keeper to another. It allows rent-seekers (miners) the freedom to
join a shard of their choice. This competition creates a marketplace for rent.
Such a marketplace will help lower the rent cost per transaction.
Optimizing social/legal costs via a bootstrapping committee with
Advocate. The self-sufficiency axis considers the cost of losing a social con-
nection when an agent lies to another about the genesis stake distribution
on a PoS chain. This cost can be viewed from a legal lens where commit-
tee members bound under the legal system behave in a byzantine manner
and incur legal costs. While relying on the legal cost system is the oppo-
site of self-sufficiency, it may only be required at the bootstrapping phase
of a blockchain. Advocate reduces legal costs by reducing the time needed
for bootstrapping. Distributing rewards fairly to honest miners is achieved
through optimal chain quality, ensuring a high retention rate and inflow rate
of honest miners into the PoW protocol.

This dissertation uses the Blockchain economics trilemma as a guiding
compass to design blockchain protocols and, as shown informally above, op-
timizes each of its cost axes. A single unified economic model that unifies
these costs and formally shows that the Trifecta bootstrapped with Advocate

achieves minimal net cost is left for future work.
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APPENDIX A

ADDITIONAL MATERIALS FOR
CHAPTER

A.1 Model

We consider a synchronous, round-based network model similar to that of
[80] and [32]. Blockchain is defined as a pair (II, g), where II is an algorithm
that maintains a blockchain data structure C consisting of a set of blocks. The
function g(tx,C) encodes a ledger inclusion rule; it takes in a transaction tx
and a blockchain C, and outputs g(tx,C) = 1 if tx is contained in the ledger,
L, defined by C and 0 otherwise. For example, in Bitcoin, g(tx,C) = 1 iff tx
appears in any block on the longest chain.

Let N denote the set of participating nodes. The set of honest nodes
H C N strictly follow the blockchain protocol II. Each honest node has a
fixed compute, memory and communication resources. Malicious nodes N\H
are collectively controlled by an adversarial party A which is modelled as
byzantine and thus can arbitrarily deviate from the protocol II. The fraction
of adversarial hash power is denoted by f = 1— %. In a sharded blockchain,
the nodes are grouped into m shards, and the set of nodes in shard s € [m)]
is denoted by Ny, where the set of honest and malicious nodes is given by
Hs C Ny and N\ H,. We have | J,N; =N, (J, Hs = H. The blockchain ledger
L is internally composed of multiple sub-ledgers corresponding to different
shards.

13 for bad. Like [80], we have assumed all nodes have the same hash power, but this
model can easily be generalized to arbitrary hash power distributions.
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Letting x denote a security parameter, the environment Z(1%) captures
all aspects external to the protocol itself, such as inputs to the protocol
(i.e., new transactions) or interaction with outputs. In an execution of the
blockchain protocol, the environment Z first initializes all nodes as either
honest or malicious; like [80]. Thereafter, protocol proceeds in rounds of A
seconds each and the environment can adaptively change the set ‘H, between
rounds, as long as the adversary’s total hash power remains bounded by
f and |Hs| > 1 Vs € [m]. This models a completely adaptive adversarial
setting.

In each round, the environment first delivers inputs to the appropriate
nodes (e.g., new transactions), and the adversary delivers any messages to
be delivered in the current round. Here, delivery means that the message
appears on the recipient node’s input tape. Nodes incorporate the inputs
and any messages (e.g., new blocks) into their local blockchain data structure
according to protocol II.

Both honest and malicious nodes interact with a random function H :
{0,1}* — {0,1}" through an oracle H(x), which outputs H(z). In each
round, a node n € N is allowed to access the oracle H(:) at most ¢ times
with different nonces s in an attempt to find a valid proof of work. These
restrictions model the limited hash rate in the system. If an oracle call
produces a proof of work, then the node can deliver a new block to the

environment.
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All messages broadcast to the environment are delivered by the adversary.
The adversary has various capabilities and restrictions. (1) Any message
broadcast by an honest node in the previous round must be delivered by
the adversary at the beginning of the current round to all remaining honest
nodes. However, during delivery, the adversary can present these messages
to each honest node in whatever order it chooses. (2) The adversary cannot
forge or alter any message sent by an honest node. (3) The adversary can
control the actions of malicious nodes. For example, the adversary can choose
how malicious nodes allocate their hash power, decide block content, and
release mined blocks. Notably, although honest blocks publish mined blocks
immediately, the adversary may choose to keep blocks they mined private
and release in future round. (4) The adversary can deliver malicious nodes’
messages to some honest nodes in one round, and the remaining honest nodes
in the next round. We consider a “rushing” adversary that observes the
honest nodes’ actions before taking its own action for a given round. Notice
that we do not model rational users who are not necessarily adversarial but

nevertheless may have incentives to deviate from protocol.

Metrics.

Our primary concern will be throughput and security scaling with respect
to number of nodes |N|. We now define metrics as done in [32]. Let random
variable VIEWy; 4 7 denote the joint view of all parties over all rounds; here we
have suppressed the dependency on security parameter x. The randomness
is defined over the choice of function H(-), as well as any randomness in the
adversary A or environment Z. Our goal is to reason about the joint view
for all possible adversaries A and environments Z. In particular, we want to
study the evolution of C;, or the blockchain of each honest node n € ‘H during
round r. Following the Bitcoin backbone protocol model [80], we consider

protocols that execute for a finite execution horizon ry,.y, polynomial in .

Definition A.1 ([32]). A transaction tx is (€, A, Z,ro, k)-cleared iff under

an adversary A, environment 7, and security parameter k,

Pyiewn 4z ( N {9 = b]’) > 1—€— negl(k),

7‘6{7'0»~~-77‘max}
i€H
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where b € {0,1}; b =1 corresponds to confirming the transactions and b =0

corresponds to rejecting the transaction.

That is, a transaction is considered confirmed (resp. rejected) if all honest
party will include (resp. exclude) it from the ledger with probability more
than e plus a term negligible in x resulting from hash collisions, which we
ignore in our analysis. We suppress the notation x from here on.

Our objective is to optimize throughput scaling with respect to number
of shards m. We let |S| denote the number of elements in set S. We let T"

denote all transactions delivered up to and including round r.

Definition A.2 (Throughput, [32]). Blockchain protocol I1 supports a through-
put of A transactions per round if there exists U,, linear in log(1/€), such that
for all environments Z. that produce at most X\ transactions per round, and

for ¥V r € [1, rmax|,
m}x|{tx €T : tx s not (¢, A, Z,r)-cleared}| < AU..

The system throughput is the largest throughput that a blockchain protocol

can support.

Notice that although |T"| grows with 7, whereas the right-hand side of
is constant in 7; this implies that the system throughput A is the expected
rate at which we can clear transactions maintaining a bounded transaction
queue, taken worst-case over adversary A and environments Z producing at

most A transactions per round.
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A.2  Security Analysis

A.2.1 Proposer chain properties

In this section we consider Trifecta with longest chain protocol as its pro-
poser chain. Garay et. al in [28] define three important properties of the
longest chain protocol: common-prefix, chain-quality and chain-growth. It
was shown that, under a certain typical execution of the mining process,
these properties hold, and the properties are then used to prove the persis-
tence and liveness of the longest chain protocol. Here we use these properties
of the longest chain to prove liveness and consistency of shards. We borrow
the definition of the longest chain properties [32] which are very similar to
from [2§].

Definition A.3 (Chain-Growth). The Proposer chain-growth property with
parameters ¢4 and s, states that for any s, rounds there are at least ¢g4s,

blocks added to the proposer chain during this time interval.

Definition A.4 (Chain-Quality). The proposer (g, u,)-chain-quality prop-
erty holds at round r if at most p, fraction of the last vy, consecutive blocks

on the proposer chain C at round r are mined by the adversary.

Definition A.5 (Common-prefix). The ky-deep common-prefiz property holds
at round r if the ky-deep prefix of the longest proposer chain at round r re-

mains a prefix of any longest chain in any future round.

We now state three lemmas are under events E[r — ', r} Its exact def-
inition is not required for the proof and except for the fact the it occurs
with probability 1 — e(r’) where €(r’) decreases exponentially in /. The pro-
poser chain is mined at rate f and let £k = 2fr’. Since the proposer chain
of Trifecta follows the longest chain, the proposer chain properties has the

following three properties:

Lemma A.1 (Lemma C.7 in [32]). (Proposer chain growth) Under event

Elr —r',r], proposer chain grows by at least £ in the interval [r — ', 7].

Lemma A.2 (Lemma C.8 in [32]). (Proposer common prefixr) Under event

E[r —1',r], the k-deep common prefix property holds at round r.

2Equation (18) C.1 [32]
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Lemma A.3 (Lemma C.9 in [32]). (Proposer chain quality) Under event

_ T+2p

Elr —1',r], the (pg, k)-chain quality holds at round r for g = =5

The proposer chain quality leads to the following corollary.

Corollary A.6. Any k = 2r'f consecutive blocks in the proposer chain of

an honest party has at least one honest block under the event Elr — r',r].

A.2.2 Shard chain properties

Let us denote the proposer chain by C and shard chains by Cs for s € [m].
Given two chains C and C’, we say that C' < C, if C' is a common prefix of C.
Let C'* denote the proposer chain C with last k& blocks truncated. Function
M maps the proposer chain to shard chain s i.e Cs = M(C) and we define
the k-deep prefix of shard chain s as clf = M,(C)'™ We now define the three
shard properties along the lines of Definitions [A.3] [A.4] and [A.5}

Definition A.7 (Shard Chain-Growth). The shard chain growth property
with parameters v and ¢4 states that for any v rounds there are at least ¢

blocks added the the shard chain during this time interval.

Definition A.8 (Shard Chain-Quality). The Shard ps-Chain quality prop-
erty holds at round r if at most ps fraction of all the blocks in the longest

shard chain s at round r are mined by the adversary.

Definition A.9 (Shard chain Common-Prefix). The shard chain Common-
Prefix property holds at round r if ks-deep prefix of the longest shard chain at
round r remains a prefix of any longest shard chain in any future round(for

an honest party).
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All the nodes mine on the proposer chain and hence the adversary controls
[ fraction mining power on proposer chain. Each node simultaneously mines
on a shard via PoW sortition discussed in Section ??. For s € [m] let the

fraction of honest and adversarial mining on shard s at round r be denoted

by a,[r] and S,[r] respectively s.t. D" Bi[r] = S and YL aslr] = a =
1 — . The relative adversarial fraction in shard s € [m] is f[r] = T]BEL[T]

S | Bi[r] denote the average of the adversarial

and let I = R
fraction power from rounds r; to r,. The mining rate of shard s blocks is
fs- We now define random variables which will be used to prove the shard
properties. Let H[r| denote the number of honest blocks mined in the shard
s in round(r), Zs[r| is the number of shard blocks mined by adversary in
round r in shard s. By the sortition process H[r| and Z,[r] are Poisson
processes with mean f,A(1 — f,[r]) and f,AB.[r] respectively. We denote
Hyr1,r2) =302 Hrl, similarly for Z;.

Events: Let n; > 6, 1’ = ﬁ and ny := max(=%,6). We now define the

events which will be used to prove the shard properties.

r

Ei (1,7 — 6] :={H,[1,r — 6r'] >
0.5f,A(ng — 6)r'(1 — plbr=67)1
rl={Z[1,r =1 < QfSATBE’Tl}
Es [r —nar’,r — 6r'] :={H, [r — myr’, 7 — 6] >
0.5 fAr'(1 = Br=™" =) (n, — 6)}
E, (r,nq1) :==E[r — 61", 7] NE{[1,7 — 67]
NEp[1, 7] NE3[r — nyr’,r — 677

Events E; and E3 lower bound that the number of honest shard s blocks
mined in a certain intervals whereas event E, upper bounds the number of
adversarial shard s blocks in certain interval. FE, is the intersection of all the

events.

Theorem A.10 (Shard Chain-Growth). Under event E;(r,ni), the shard
chain grows by at least 0.5fSAr’(1—By—n”,’r—&"q)(n1—6) blocks in the interval

[r —nyr' 7).
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Proof: Partition the interval [r — ny7’,r] into two sub intervals: [r —
nyr',r — 6r'] and [r — 617,r]. Since Es[r — yr’,r — 61'] O Es(x,y,7), the
number honest shard s blocks mined in the first sub-interval is at least
0.5fsAr'(1— Blr—mrtr=mr ])(nl —6). From Lemma , we know that there is
at least one honest proposer block mined in the second sub-interval [r— 67/, 7]
and denote it by B. Therefore all the honest shard blocks mined in the first

sub-interval is referred by either B or previous honest proposer blocks.

Theorem A.11 (Shard Common-prefix). Under the event Elr —1',r|, where

r = 2f’ the k-deep common-prefix property holds at round r.

Proof: Let C[r] and Cs[r| denote the longest proposer chain at round r and

its corresponding shard s chain at round r. The mapping of Trifecta Longest

Chain of satisfies the following property:
M,(C) = M,(C™)[| M, (CM)

where C*! is the k-suffix of the chain C, || is the chain concatenation operator.
Lemmashows that C(r,)/* < C(ry) under E[r—7',r]. Applying the above
mapping property, we obtain M,(C(r1)*) = M,(C(ry)) = Ci(r1)lF =<
Cs(r2).

Theorem A.12 (Shard Chain-quality). Under the event Es(r,1), the pis-

ﬁ[lT
0.5(1—B 75T (ny—6) 4231 Ty

chain quality property holds at round r for us =

Proof. Since E4[1,r—61"] D E4(1,r) and Ey[1, r] D E4(1, r) and from Lemma
[A10] the number of honest and adversarial shard blocks in shard chain s for

interval [1, 7] respectively satisfies:

H,[1, 7 —6r'] > 0.5f,Ar' (1 — =" (ny — 6)
Z,[1,r] < 2f.Arp

Therefore shard chain quality thus satisfies
Zs[1,r]
Zs[1,7r] + Hg [1,r — 61]
Qﬁ[l ]
0.5(1_5'?,7’ 67’ )( )+2ﬁslr]

Hs =

>
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A.2.3 Extension of security properties to Trifecta

Lemma C.6, D.6 and D.2 from [32] prove that Proposer chain of Prism follows
Chain Growth, Chain-Quality and Common-Prefix properties respectively as
stated by Lemma [A.1] albeit under a different event E'[r — '] with
a probability 1 — €'(r').

We use this to slightly modify Es(r, ny) to accommodate for E'[r — ']

E. (r,n1) :==E[r—6r",r] NE{[1,7 — 6]
NEs[1, 7] NE3[r — nyr’, r — 61]

The relevant theorems for the security of each shard chain can be proven

in similar manner as Theorems|A.10} |A.12} |A.11|by substituing E,(r, n;) with

E.(r,n1) in theorem definitions and respective proofs.

A.3 Data availability

We phrase the following data availability problem: Given only the header of
some transaction block B in shard j, how can a node in shard ¢ verify that the
data is available with at least one honest node in shard j in a communication
efficient manner?

More specifically, any protocol to verify data availability should satisfy the
following security requirements.
Soundness: If a node in shard ¢ has concluded that a transaction block in
shard j is fully available, then at least one honest node in shard j will be
able to fully recover this block within a constant delay of A..
Agreement: If a node in shard 7 has concluded that a transaction block in
shard j is fully available, then all the other nodes in the system will conclude

that the block is fully available within a constant delay of A..
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Figure A.1: Random sampling to check data availability of a block B,
which is encoded by a (2p, p) Reed-Solomon code.

We solve the above data availability problem in Trifecta by utilizing coded
Merkle tree (CMT) [29], a technique for a light node that only stores block
headers to verify the data availability in a communication-efficient manner.
Specifically, to apply CMT, we make a minimal assumption that each node
is connected to at least one honest node in every shardf|and a node in shard

i is viewed as a light node to shard j for every (i, j) pair.
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A.3.1 Efficient random sampling via erasure coding

Instead of downloading the entire block, a node could randomly sample a
small portion of B from some node in shard 7 who claims to have the entire
B. It was proposed in [I§] to do this efficiently using erasure codes (see,
e.g., [81]). For the purpose of data availability, we can view B as a stream of
b bytes. For some design parameter p, we can evenly and arbitrarily partition
the block into p data symbols wy,--- ,w,. The block producer encodes B
into n > p coded symbols ¢y, - -+ , ¢, using e.g., an (n,p) Reed-Solomon (RS)
code. In this case, B can be recovered using any p out of n coded symbols,
and it is available unless n — p + 1 coded symbols are missing. When, for
instance, n = 2p, as illustrated in Fig. [A1], after successfully sampling S
coded symbols, a node in shard ¢ gains confidence that with probability
1— (”2;131)5 , some node in shard j has at least 50% of the coded symbols, so
it can completely recover B.

While a node in shard ¢ knows that some node in shard j will have suffi-

ciently many symbols to decode, it cannot verify that the coding was done
correctly and that the decoded block is indeed the original B. To defend
against such “incorrect-coding” fraud, the nodes outside the shard will for-
ward their sampled symbols to their neighboring nodes inside the shard and
rely on them to detect coding errors.
Coding-fraud proof. An honest node in shard j decodes the block B and
verifies the correctness of coding by comparing the Merkle root committed
to the decoded block with the one stored in the header. Upon a mismatch,
the node constructs a coding-fraud proof to inform the other nodes in shard
7. This proof, as large as the original block, contains p coded symbols using
which B can be decoded and verified. It was proposed in [I8] to use 2-
dimensional Reed-Solomon (2D-RS) codes to reduce the proof size from b to
Vb, at the cost of storing 2y/n additional hashes in the header.

In Trifecta, a coding-fraud proof is published as a special transaction on
the proposer chain. Since each proposer transaction is downloaded by ev-
ery node in the network, to make Trifecta communication efficient, we need
a mechanism to verify data availability with 1) constant sampling size for

foreign transaction blocks and 2) constant coding-fraud proof size.

3Note that this assumption is much weaker than assuming that majority of each shard
is honest.
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A.3.2 Constant communication via coded Merkle tree

An (n,p) linear code is characterized by a (n — p) x n parity check matrix
H, such that a transaction block is correctly encoded iff the coded symbols
C1,...,Cy satisfies Hlep, -+ ,¢,]T = 0. In other words, the coded block has
to pass n — p parity check equations, each of which is an inner product with
a row of H. Since an incorrectly encoded block fails at least one equation,
we propose to use a single failed equation as the coding-fraud proof.

To make this proof succinct, we leverage low-density parity-check (LDPC)
codes for which each parity check equation involves computing XOR of a
constant number of d symbols. When one of the equations is violated, the
decoder generates a coding-fraud proof consisting of d — 1 symbols and d
membership proofs for all the symbols in that equation. Another node can
easily verify the proof by 1) checking that the d — 1 symbols pass their
membership proofs and 2) decoding the missing symbol and verifying that it
fails its membership proof. To enable such a proof, Trifecta adopts a hash-
aware peeling decoder, which decodes a new symbol from an equation with
d — 1 hash-verified symbols at each time.

We use LDPC ensembles that are known to perform well under the peeling
decoder (see, e.g., [82]), i.e., the ones with large “stopping distance” which
are guaranteed to be decodable even if only a constant fraction of the coded
symbols are available. As an example, an (n,p) = (32000,8000) regular
LDPC code whose parity check equation involves d = 8 coded symbols can
be decoded by a peeling decoder from any 0.876n = 28032 symbols, with
probability of at least 99.97%. This also makes the probability that the
block is not available but not detected by a node after S = 30 samples as
small as 0.00063%. Therefore, a node outside the shard takes a constant

number of samples to check data availability.
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To be able to identify which equation is violated during peeling decod-

ing, we require the hash commitments of all coded symbols available at the
decoder. Storing all of them in the block header is prohibitively expensive
since the number of hashes increases with block size n. To resolve this is-
sue, we choose to recover the hashes on-the-fly, by utilizing Coded Merkle
tree (CMT) [29], which iteratively encodes the data with an LDPC code,
computes hash commitments of the coded symbols, and concatenates these
hashes into the data for the next level until the size of the hash commitments
is small enough to be stored in the block header.
Brief description of CMT. The first level of the tree consists of n coded
symbols created from p data symbols constituting the original block via a
rate 7 = p/n systematic LDPC code. For the second level, we first compute
the hashes of all the symbols in the first level, then aggregate ¢ > 2 hashes
together to form a total of n/q new data symbols, and then use another
(%, %) LDPC code to generate % coded symbols. We repeat this process to
grow higher levels of the tree until reaching a constant target number of ¢
hashes, which are stored in the headerﬁ The membership proof of a base-
level symbol in CMT consists of all the sibling hashes between this symbol
and the tree root. The proof automatically provides membership proofs for
all the symbols on the higher levels in the proof. Hence, sampling a symbol
on the base level samples one membership-proved symbol on each level of
CMT for free.

To decode a block, a node decodes the corresponding CMT starting from
the top level and all the way down to the base level. The decoded data
at each level, which is the hash commitments of the symbols on the level
below, is used to verify the symbols that are newly decoded from the peeling
decoder. This allows a node to construct a coding-fraud proof at any level

with a constant size of d — 1 symbols.

4A standard Merkle tree is a special case of CMT with r =1, ¢ = 2, and ¢ = 1.
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Security guarantees We can prove, using the similar arguments for security
as in [29], soundness and agreement of this approach using CMT are violated
with a probability that decreases exponentially with S when the total number
of nodes N scales linearly with the block size. Since soundness and agreement
are satisfied within a constant delay A., we can argue that the blockchain
system now has the same security properties as proved in section albeit

with a network delay bound of A..

A.4  Proofs of Scaling

A.4.1 Proof of Proposition [2.1

Let us define the overhead ratio as the ratio of (resource used to maintain the
consensus engine and Trifecta ancillary functionalities) to (resource used to
maintain any one shard). We define resource usage as a 3-dimensional vector:
(1) Computation (2) Communication and (3) Storage. We will compute the
overhead as the maximum value of the 3-dimensions. Here, we account for
resources consumed by all data structures involved in maintaining the single
consistent log; this is discussed in detail next.

Single consistent log: The ordered log is maintained by the order manager

and consists of the following entries:

e Shard block pointers: Consists of the tuple (hash of the shard block,
shard-id, mining proof). K such shard block pointers are appended to

the log for every shard block and each pointer is of size log K. Resource

usage = O(K log K).

e Shard State commitments: There are O(K) state commitments
per epoch. We set the epoch duration E such that in expectation, there
is one shard block per epoch. Resource usage = O(K).

e State commitment challenge interactions: Consists of challenges
and replies from epoch leaders. There are O(N) challenges in to-
tal which accounts for R = O(log B) interactions. Resource usage

= O(N log B).

115



e Data availability votes: Signed (Availability, shard block hash).
Constant size posted for K shard blocks and needs O(N) votes per
shard block. Resource usage = O(NK).

e Data availability fraud proofs: Incorrect coding proofs of size
O(log B) for at most K shards. Resource usage = O(K log B).

Shard rotation: A node rotating to a new shard needs to synchronize
to the state of the new shard. The synchronization involves downloading
the state corresponding to the latest state commitment and processing shard
blocks proposed after the latest state commitment. The resource cost is
O(1 + B) per new allocation. We assume that all nodes may need to rotate
every A blocks. A node also needs to synchronize to another shard if it is
chosen as its leader for state commitment purposes. The epoch leader election
will elect a node with probability O(K/N) per epoch. We set A = K to get
the resource usage as O(B/K + BK/N).

Data availability requests: A newly mined block receives requests for
O(N) random chunks for the base CMT symbol of size O(B/N), resource
usage = O(Blog N) per shard. Since each shard has O(N/K) nodes, the
load can be distributed equally amongst all nodes, resource usage per node
= O(EE log N). Each node receives K chunks of size O(% log N). Resource
usage = O(ELlog N).

Mining: The miner has to mine shard blocks for the shard of its choice
(native shard) and proposer blocks. The cost of maintaining state to mine
shard blocks is O(1). The cost of maintaining state to mine proposer blocks
is included in the cost of maintaining the ordered log calculated above.
Total resource usage

The total resource usage per shard block is given by O(K log K + N log B+
NK + B/K + BK/N) in all 3 resource dimensions, Thus Overhead-ratio =
O (Hlgk o NMogh o MK RIeN) — 5(1), as B becomes large (Q(NK)) and

B
N > Q(Klog K).
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A.4.2 Proof of Corollary

Let us extend the proof from appendix by allowing for a total through-
put lower than O(K). We set per shard throughput of v = f(N, K), where
f(N,K) is an o(1) function. Note that in all previous discussions, v is O(1).
This setting allows us to set a total throughput of K f(N, K) = o(K). The
resource usage rate for shard ledger is O(f(N, K)) and the resource overhead

being

o (f(N, K)KlogK | f(N,K)NlogB | f(N,K)NK (N, K)Klog N)

B B B N
(A.1)
Note that average time to add a block to a shard is given by
B B
L=—=——— A2
YT T FINE) 2

Substituting Equation (A.2]) in Equation (A.1)), we get a resource overhead of

O Kl(ng - legB + &K 4 —f(N’Kx{logN> = 0(1) as latency L becomes Q(NK)

and N > Q(K log K). The result is contrary to the intuition that a latency-

throughput tradeoff can be achieved by varying block size B. For example,
a block size of O(N/(K)) should result in a total throughput lower than
O(VK). However, a v K factor reduction in block size does not lead to low-
ering of the inter block time since the transaction throughput per shard v is
reduced by a factor of VK as well.
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APPENDIX B

ADDITIONAL MATERIALS FOR
CHAPTER B

B.1 Adversary agnostic allocations

The allocation function g, takes the total mining power per shard and the

t—1

previous allocations({g;—;};_;) as an input,

ge: (B +y()}, . ABE =)+~ =D} 9155 601) = (1), (B.1)

We show that any deterministic f; with v = 1/2 can be implemented as a
deterministic g;. We assume ¢; = f; = v(1) = [1/2K, ..,1/2K] since honest
nodes can uniformly allocate themselves at the start. At t = 2 we apply the
mapping, g2(z1,y1) = fo(z1 —y1,31), Le. 2({B(1) +v(1)}, 91) = 92({B(1) +
YD)}~ g1, 1) since {B(1) +7(1)} g1 = {BA)+7(1)} (1) = B(1). We in-
ductively extend this mapping to a general ¢t where g;(x1, .., Ty_1, Y1, -, Ys—1) =
filzr—y1, o, Teo1 —Ye-1,Y1, -, Yi—1). A key property of our DSA is that nodes
do not know B3(j), they estimate {3(j) +~(j)} from the total mining power
in each shard and use it as an input to g¢;.

Let us define ¢y, (K, 7, T) and 1, (K, v, T) the honest fraction of the worst
performing shard under a worst case adversary on running the re-allocation

function f; and g, respectively as follows:

K

U (K, 7, T) = (Jnin min {r(T)} st ) wlt) =+ (B.2)
ise i=1
K

¢gt(Ka e T) = {511(1151)1}1 m.in {FZ(T)} s.t. Z/yz(t) =7 (B?’)
ilB)se i=1

we prove the following lemma:
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Lemma B.1. For deterministic allocation functions f, and gi; 1, (K, v, T) >
Uy (K, 1/2,T)vy 2 1/2

Proof:
We argue that:

Vg (K7, T) 2 40y, (K, 1/2,T) (B.4)

In the above inequality; the additional honest miners in RHS can be thought
of as behaving as adversaries (whose strategy space is exhaustive) in the
worst case; if the additional honest miners behave as adversaries, we get
g, (K, v, T) > ,,(K,1/2,T). Moreover since there always exists a bidirec-

tional mapping from f; to g1 gi (@1, ., Te1, Y1, - Ye1) = fel®1 — Y1, oy Ty —
Yi—1,Y1, -, Y—1), we can state the following equality.
wgt(Ka 1/27T) =¢ft(K>1/2>T) (B5)
Combining Equation (B.4]) and Equation (B.5)) we get:

Vg (K, 7, T) 2 g, (K, 1/2,T) Yy = 1/24,(K,1/2,T) (B.6)
= wft(Ka 1/27T)
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B.2 Proofs

B.2.1 Proof of Proposition

Proof: Lower bound:
We start by focusing on a single shard being targeted by the adversary (de-
noted by shard-id=1 w.l.o.g.) and show that adversary cannot sustain an
attack for a long enough time instance for that shard even if the adversary
focuses all it’s resource in targeting that shard. Let a; denote the adversarial
allocation of a at epoch t and b;_; denote the honest allocation to the worst
performing shard at epoch ¢, [ denote the honest allocation a shard can have
and u denote the highest honest allocation possible for any shard. We have
a; = Bi(t), by = Qﬂat—ir s> | = 50, u =2+ 7. We have 7= < b, < I+ 5%

2K
1 b1
K) = min — —_—
Vi) = {5 <bi<I+5%} {T btl"’at}

T
t=1
T
. 1 b1
= min —

{sk<bi<s+3r} {T ; b1 + (%bt - %) }
b
P } oK) (B
t=1

bi—1 + %bt

1
> i —
- {isszlglgﬁﬁ} {T

PK) = {l<bt<u} { Z bi—1 + wbt} (B-8)

where w = % Now, we call a epoch t g-good if the honest-fraction at that
time is greater than g. We will show that the adversary does not have the
ability to have a consecutive run of g-bad instances for more than 7-periods

for any shard. Suppose an instant ¢ is not g-good. Then

b1

— <
bt_1+Wbt =9
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which implies b; > b;_1r where r = . Note g < 17 implies 7 > 1. Suppose
there are 7 consecutive g-good instances at time t Then by > b,_r7. Given
by <wand b;—, > [, we have v > [r7. This implies 7 < log, ( ) Thus there
is a g-good instant every 7 + 1 instances. Intuitively, this is true since the
resources of the adversary will be exhausted and needs to be reset in order
to incrementally increase it’s allocation to that shard. This implies that the

honest-fraction is at least TL+1

1—
glogr S glog <_gg>

o) = log (%) ~ log <r%1&>

Consider a worst case scenario where 5 = 0.5, 7y = 0.5, for all g < H% =1/3,
choosing g = 1/4, and 1/2 +1/2K < 1, we get:

0.14

P(K) > Toz,(3K) (B.9)

Upper Bound: We demonstrate an adversarial strategy which holds to
the following claim: ¢(K) < O(*&2kL lgoiK ). Compare the denominators of ) (K)
and ¢(K):

a
@at 1+l+;—ﬁt+— {— a- 1+—}+at
_{—at 1+ K}+at—|—%

We observe ¢(K) < ¢(K) < 3¢(K) and hence can rewrite our claim as :
log log K
P(K) < O(EE).
We show an adversarial sequence to establish the upper bound.
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Let the sequence b, be ¢, lr,...0r7, 0,0, 0r,..,¢r". Note that the reset is
necessary since the adversarial power is limited to . We will calculate ¢(K)
based on a single period. Recall { = 5%, u = 1 + 5. Note Ir” = u, so

2K
7 = log, (7).

T 1 1

K) <
o )_7‘—|-11+27”+7'+1

T 1 n 1 1 N 2r
41142 TH+1|142r 1427
1 2r 1
= +
1+2r 2r+17+1
1 n 2r log r
1420 2r+1 log(er)

where ¢ = 7 = K + 1. Choosing r = log K, we get

< 1 i 2log K log log K
~1+4+2logK  2logK+1 log(K+1)

log log K
=0 ——"— B.10
( log K ) ( )

The convergence of 7;(t) for 2 worst performing shards of experiments

¢(K)

corresponding to figure |3.4a) is illustrated in figure |3.3]

B.2.2 Proof of Theorem 3.2

Strategy space inequality

Let us define f(v) as follows:

K
. Vi
f(y) =min » w;——
( B ; Vi + Bi
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We now show that f(vy) = (ZJ VU;7;)?, using constrained Lagrange opti-

mization.

K ‘ K
f() :mﬁinZui T 512@‘ =p

= nth i=1

K
. Yi
i = 2w+ AL A=)
dobj —UYi
= +A=0
0p; (vi + Bi)?

K
VUi
z+ I and\/X: Ui
i + B 7 ;\/ v

substituting the value of A in f(7), we get:

FO) = D (Va3 V) = (3 va)?

Let v denote a sorted list of w sorted in a descending order and pos(u;)
denote the position of u; in v with pos(maxu;) = 1.

We define 4; as follows:

B w;, if pos(u;) < s
U; =
0, otherwise

Uj

substituting v, = VR

maxminZui Ji - > f(v) =2~ i w; (B.11)
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Modified strategy space inequality

Let us now modify the policy 7 to ensure that ~; > lg’if%- > 0. Let 3, =

72151 —, we have f(¥) > %7 Zfil u; let us define v as follows:

v = Proj(Cqs: 7).

1+q/v
where Proj(Cy/s,-) is a projection of the s non-zero values of ¥;to the set
Cy/s = [q/s,1]°, the projection will cause at most s values to grow by Z. Thus,
we normalize all values by 1+ ¢/~v. We need to ensure that ~; > SVi € K],
hence we get the inequality:
b
q/s a/s b

> P>
1tq/y —1+2¢-s 151-2%

_b
1-2b

We now have the following inequality

we set g = our modified « now satisfies v; > b/s.

1
1+q/y

K
ménZu,%:tﬁlz (1 — 2b) z::

fv) = fA) = (1 =2b)f(%)

Stochastic strategy space inequality

We define the event Ey(t) : Ty(t) > cN,(t), and E(t) : (X, Ei(t)
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Let us compute the tail bound on T';(¢) using the divergence bound on

binomial distributions, we get

Yi (1) 117 (1)
P(FZ(t) < CN%(t)) < ean(CTHT)

() it At (t 1—c2®
D) = B on(0 + (1 - 2wl o)
> (—c+cloge+ 1)%};)
> (—c+cloge+1)yi(t)
> (—c+cloge+ 1)%
P(T;(t) < eNyi(t)) < e e (-etelogert) (B.12)

We use the divergence bounds derived above to lower bound the event

probability
K
PE(t) = 1- P(E@)) > 1- Y P(E(t)) (5.13)
=1
> 1 — Se—n%(—c—&—clogc—i—l) (B14>

where equation uses a union bound amd the fact that P(FE;(t)°) =0
for K —s shards which have v; = 0 and equation [B.14]is derived from equation
B.12
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. Ly(t
Er) manui(t — 1)F (t)

Bt) < i(t) + NBi(t)
> P(E(t)) min Y u(t—1) L)
- pEH)E® — Li(t) + NBi(t)
K
> PB)(Y Vaen)
=1 p
> P(E(t))c(1—20)7 ) u;
=1 p
>(1- se‘”g(_cﬂlog”l))c(l —2b)y Z w;
=1 p
>(1- se‘"g(_c+01°gc+1))c(1 — 26)%7 Z u;
=1

K
E minu(t — 1).r(t)| > h U;
o |minu(t = ()] =Y

i=1

ng(chrclog c+1))

We want to lower bound (1 — se™ > 1 — ¢, thus we need

Sefng(chrclogchl) <e=n> Slog(z)
b(—c+ cloge+1)

N> slog(?)
~ Ab(—c+ cloge+ 1)

(B.15)

Approach to the convex set

We will now show that 7#(£) approaches C), with h = (1—se "™ (~etelegetD)) (1 —
20) 7.

126



Let 7¢, () be the projection of #(t) on Cj. Let us define a halfspace Hy4
formed by the hyperplane Py, such that P, is normal to (7(t) — g, (1))
and passes through 7¢, and H;yq contains Cj,. The variables defined above

satisfy the following equations:

o, (t) = arg min ||y — 7 ()|

e, (t)i = bl y<ny + Ti(t) Lm e <ny
7e, (8) —T(t) = u(t) wi(t) = (h—7i(t))

K K
Pia(@): Y (h=r(t)ywi —h Y (h—7i(t)y =0
i=1 i=1
K
such that u-m—hZuizo
=1
K K
Hy(w) Y (h—7(t)szi —h Y (h—=7i(t)+ >0
=1 =1
K
such that u-w—hZuiEO
=1

Let us define d; as the distance of #(t) from the convex set Cy, i.e. d;y =
17(t) — me, (0] . d(asb) = [la — b| for any a,b € RX.

diyy = d*(F(t +1), 7, (t + 1)) < d*(T(t + 1), 7c, (¢))

= [|IF(t + 1) — e, (D)5
2

r(t+1) —me, (t)

Hm H |

(¥(t) — 70, (1)) + 5 (x(t + 1) = 7, (1)

t+1 )
= (7 P IF(E) = me I + (—)? (e + 1) = 76, (1)
2t
i )~ me (1) ({0 + 1) — e, (1)
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(t+ 1)y — tody < ||r(t +1) — 7c, (B) I3
+2tx ((7c, (8) — T(t)). (e, (8) —x(t + 1))

we know the following equations:
Ie(t +1) = 7e, ()5 < B°K

(e, (t) = T(t) 7c, (1) = h Z Ui

(e (t) = T(t). 76, (1) < Er,11) [Z ui(t)ri(t +1)

Summing terms for ¢ € [T], we get
p
T T

t=1

dy

| /\

_|_

K
— (E
T ri(t)

Zuz (t — 1)ry( ] — (u(t — 1)).x(t))
The term Y; = (Ep, ) D, wi(t — 1)ri(¢)] = ((w(t — 1)).r(t)) is a martingale

difference sequence w.r.t. history at time ¢t and |Y;| < 2hs

Given €,, > 0, by the Azuma- Hoeffding inequality we have:
( 1
Let us set €,, = 2hsy/2log(3), we get

1|z
P <T ; Y| > em) <4

Thus with a high probability of 1 — §, we have distance to the convex set

T-1

ZYt

> em> < 2e 8h2 2

reducing as:

K 2 2
dp < h*— +4hs og(é)
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B.2.3 Proof of Proposition

Proof: At t =1 the adversary is focused on & shards, let those shards

form a set S;. Let the honest node allocate themselves as «(2)

Z ﬁ

’LES

We will now show that the median value (2) is less than twice its mean.
Let us denote mean by € and median be denoted by x. We know that half of
the values are greater than s, thus mean is greater than average calculated
by setting the lower half terms as 0 and the greater half terms as x, i.e.
£> |Sl\[0] + = ‘HSl‘H/Q] implying € > 1 * K

Thus median < % This 1mphes that the last 577 shards (arranged
in descending order of their honest fraction) will have honest fraction less

The adversary now spreads only to @ lowest performing shards, this

K)2
set is made up of the subset of the 57— shards discussed above since
(logK (for K > ¢€?).

We can agam show that the adversary allocates as «(3) and show that
the last oy — 10 =

will have honest fraction less than

K
IKS

shards (arranged in descending order of their honest fraction)
%}gogm and the adversary now spreads
only to ( ) lowest performing shards, thls set is made up of the subset of
the 221 logK < (logK)Q (for K > €?).

The attack continues till = 1, the adversary cannot concentrate

log K
loglog K

shards discussed above since

(logK)T
further. Solving the above equation, we get 7 =

completing the

proof.
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B.3 Extended evaluation

We evaluated a system parameterized simulation of DSA with 36 nodes and 6
shards and a 50% adversary (worst case scenario) in Section We perform
additional simulations with 1000 nodes and 100 shards to show that DSA
achieves the desired results with large number of shards. We plot the time
average honest fraction of the worst performing of the 100 shards in Figure
On comparing with Figure [3.4a}, we observe that both Free2Shard-dist
and Free2Shard perform on par with the expectations, achieving a honest
fraction of 0.47 and 0.42 respectively (near the desired level of 0.5) fairly
quickly. We notice that the mean transaction inclusion delay for the worst

performing shard is around 500s which is withing practical limits.

1.0
—— Free2Shard n 50
Free2Shard-dist =
0.8 —— Target z
O 40
+
— O 6 'E
+ .
= ~ 30
1e2 y (&)
S04 e}
E o, 20
O
3
0.2 Q10
o
—
0.0 A
: 0
0 200 400 600 800 1000 0 20 40 60 80 100
Epoch: ¢ Shard id

(a) Worst-case average honest fraction (b) Mean transaction inclusion latency

Figure B.1: Left: We observe that the chain quality of the worst performing
shard improves to the desired level (0.47) around epoch 50 while running
Free2Shard-dist, whereas Free2Shard performs worse and stabilizes at 0.42
at epoch 200. Right: Transaction inclusion latency for Free2Shard-dist is
uniform across shards and with no shard experiencing unreasonable latency
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APPENDIX C

ADDITIONAL MATERIAL FOR CHAPTER
4l

C.1 Resource minimal Advocate -BFT

The Advocate-BF'T protocol in section requires all block references to be
posted on the SMR chain. Although this design offers reduced latency, it
is heavy in terms of usage on the SMR chain. In this section, we offer an
alternative protocol which focuses on minimizing resource usage (Figure .
We show that it suffices to only post on the SMR chain the reference to a
checkpoint block, thus decreasing resource usage to O(1) from O(e), e being
the inter-epoch interval, though at the cost of decreased liveness.

The committee nodes now act as full nodes for the main chain. On receiv-
ing a block B;, at depth e more than the latest checkpoint, the committee
nodes post a transaction tC; containing the hash H(B;) on the SMR chain.
As before, the checkpoint is finalized after Agpp, with the following validity
rules for block B;:

e Data availability: The block, as well as its ancestors, should be avail-
able.

e Block validity: The block should have valid PoW and the transactions

within the block should have valid signatures.

e The block must be at a height e more than the last checkpoint.
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Figure C.1: Resource minimizing Advocate -BFT: SMR chain only
maintains blockhash of checkpoint candidates

Main chain behavior Main chain nodes act as light nodes on the SMR
chain. The miner of block B;, at depth e more than the latest checkpoint,
includes a reference list R; of all the leaves of L(t) at the time of mining.
The validation rule should be updated, to accept blocks at such a height only
if they define such reference list (which can be null). Following, when tC;
is finalized on the SMR chain, the new certificate C; = {tC;, w;} should be
posted on the main chain, under the ¢ constraint. All other mining and main

chain ledger rules remain the same as in Section [£.2]

Latency As before, let 7, be the time until a transaction is mined by a
main chain block B. Following, the transaction is finalized after a check-
point candidate referencing B is finalized on the SMR chain, i.e., after time
7.f. Therefore, the overall latency is 7 = 7, + 7.y. However, observe that
the adversary might not reference B in its checkpoint candidates. Therefore,
T.; might span multiple epochs, i.e., until an honest checkpoint candidate
is finalized. In this case, the analysis of [72] applies, i.e., an honest check-
point is guaranteed to be published eventually, although latency increases

exponentially with the adverarial mining power.
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